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Disclaimer

SolidProof.io reports are not, nor should be considered, an “endorsement” or
“disapproval” of any particular project or team. These reports are not, nor should be
considered, an indication of the economics or value of any “product” or “asset”
created by any team. SolidProof.io do not cover testing or auditing the integration
with external contract or services (such as Unicrypt, Uniswap, PancakeSwap etc'...)

SolidProof.io Audits do not provide any warranty or guarantee regarding the
absolute bug- free nature of the technology analyzed, nor do they provide any
indication of the technology proprietors. SolidProof Audits should not be used in
any way to make decisions around investment or involvement with any particular
project. These reports in no way provide investment advice, nor should be
leveraged as investment advice of any sort.

SolidProof.io Reports represent an extensive auditing process intending to help our
customers increase the quality of their code while reducing the high level of risk
presented by cryptographic tokens and blockchain technology. Blockchain
technology and cryptographic assets present a high level of ongoing risk.
SolidProof’s position is that each company and individual are responsible for their
own due diligence and continuous security. SolidProof in no way claims any

guarantee of security or functionality of the technology we agree to analyze.

Version | Date Description

1.0 01.August,2022 + Layout project
* Automated- /Manual-Security Testing
e Summary

11 09.August,2022 * Reaudit



http://solidproof.io/

Network
Binance Network (BSC)

Website
https://cleveragent.finance

Twitter
https://twitter.com/Ceveragent

Discord
https://discord.io/Cleveragent

Telegram
https://t.me/cleveragent

YouTube
https://www.youtube.com/channel/UCL86G-MIwi8LiB8Aj3vBE1g

Medium
https://medium.com/@cleveragentfinance


https://discord.io/Cleveragent

Description

Clever Agent is a saving protocol that’s based on the Binance Smart Chain network
which offer investors huge opportunities to earn up to 15% interest rate per year on
the deposited stablecoins (USDT, USDC, BUSD or DAI) with instant paid out.

Clever Agent also offers an additional APY in the form of the lottery for lucky
depositors besides the constant APY. The more and earlier your stablecoins are
deposited, the higher APY and the more chance you will win the lottery.

Project Engagement

During the 15 of August 2022, Clever Agent team engaged Solidproof.io to audit
the smart contracts that they created. The engagement was technical in nature and
focused on identifying the security flaws in the design and implementation of the
contracts. They provided Solidproof.io with access to their code repository and
whitepaper.

Logo

Agent

Contract Links

v1.0
https://github.com/cleveragentfinance/contract/tree/main/contracts

Commit; 78a531b8191ff1dc8efc88b6b75442c4c7db433a

V1.1

https://github.com/cleveragentfinance/contract/tree/main/contracts

Commit: 4c528112e7fc87da4a91d352313ef4elbbe98467


https://github.com/cleveragentfinance/contract/tree/main/contracts
https://github.com/cleveragentfinance/contract/tree/main/contracts

Vulnerability & Risk Level

Risk represents the probability that a certain source-threat will exploit vulnerability,
and the impact of that event on the organization or system. Risk Level is computed

based on CVSS version 3.0.
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Auditing Strategy and Technigues
Applied

Throughout the review process, care was taken to evaluate the repository for
security-related issues, code quality, and adherence to specification and best
practices. To do so, reviewed line-by-line by our team of expert pentesters and
smart contract developers, documenting any issues as there were discovered.

Methodology

The auditing process follows a routine series of steps:
1. Code review that includes the following:

i) Review of the specifications, sources, and instructions provided to
SolidProof to make sure we understand the size, scope, and functionality of
the smart contract.

ii) Manual review of code, which is the process of reading source code line-by-
line in an attempt to identify potential vulnerabilities.

iii) Comparison to specification, which is the process of checking whether the
code does what the specifications, sources, and instructions provided to
SolidProof describe.

2. Testing and automated analysis that includes the following:

i) Test coverage analysis, which is the process of determining whether the test
cases are actually covering the code and how much code is exercised when
we run those test cases.

ii) Symbolic execution, which is analyzing a program to determine what inputs
causes each part of a program to execute.

3. Best practices review, which is a review of the smart contracts to improve
efficiency, effectiveness, clarify, maintainability, security, and control based on the
established industry and academic practices, recommendations, and research.

4. Specific, itemized, actionable recommendations to help you take steps to secure
your smart contracts.



Used Code from other Frameworks/Smart Contracts
(direct imports)

Imported packages:
AgentManager

ypenzeppelin/contracts/toke

enzeppelin/contract

enzeppelin/contracts/

iswap/v2-periphery/contracts/interfaces/ apV2Routerd1.sol

enzeppelin/contracts/proxy/transparent/TransparentUpgradeableProxy.so
[ .finterfaces/lAgent.sol

AutoFarm

enzeppelin/contracts/utils/Addr
enzeppelin/contra

enzeppelin/contracts/toke
enzeppelin/contracts/to

enzeppelin/contract _
enzeppelin/contracts/utils/math/SafeMath.sol

enzeppelin/contracts/security/ReentrancyGuard.sol

DD R E

@uniswap,/v2-periphery/contracts/interfaces/IUniswapV2Routerd2.s
@uniswap,/v2-periphery/contracts/interfaces/1Unisw /2 RouterD2.sol

CAlLottery
Free

[) @openzeppelin/contracts/access/Ownable.sol
[ @openzeppelin/contracts/utils/math/SafeMath.sol

Hr|ﬁe|:~|:udlm-cuﬁtrar’r Jutils/Address.sol [) @openzeppelin/contracts/token/ERC20/ERC20.s0l

nzeppelin/contracts/token/ERC20/utils/SafeERC2
/IRandomMumberGenerator.sol
JICALotternyOld.sol

InsuraceAgent

@openzeppelin/contracts/utils/Address.sol
@openzeppelin/contracts/token/ERC20/ERC20.sol
@openzeppelin/contracts/token/ERC20/IERC20.sol
@openzeppelin/contracts/token/ERC20/utils/SafeERC20.sol

® ® ® ®

@openzeppelin/contracts/access/Ownable.sol

®

@openzeppelin/contracts/utils/math/SafeMath.sol

®

@openzeppelin/contracts/security/ReentrancyGuard.sol

ODOOD0ODODOD0EE

@uniswap/v2-periphery/contracts/interfaces/IlUniswapV2Router02.sol 8




Liquidity

@openzeppelin/contracts/utils/Address.sol
@openzeppelin/contracts/token/ERC20/ERC20.s0l
@dopenzeppelin/contracts/token/ERC20/IERC20.sol
@openzeppelin/contracts/token/ERC20/utils/SafeERC20.sol
@openzeppelin/contracts/access/Ownable.sol
@openzeppelin/contracts/utils/math/SafeMath.sol
@openzeppelin/contracts/security/ReentrancyGuard.sol

@uniswap/v2-periphery/contracts/interfaces/IlUniswapV2Router02.sol

@ ® @ @ @ @

0
0
0
0O
0
0
0
0O

RandomNumberGenerator

@openzeppelin/contracts/access/Ownable.sol
@openzeppelin/contracts/token/ERC20/IERC20.sol

@openzeppelin/contracts/utils/Address.sol

®

@openzeppelin/contracts/token/ERC20/utils/SafeERC20.sol
@chainlink/contracts/src/v0.8/VRFConsumerBase.sol
Jinterfaces/IRandomNumberGenerator.sol

[ /interfaces/ICALottery.sol

ODO0OD0ODODE




Tested Contract Files
This audit covered the following files listed below with a SHA-1 Hash.

A file with a different Hash has been modified, intentionally or otherwise, after the
security review. A different Hash could be (but not necessarily) an indication of a
changed condition or potential vulnerability that was not within the scope of this
review.

v1.0

File Name
contracts/interfaces/IAgentManager.sol
contracts/interfaces/ICALotteryOld.sol
contracts/interfaces/IRandomNumberGenerator.sol
contracts/interfaces/ICALottery.sol
contracts/interfaces/IAgent.sol
contracts/Free.sol
contracts/AgentManager.sol
contracts/CALottery.sol
contracts/Helper.sol
contracts/InsurAceAgent.sol
contracts/Timelock.sol
contracts/Liquidity.sol
contracts/Randomnumbergenerator.sol

contracts/Autofarm.sol

SHA-1 Hash
9a9b3e78f7726db06133ae5712d3531534¢38f20
31486420ca96565decedcafab09f3ee11682e550
e7df1ce109dff9a7ef1806e226daa35480d50364
cc505efebO0bbb171f7429e4925015b8eeatdb4ad
fefd99032ef5e14e30841¢73e7889091908a553b
931127b24168f6ce60b9b1621b520f6a34130c2f
26a08991a7a89e801a50708cdb236dce02c8bbab
6e142ee282537db0d75h6fh28848d2528c7ecaft
59e3fa0674107facf83d313689018592a656dd12
a378c3fa38a947518837b3fec0050f02abb271ef
701687061ce625d0chb6f7bfb51c897231d2bcc77
eb2336hb984bcd9b0477b8581920915¢cc6d5b3b3a
e0b223e13136f087e001ad224b40767eflebfa7a

d706dc354ab423364905648e91c4268515887788

10



Metrics

Source Lines
v1.0

I source comment [ single block I mixed
P empty I todo blockEmpty

-J’

= overall average

perceivedComplexity

Risk Level
v1.0

7
compilerVersion size
compilerFeatures numLogicContracts
inlineDocumentation numFiles
interfaceRisk

11



Capabilities

Components
Version Contracts Libraries Interfaces Abstract
1.0 9 1 13 0

Exposed Functions

This section lists functions that are explicitly declared public or payable. Please
note that getter methods for public stateVars are not included.

Version Public Payable
1.0 238 10
Version External Internal Private Pure View
1.0 157 144 0 36 93
State Variables
Version Total Public
1.0 80 74

12




Capabilities

. . Has
Sollo!lty Experime Can _ Uses Destroyab
. Versions ntal Receive
Version Assembly le
observed Features Funds
Contracts
1.0 ~0.8.0 Yes
~0.8.4
Low- Deleg Uses EC New/Cre
) Transfe Hash Rec
Version Level ateCal . ate/Creat
rs ETH Function ove
Calls | e2
S r
1.0 Yes Yes

Inheritance Graph
v1.0

13



Call Graph
v1.0

14



Scope of Work/Verify Claims

The above token Team provided us with the files that needs to be tested
(Github, Bscscan, Etherscan, files, etc.). The scope of the audit is the main
contract (usual the same name as team appended with .sol).

We will verify the following claims:

Is contract an upgradeable

Correct implementation of Token standard
Deployer cannot mint any new tokens
Deployer cannot burn or lock user funds
Deployer cannot pause the contract
Overall checkup (Smart Contract Security)

O UR NN

15



Is contract an upgradeable

Name

Is contract an upgradeable?

Comment:

The owner can update the contract code after deployment by uploading a new one

16



Correct implementation of Token standard

ERC20
Function Description Exist | Tested | Verified
totalSupol Provides information about the total token
pply supply
Provides account balance of the owner's
balanceOf
account
Executes transfers of a specified number
transfer o
of tokens to a specified address
transferErom Executes transfers of a specified number
of tokens from a specified address
Allow a spender to withdraw a set
approve number of tokens from a specified
account
allowance Returns a set number of tokens from a
spender to the owner

17



Deployer cannot mint any new tokens

Name Exist | Tested | Status

Deployer cannot mint

Max / Total Supply and last Token ID N/A

18



Deployer cannot burn or lock user funds

Name Exist | Tested | Status

Deployer cannot lock

Deployer cannot burn

19



Deployer cannot pause the contract

Name Exist | Tested | Status

Deployer cannot pause

20



Overall checkup (Smart Contract Security)

Tested Verified

Legend

Attribute Symbol

Verified / Checked

Partly Verified

Unverified / Not checked

Not available

21



Modifiers and public functions
v1.0

AgentManager

RandomNumberGenerator

AutoFarm

onlyOwner

onlyOwner

. onlyOwner
cancelPenc ,
withdrawTokens

harv

CALottery

onlyOwner :

notContract
addTarget
) nonReentrant

onlyOwner

claimTickets
notContract
nonReentrant

ottery

onlyOperator
nonReentrant

drawFinalNum otteryClaimable

onlyOperator

nonReentrant

change

onlyOwner

injectFunds
onlyOwnerOrlnjector
Lottery
onlyOperator

Comments:

InsuraceAgent

e The owner add targets, update agents to a new contract and distribute profits.

e Owner can manage the lottery like, start lottery, end lottery and inject funds into it.

e Owner can withdraw and harvest from farm

22



Source Units in Scope
v1.0

Type File Logic Contracts  Interfaces  Lines = nLines  nSLOC  CommentLines = Complex. Score = Capabilities
[} contracts/interfaces/IAgentManager.sol 1 46 39 31 3 15
® contracts/interfaces/ICALotteryOld.sol 1 70 1" 3 43 15
[} contracts/interfaces/IRandomNumberGenerator.sol 1 19 8 3 10 7
® contracts/interfaces/ICALoftery.sol 1 68 11 3 42 15
® contracts/interfaces/IAgent.sol 1 20 5 3 1 31
contracts/Free.sol 1 39 35 20 9 16
» & contracts/AgentManager.sol 1 1 561 551 461 43 419
contracts/CALottery.sol 1 710 649 379 163 290
contracts/Helper.sol 1 40 40 26 8 23
> & contracts/InsurAceAgent.sol 1 4 267 170 145 T 31
s 1B contracts/Timelock.sol 2 300 288 137 106 87
& contracts/Liguidity.sol 1 1 232 185 156 9 265
contracts/Randomnumbergenerator.sol 1 110 110 48 50 46
» & contracts/Autofarm.sol 1 2 255 198 169 9 298
;i ® | Totals 10 13 2737 2300 1584 503 1838 Ba s

Legend

Attribute Description
Lines total lines of the source unit
nLines normalized lines of the source unit (e.g. normalizes functions spanning

multiple lines)

normalized source lines of code (only source-code lines; no comments, no

nSLOC blank lines)

Comment Lines lines containing single or block comments

a custom complexity score derived from code statements that are known
Complexity Score to introduce code complexity (branches, loops, calls, external interfaces,

)

23



Audit Results

Critical issues

High issues

Medium issues

Low issues

Issue File Type Line Description

#1 All A floating pragma is 7 The current pragma Solidity
set directive is ,“*0.8.0/6".

#2 AgentManage | Access Control 257 The function has public visibility
r.sol which means users can pass
some random _pid for a
particular amount. We suggest to
put a check whether the user
exists in the particular pool




#3 AgentManage | Missing zero check 91- Check that the address is not
r.sol 96,209,370,4 | zero
34,456,469
#4 AgentManage | Missing Events 90,354,370,3 | Emit an event for critical
r.sol 88,445,452 4 | parameter changes.
56,461
#5 AgentManage | Unnecessary Check 393 Unnecessary check because it
r.sol was checked before und uint256
can’t be below 0. It will always be
true
#6 Liquidity.sol Missing Events 134 Emit an event for critical
parameter changes.
#i AutoFarm.sol | Missing Events 100,115 Emit an event for critical
parameter changes.
#8 Free.sol Missing zero check 19 Check that the address is not
zero
#9 RandomNum | Missing zero check 75 Check that the address is not
berGenerator. zero
sol
#10 | Timelock.sol | Missing zero check 207 Check that the address is not
zero
Informational issues
Issue File Type Line Description
#1 AutoFarm.sol | Redundant Code 182,186,190, | These functions are redundant
234,238,248, | and have no functionality in code
252 They, should either be removed

or used.

#2

AgentManager
/AutoFarm/Ins
uraceAgent/C
ALottery/Liquid
ity.sol

Unused Return
Value

Always check and take care of
the return value from a function
call

Audit Comments

We recommend you to use the special form of comments (NatSpec Format, Follow
link for more information https://docs.soliditylang.org/en/v0.5.10/natspec-
format.html) for your contracts to provide rich documentation for functions, return

25



https://docs.soliditylang.org/en/v0.5.10/natspec-format.html
https://docs.soliditylang.org/en/v0.5.10/natspec-format.html

variables and more. This helps investors to make clear what that variables,
functions etc. do.

09. August, 2022

« There is still an owner (Owner still has not renounced ownership)

+  We recommend to use randomizations by external sources like VRF because
solidity has no randomization feature of its own.

*  We recommend to unit test these tests with more than 95% of test coverage
before deployment

* Read the whole report and modifiers section for more information.

26



SWC Attacks

IZI) Title Relationships
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3

6
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W
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1

3

5

S
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3
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W Collisions
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1 Length

3 Arguments
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S

W
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C variables
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https://swcregistry.io/docs/SWC-136
https://swcregistry.io/docs/SWC-136
https://swcregistry.io/docs/SWC-136
https://swcregistry.io/docs/SWC-136
https://swcregistry.io/docs/SWC-136
https://swcregistry.io/docs/SWC-136
https://swcregistry.io/docs/SWC-136
https://cwe.mitre.org/data/definitions/767.html
https://cwe.mitre.org/data/definitions/767.html
https://cwe.mitre.org/data/definitions/767.html
https://swcregistry.io/docs/SWC-135
https://swcregistry.io/docs/SWC-135
https://swcregistry.io/docs/SWC-135
https://swcregistry.io/docs/SWC-135
https://swcregistry.io/docs/SWC-135
https://swcregistry.io/docs/SWC-135
https://swcregistry.io/docs/SWC-135
https://cwe.mitre.org/data/definitions/1164.html
https://swcregistry.io/docs/SWC-134
https://swcregistry.io/docs/SWC-134
https://swcregistry.io/docs/SWC-134
https://swcregistry.io/docs/SWC-134
https://swcregistry.io/docs/SWC-134
https://swcregistry.io/docs/SWC-134
https://swcregistry.io/docs/SWC-134
https://cwe.mitre.org/data/definitions/665.html
https://cwe.mitre.org/data/definitions/665.html
https://swcregistry.io/docs/SWC-133
https://swcregistry.io/docs/SWC-133
https://swcregistry.io/docs/SWC-133
https://swcregistry.io/docs/SWC-133
https://swcregistry.io/docs/SWC-133
https://swcregistry.io/docs/SWC-133
https://swcregistry.io/docs/SWC-133
https://cwe.mitre.org/data/definitions/294.html
https://cwe.mitre.org/data/definitions/294.html
https://swcregistry.io/docs/SWC-132
https://swcregistry.io/docs/SWC-132
https://swcregistry.io/docs/SWC-132
https://swcregistry.io/docs/SWC-132
https://swcregistry.io/docs/SWC-132
https://swcregistry.io/docs/SWC-132
https://swcregistry.io/docs/SWC-132
https://cwe.mitre.org/data/definitions/667.html
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-131
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-131
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-131
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-131
https://cwe.mitre.org/data/definitions/1164.html
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https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-131
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-131
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-131
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-130
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-130
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-130
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-130
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-130
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-130
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-130
http://cwe.mitre.org/data/definitions/451.html
http://cwe.mitre.org/data/definitions/451.html
http://cwe.mitre.org/data/definitions/451.html
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-129
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-129
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-129
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-129
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-129
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-129
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-129
https://cwe.mitre.org/data/definitions/480.html
https://cwe.mitre.org/data/definitions/480.html
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-128
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-128
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-128
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-128
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-128
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-128
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-128
https://cwe.mitre.org/data/definitions/400.html
https://cwe.mitre.org/data/definitions/400.html
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-127
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-127
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-127
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-127
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-127
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-127
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-127
https://cwe.mitre.org/data/definitions/695.html
https://cwe.mitre.org/data/definitions/695.html
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-125
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-125
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-125
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-125
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-125
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-125
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-125
https://cwe.mitre.org/data/definitions/696.html
https://cwe.mitre.org/data/definitions/696.html
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-124
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-124
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-124
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-124
https://cwe.mitre.org/data/definitions/123.html
https://cwe.mitre.org/data/definitions/123.html
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