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Issues Found Fixed
Critical 1 0

® Medium 0 0]

® Minor 0] 0]
Informational 1 0]
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This certifies that OBO HITTAS project,
VERIP%e60a1571995B63C14967D30b965424CeA024a0fC
M on Binance Smart Chain,
has been audited by GuardGate.

Completion date: 07/28/2023

GuardGate.cc, Auditor

Project Description

OBO HITTAS IS THE NEXT VIRAL GAME! [] Game already out [] Play2Earn [] Free2Play []
Online & Multiplayer [J Low buy & sell tax fee - 4.5% [] Marketplace [] Marketing
Campaign with streamers and influencers! [] Marketplace transaction increase price [, Enfoll
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AFFILIATE - SHILL & EARN []J No team tokens [] Become early investor - time is running

out! [] OBO Hittas is a dodgeball-style game that seamlessly merges fun gameplay with

the crypto world, through the in game token OBOH. []

Project details

Language: Solidity
Contract address: ( Oxe6...a0fC &
Owner: ( 0x00...0000 &

SHA-256:
30c...eae

Supply: 100,000,000
Decimals: 9

Deployer: (0x17...AED2 &

Chain: Binance Smart Chain

Compiler: v0.8.4+commit.c7e474f2
Optimization: No with 200 runs
License: SPDX-License-ldentifier: MIT
Verified: ( Yes @

Contract type: ERC20

Contract Name: ObohToken
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https://bscscan.com/address/0xe60a1571995B63C14967D30b965424CeA024a0fC
https://bscscan.com/address/0x0000000000000000000000000000000000000000
https://bscscan.com/address/0x174076D5f5b77b2B53b948B972817d2739D2AED2
https://guardgate.cc/enroll

Deploy date: Jul-22-2023

Overview
Minting

Can't mint new tokens
Blacklist

Can't blacklist addresses

Ownership

Ownership Renounced
Honeypot

No
Buy fees

4.5%

Sell fees

4.5%

Proxy

There is no proxy contract
Max tx amount
Can't set maxTX
Trading Cooldown
Can't set cooldown period
Anti Bot
No
Pause
Can't pause contract

Hidden Owner

No

Safe
@ Caution advised
@ Be careful
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Contract details ( 0xe6...a0fC &

v Contracts and libraries collapse A\

Contract | Type | Bases

L | **Function Name** | **Visibility**

**TERC20** | Interface | |||
**TERC20Metadata** | Interface | IERC20 |||
**Context** | Implementation | |||
**SafeMath** | Library | |||

**Address** | Library | |||

**0wnable** | Implementation | Context |||
**Manageable** | Implementation | Context |||
**IPancakeV2Factory** | Interface | |||
**TPancakeV2Router** | Interface | |||
**ProfileTransferRouter** | Interface | |||

**Presaleable** | Implementation | Manageable |||

LR L B PR A .- 1 e L~ [ |

v Modifiers collapse A\

Contract SafeMath

*xMutabi ity
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I Function | Modifiers |
v Constructor calls collapse /A
HHAHHHB AR HHRHB AR HHRHB AR HIH

####### ObohToken #######
HHHARHHRH AR AR R AR R R R RS

## Constructor Call Sequence
- Ownable
- Manageable
- Tokenomics
- BaseObohToken
- ObohToken

## Constructor Definitions

### Ownable

Ps

v Requires collapse /A

Contract SafeMath

| Function require or ass
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Findings
High Severity

v Untrusted Sources

Lines: 357

Description: The contract uses an external contract in order to determine the
transaction's flow. The external contract is unknown and untrusted. This can generate
high security issues interface ProfileTransferRouter { function
addressHasProfile(address address_to check) external pure returns (bool); function
transferToProfile( address sender, address recipient, uint amount ) external; }

Possible remediation: The contract should use a trusted external source. A trusted
source could be either a commonly recognized or an audited contract.

Medium Severity

Low Severity

Informational

v Unused Variables

Lines: 400, 416

Description: Below variables have no purpose in the project: enum Env { Testnet,
MainnetV1, MainnetV2 } Env private _env; address private _testnetRouterAddress =
0x9Ac64Cc6e4415144C455BD8E4837Fea55603e5c¢3;

Possible remediation: Delete unused variables for readability

SWC Vulnerabilities

v 33/37 tests passed collapse A\

Code # Name Result Severity
SWC-100 Function Default Visibility Passed n/a

SWC-101 Integer Overflow and Underflow Passed n/a

SWC-102 Outdated Compiler Version Passed n/a

SWC-103 Floating Pragma Failed Informational
SWC-104 Unchecked Call Return Value Passed n/a

Enroll
SWC-105 Unprotected Ether Withdrawal Passed n/a
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Code # Name Result Severity
SWC-106 Unprotected SELF-DESTRUCT Instruction n/a
SWC-107 Reentrancy n/a
SWC-108 State Variable Default Visibility n/a
SWC-109 Uninitialized Storage Pointer n/a
SWC-110 Assert Violation n/a
SWC-111 Use of Deprecated Solidity Functions n/a
SWC-112 Delegatecall to Untrusted Callee n/a
SWC-113 DoS with Failed Call n/a
SWC-114 Transaction Order Dependence n/a
SWC-115 Authorization through tx.origin n/a
SWC-116 Block values as a proxy for time n/a
SWC-117 Signature Malleability n/a
SWC-118 Incorrect Constructor Name n/a
SWC-119 Shadowing State Variables n/a
SWC-120 Weak Sources of Randomness from Chain Attributes n/a
SWC-121 Missing Protection against Signature Replay Attacks n/a
SWC-122 Lack of Proper Signature Verification n/a

SWC-123 Requirement Violation Informational

SWC-124 Write to Arbitrary Storage Location n/a
SWC-125 Incorrect Inheritance Order n/a
SWC-126 Insufficient Gas Griefing n/a
SWC-127 Arbitrary Jump with Function Type Variable n/a
SWC-128 DoS With Block Gas Limit n/a
SWC-129 Typographical Error n/a
SWC-130 Right-To-Left-Override control character (U+202E) n/a
SWC-131 Presence of unused variables Informational
SWC-132 Unexpected Ether balance n/a
SWC-133 Hash Collisions With Multiple Variable Length Arguments n/a
SWC-134 Message call with the hardcoded gas amount n/a

SWC-135 Code With No Effects Informational

SWC-136 Unencrypted Private Data On-Chain n/a

Other findings
v Variables could be declared constant

State variables that are not updated following deployment should be declared
constant to save gas. burnAddress, oboBurnAddress, rewardsVaultAddress,
teamAddress

- Add the constant attribute to state variables that never change.
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Additional information: &

Holders stats (top 10)

4 Ox1f...c8c2 56.11%
@ 0xc7...7acl (kD 27.52%
@ 0x17...aed2 4.06%
2 0x14...8628 4.06%
@ O0x2b...3cec 2.39%
4 Oxea...f745 1.43%
Z Oxa7...da06 1.14%
@ Oxal...acb7 0.57%
Z4 0x52...a7a8 0.46%
@ 0x5b...0e24 0.36%

KYC & DOXX

® KYC

No information

® DOXX

No information

Website audit £ obohittas.obolo.finance

® Domain Registry

https://www.namecheap.com/

® Domain Expiry Date

2024-05-10 Enroll


https://github.com/crytic/slither/wiki/Detector-Documentation#state-variables-that-could-be-declared-constanttoken.sol
https://bscscan.com/address/0x1f29583bf14a11620c3f0d5785d7a0946cf7c8c2
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https://bscscan.com/address/0x174076d5f5b77b2b53b948b972817d2739d2aed2
https://bscscan.com/address/0x14f3075e5a1982cf3afc6b47cb4148fa00ea8628
https://bscscan.com/address/0x2b615a9c221bdc8e4606b9e85dc9cc67acb73cec
https://bscscan.com/address/0xeaa367354f8c0cad511b85b0b1eaf6cb884ef745
https://bscscan.com/address/0xa74e8d070a141bd9a86106fd72a6a3e15d3fda06
https://bscscan.com/address/0xa1b75f444a0e9eee8f6a4d7fe70bc4023273acb7
https://bscscan.com/address/0x5243a9a048669316b045db6926b69001773da7a8
https://bscscan.com/address/0x5bc2b24d84b4ec1313cbd2303795caa0979a0e24
https://guardgate.cc/projects/obohittas.obolo.finance
https://guardgate.cc/enroll

® Response Code

200

® SSL Check and HTTPS test
Yes, Cloudflare

® HTTP2

Yes, passed

@ Safe Browsing Test

Yes, passed

Disclaimer

GuardGate is not a financial institution and the information provided on this website does
not constitute investment advice, financial advice, trading advice, or any other sort of
advice. You should not treat any of the website’s content as such. Investing in crypto
assets carries a high level of risk and does not hold guarantees for not sustaining
financial loss due to their volatility. Accuracy of Information GuardGate will strive to
ensure the accuracy of the information listed on this website although it will not hold any
responsibility for any missing or wrong information. GuardGate provides all information
as is. You understand that you are using any and all information available here at your
own risk. Any use or reliance on our content and services is solely at your own risk and
discretion. The purpose of the audit is to analyze the on-chain smart contract source
code and to provide a basic overview of the project. While we have used all the
information available to us for this straightforward investigation, you should not rely on
this report only - we recommend proceeding with several independent audits Be aware
that smart contracts deployed on a blockchain aren’t secured enough against external
vulnerability or a hack. Be aware that active smart contract owner privileges constitute
an elevated impact on the smart contract safety and security. Therefore, GuardGate does
not guarantee the explicit security of the audited smart contract. The analysis of the
security is purely based on the smart contracts alone. No applications or operations were
reviewed for security. No product code has been reviewed.
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