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Security Audit Score

PASS

Zokyo Security has concluded that

this smart contract passes security
qualifications to be listed on digital
asset exchanges.




TECHNICAL SUMMARY

This document outlines the overall security of the Magic Yearn smart contracts evaluated by
the Zokyo Security team.

The scope of this audit was to analyze and document the Magic Yearn smart contract
codebase for quality, security, and correctness.

Contract Status

Testable Code

YOUR AVERAGE

0% 25% 50% 75% 100%

The 98% of the code is testable, which is above the standard of 95%.

It should be noted that this audit is not an endorsement of the reliability or effectiveness of
the contract, rather limited to an assessment of the logic and implementation. In order to
ensure a secure contract that's able to withstand the Ethereum network's fast-paced and
rapidly changing environment, we recommend that the Magic Yearn team put in place a bug
bounty program to encourage further active analysis of the smart contract.

MAGIC YEARN SMART CONTRACT AUDIT

/i zokyo

1



Table of Contents

Auditing Strategy and Techniques Applied 3
Executive Summary 5
Protocol Overview Fi
Structure and Organization of Document 34
Complete Analysis 39
Code Coverage and Test Results for all files written by the Zokyo Security team 56

MAGIC YEARMN SMART CONTRACT AUDIT

/i zokyo

2



AUDITING STRATEGY AND TECHNIQUES APPLIED

The source code of the smart contract was taken from the Magic Yearn repository.
https://github.com/myearn-official/contracts

Initial commit: 47edf075a1ded8a902f08f9787e4ceb67904e95f
Last audited commit: 6c847a2e24ef93e47e165636cd7383b1622fd56¢

Within the scope of this audit, Zokyo auditors have reviewed the following contract(s):

®  staking/MyStaking.sol ®  token/MyShare.sol
= token/MyExchange.sol = token/MyToken.sol
m ytils/FeeReducer.sol = wrapper/MyWrapper.sol

= utils/StakingFactory.sol

For the second iteration: The source code of the smart contract was taken from
the Magic Yearn repository.

https://github.com/magicyearn/contracts

Initial commit: 682400ff54c54a16b4d717e0197d75a82fa2b2dd

Final commit: 985e10cd400551ecfcf515d325d8b405eba24bla

Within the scope of this audit, Zokyo auditors have reviewed the following contract(s):

®  minter\MyInkMinter.sol = token\MyShare.sol
= nft\MyNft.sol = utils\RoyaltyReceiver.sol
= token\MyInk.sol m  ytils\RoyaltyReceiverFactory.sol

Throughout the review process, Zokyo Security ensures that the contract:
= Implements and adheres to the existing standards appropriately and effectively;
= The documentation and code comments match the logic and behavior;
= Distributes tokens in a manner that matches calculations;
= Follows best practices in efficient use of resources, without unnecessary waste;
= Uses methods safe from reentrance attacks;
= Is not affected by the latest vulnerabilities;

= Meets best practices in code readability, etc.
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https://github.com/myearn-official/contracts

Zokyo Security has followed best practices and industry-standard techniques to verify the
implementation of Magic Yearn smart contracts. To do so, the code was reviewed line by line
by our smart contract developers, who documented any issues as they were discovered. A
part of this work included writing a unit test suite using the Truffle testing framework. In
summary, our strategies consist largely of manual collaboration between multiple team
members at each stage of the review:

Due diligence in assessing the overall Cross-comparison with other, similar
code quality of the codebase. smart contracts by industry leaders.

Testing contract logic against common Thorough manual review of the
and uncommon attack vectors. codebase, line by line.
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Executive Summary

Zokyo Security has performed a security audit for the Magic Yearn protocol. During the
audit, auditors checked the whole set of contracts manually, with the usage of automated
tools and by writing a set of unit-tests with additional scenarios.

The protocol represents:
« MY tokens pegged to ERC20, the holders of which can earn on transfer fees;
» A staking protocol;
* MY Share ERC20 contract with a detailed emission model;
+ An exchanger for migrating the older version of the token to a new one;
+ A fee reducer that is in charge of users' fees reduction across the protocol;
+ A wrapper contract, which allows users to buy MY tokens for pegged tokens and add
liquidity to LP tokens in Uniswap V2 protocol.

All the contracts were carefully checked by auditors. Special attention was paid to the safety
of users' funds across the protocol, formulas applied in emission and staking, and the
correctness of the interaction with Uniswap V2 protocol.

There were some critical and high issues found within the contracts. Some of them were
successfully verified by the team to ensure that the business logic of the contracts operates as
intended. Other issues related to the corectness of the storing pending rewards and
withdrawals of deposited tokens were successfully fixed by the Magic Yearn team. All other
issues with medium and lower severity were also resolved by the team.

It should be noted that there is one informational issue that wasn't resolved by the team.
The issue is related to the ability of an admin to blacklist any MY token holder and distribute
their funds among the holders of MY token. According to the team, only inactive users will be
blacklisted so that no funds can get locked on one account. The team has also promised to
search for a solution to programmatically track which account is inactive and should be
blacklisted so that a valid account can't be blocked. However, such mandatories are currently
not present in the code.
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Zokyo Security has also prepared a set of unit-tests with a mainnet fork to ensure that the
protocol works correctly in the conditions close to the live mainnet. Auditors have carefully
checked the functionality of smart contracts, such as transfers with fees, fee reduction,
staking, reward distribution, minting of MY Share token, and interaction with Uniswap V2
protocol. There was one critical and some informational issues found during unit-testing. The
critical issue was connected to the possible blocking of funds in staking (See Critical-3
issue), and informative issues were mainly related to the optimization of the code. All these
issues were also successfully fixed by the Magic Yearn team.

The overall security of the protocol is high enough. The code has passed all the security
tests, and no critical vulnerabilities were found after the team had fixed the issues. The code
has high readability and natspec documentation.

Also, it should be mentioned that the code has no original unit-tests coverage (or the team
did not provide it). Thus, the auditors have provided full unit-test coverage.

During the second audit iteration, Zokyo Security audited all the changes made in the
contracts and the new contracts. The goal of the second-iteration audit was to verify that
the changes within the contract did not contain any high-severity issues and confirm the
new contracts' correctness.

During the manual part of the audit, there were one high, medium, and several low and info
issues. The Teneo team successfully fixed all of them. The high-severity issue was related to
the minting of NFTs. This vulnerability was caused by an incorrect requirement that allowed
the minting NFT to create two identical instances of tokens with the same picHash. Change
of the initial token identifier from @ to 1 fixed the problem.

Zokyo Security team has also prepared its own unit tests to validate the contracts' core
logic. The overall security of the protocol is high enough, and the contract contains good
natspec documentation.

Though it should be noted that the code does not have its tests, the Zokyo Security team
prepared all the tests for the second audit iteration.
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1ST AUDIT ITERATION PROTOCOL OVERVIEW
MYSTAKING.SOL

My3Staking is a staking contract that allows users to stake a stake token and earn MyShare tokens. A withdrawal can be
performed at any time, but a fee can be applied to the withdrawal amount depending on the duration of the stake, The longer a
user stakes, the less the fee. After a certain period of stake, the fee is not applied. Also, users can't withdraw a part of the
stake, only the full stake amount.

Deposit function Helpers and view methods

User

uint25& amount - amount
of stake token to stake

staking is minter

Calculate amount
wikhout residoaals

Check that amount gt activity
withyout w [15] ] -

Transfer amount
= Update users stake and
tatal shares armount Set current minter activity minber activity

irv W are contract e contract

Calculate claimable
amount of rewards

update rewarnds Calculate amournt of
shares
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MYSTAKING.SOL

Calculate claimable
amaunt of rewards

i Helpers and
view methods updatefewards() claimableAmount()

Update reward

% gt uncaloulated
ang

rewands per share

[ |
[ |
[ |
[ |
l [
[ |
[ |
[ |
[ [
[ |
[ |
[ |
l [
[ |
[ |
| . _ |
Calculate withdrawal

| H amount P ) |
| ;:E! Ur‘:t;iliulatﬁl:vrﬂ Elrl!‘.;ir laimable #10 bY S ] |
| share residuals |
[ |
l [
[ |
[ |
[ |
[ [
[ |
[ |
[ |
l [
[ |
[ |
[ |
[ [

late withdraw fee
d on the period of
BLANE1[Y Update |35t emission, Mint amount of
ewards and claimable after fee on
rewards per share residuals MyShare contract

Transfer amount after
fee to message sendar

Get fee divisor and calculate : able and
claimabile after foe aimable after fee

Subtract user's shares

Return claimalde
amount and claimable
amount after fee

Allows users to claim rewards
in a form of MyShare token

Withdraw functions i

Parfarms claiming of rewards and
withdrawal of the whole stake

redeemi) claim rewards

Performs only withdrawal of i
the whole stake i

Update rewards

emergencyRedeemWit

hOwtCiaimi)

MAGIC YEARN SMART CONTRACT AUDIT




MYSHARE.SOL

MyShare is an ERC2@ token with additional mint functionalities and fees on transferring tokens.
Tokens are issued during different epochs. Each epoch has its own emission amaunt per second.
Minters are to mint a part of the total emission.

Feas are applied to each transfer, where sender or receiver is not whitelisted.

Managment of minters

Factory or ’ ! Factory or
“rzr Minter of owner Anyone s

sethinterdctivity () UpdateMinter])

address _minter -
naw minter to be
added

Aeldress mintar - Address mintar -
minter to update minter to remove

|
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|

|

|

|

|

|

|

|
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|
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|

heck that pros

Check that mi

i% not alnesd

Update minter's amoumnt in i
activity a chial
amount of active and
inactive minters

Update minter's infio and
actual amount of active
and inactive miniers

Save info about
minber

Increase the
of inactive min

updateEmission() ‘:>
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MYSHARE.SOL

View functions

updateEmission] )

-alcutation
block.timestamp

256

LE
tempEndOfEpoC

uncalewlatedEmiss
fonf)

actEpoch
h

actualEy

actEpoch
epoch ?

emissionPerMinter

er second =
actualEm

retum emission per second |
numbser of active minters

address minter -
minter to calculate

Wik SmilE Sl R for missionFortdinter{)

Check that
later ]
emiasion |

tempEmE nPerddinter =
uncalculatedEmission();
F A
emissionPers
mpEmissionPerblinter -
_minter[minterfddr]. lastEmission;

urn minter's
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MYEXCHANGE.SOL

R e B e 2 i e 2 e e 3 e e e o o e B e e o B e e o B e e o B e e T s e s l
| _ i ) ) ) ) . ) |
| MyExchange is an ERC2@ token with additional migration functionality. Once the activator has activated migratiens, users can migrate their TEM |
| tokens and receive MyExchange tokens in the ratic of 1:1. All TEN tokens are transferred to the DAO wallet. Up to 180 million TEN tokens can be |
| migrated. 200 million are pre-minted at the creation of the contract to the activator's balance. Both TEN and MyExchange tokens have 18 decimals, |
| i |
I Activator function | |
I Activator Activator H
| i |
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| ! o
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i changeActivator() activataMigration( |
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MY TOKEN.SOL

MyToken is an ERCZ0 token with an additional fee and reflow functionality. The fee is applied to each transfer, where none of the participants is
whitelisted. The fee than can be reflowed and distributed among all the holders. The token can be minted and burnt by MyWrapper contract, the

owner can set fees and wrapper contract,

Transfer functions

Users

stanciard ERC20
transferFrom{}

addregs sender -
addrezs of the
sender of tokens

address recipiant -
address of the reciplent

of the tokens

wint256 amount -
amount of tokens
o be transterred

it balance
o unt

_doTranaferFeeles
s{sendear, |l
amoun

Check that sender
and it ang
not zero addresses

ender)

Check that sender

k that neither
sender nor recipient are
st

FEE_DIVISOR);

feaMultiplier =
Wrapper.u Faeir

addTal
_addToBalanc

(]

_addToBalance[am
aunt, to)
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MY TOKEN.SOL

Balance internal functions

_addToBalance{amount, to)

_netieSupply -= from's nelto
balance [ reflow per

~EUBETOMmEd MmOt _balanceOf(account)

uint multiplie

frow G
multiplier = accoun

& fie multiplie
global multiplier

wint codl
account's netto balance
“multiplier | REFLOW_PER

from's netto balance «= 3 itto balance =
amaount _balanceOf{f

return account's netio

N o balance + collected
nettaSupply += from's from's fee multiplier = refiow

netto balance [ reflow par global multiplier

fram's netla B
amount

_nettoSupply <= from's
netto balance | reflow per
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MY TOKEN.SOL

Restricted functions

Owner or
wrapper

address inAddr -
Address to add to
sync addresses

address account -
account to be blacklisted

blacklistAccount()

Check that message
sender is owner or wrapper

_addToBalance
(@, account);

e

Check that sync addresses
amount <= MAX_POOLS -1

toReserve = balance
af account

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

| _sub Balance(toReserve,
| account);
| _feeReserve += toReserve;
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

amount of sync
address |= @7

g

Elacklist
account

inAddr is not in
sync addresses
array?

isLP[inAddr] = true

o

isLP[inAddr] =
true

&
L

push inAddr to the array
of sync addresses

push inAddr to the
array of sync
addresses

is able to set
reflow or dao

fee, dao wallet
and wrapper
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MY TOKEN.SOL

Restricted functions

Owner

address inAddr - Address to " Y,
remove from sync addresses

index |=
MAX_POOLS?

return

uint256 index - Index
. | veInd of an element from
removed

Check that index is less
than the length of array
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MY TOKEN.SOL

Burn/mint/reflow functionality

Anyone Anyone

.

uint256 amount
= amount to add
to fee reserves

address account -
account to be
compounded

compnundWallE flow()
t{account) )

Check that message
sender has sufficient
balance

_subFromBalance{amao
unt, msg.sender);

-addToBalance
(@, account);

!
-
amount
e
flow| global fee multiplier 5
—reflow(} += multiplier do any sync

Check that feeReserve > netto fee reserve = modRes _doAnySync()

supply

multiplier = fee For every sync address in
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reserve [ netto supply SURELy iAot

|
|
|
|
|
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|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
[ fee reserves +=
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
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MY TOKEN.SOL

Burn/mint/reflow functionality

address to - address, lo
whom to mint tokens

uint256 amount -
amount to add to foa fountainWrapper()
FESErVes

uint256 amount - Check that
amaount ta mint amount > @

address to - addres,
from which withdraw
tokens

Check that message Check that message
sender Is wrapper sender [s wrapper

_subFromBalance{am
ount, msg.sender);

amount zero address

| address to - address, from
whom to burn tokens reflow() Add amount to
il total supply

uint2%6 amount - amount
to burmn

Check that amount B Sub amount from
> EEE, total supply

Check that message Check that to is Check that to has _subFromBalance
sender is wrapper not zero address sufficient balance {amount, account);

| I
| [
| [
| I
| I
| [
| [
| I
| I
| [
| [
| I
| I
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| I
| I
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| [
| I
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| [
| [
| I
| oo TEservas 4= Check that to is not |
| [
| [
| I
| I
| [
| [
| I
| I
| [
| [
| I
| I
| [
| [
| I
| I
| [
| [
| I
| I
| [
| [
| I

MAGIC YEARN SMART CONTRACT AUDIT

17



MYWRAPPER.SOL

deposit()

uint256
tokenAmount -
amount of ERC20

peqg token to wrap

Check that
message sender is
whitelis

Check that
deposit is active

Check that peg
tokenis not ETH

Transfer amount of peg
token from msg.sender to
wrapper

mint tokenAmount of
MyToken to msg.sender

Deposit/Withdraw functions

uint256
tokenAmount -
amount of MyToken
to unwrap

message
sander is

Check that
deposit is active

Mint message

value amount of
MyToken

Check that wrapper
has enough ETH on
its balance

Send amount
after fee of ETH to
message sender

MyWrapper is a contract for buying MyToken for pegged token in exchange of 1:1. Only whitelisted users can buy MyToken. Wrapped MyToken can be
withdrawn in exchange for a pegged token. A fee is applied for every withdrawal in case the user is not whitelisted. Users can also add liquiidity to LP
pairs with MyToken. This way, the users who were not whitelisted can receive MyToken. A fee is also applied when bying tquidity tokens. All fees are
calculated within the FeeReducer smart-contract.

Check that total supply
of my token ==
tekenAmount

fea = tokenAmount
108

feehMulti =
userFee(msqg.sender)

userFee()

in case user is
whiteflisted, fee
multi is @

MyToken.fountain
Wrapper
(fee, msg.sender)

MyToken.bumia
mount after fee,
msg.sender)

pegToken ==
ETH?

Check that wrapper has
enough pegged tokens on
its balance

Transfer amount after fee
of pegged token to
message sender
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MYWRAPPER.SOL

Add liguidity functions

uint256 tokenAmaount -
amount of MyToken te
unwrap

uint256 tokenAmount -
amount of MyToken to
unwrap

uint256 tokenAmount -
amount of MyToken to
unwrap

uint256 tokenAmount -
amount of MyToken to
unwrap

-addERCLig() transfers
amounthA and amountB of
n and pegged token
g.sender to wrapper,
mints amountB = M}'T
5 liquidity to LP

s any left tokens
message sender,

fee of LP tokens to
msg.sender.

addERCLiq()

amountB =
msg.value

_addERCLig()

Get addrass of LP
pair for token and
MyToken

Check that
msg.value is 0

address and is

MyToken?

address OR is not
added to MyToken
sync addresses?

Check that message
sender is owner

IpTokenAddr =
_addERCLiq()

Add lpTokenAddr
to MyToken sync
addresses

return
lpTokenAddr

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
) [
LP pair I= zero |
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
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MYWRAPPER.SOL

Add liguidity functions

Get address of LP
pair for ETH and
My Token

Check that
amountB |= @
amountA = msg.value f 2

amountB = msg.value -

amountA
amounth =
msg.value

LP pair |= zero
address and Is added
to sync addresses in
My Token?

I LP pair == zarg
aede L) address OR Is not
added to MyToken

sync addressesy

Check that message
sender is owner

_addETHLiqg() transfers
amountB of pegged token if
et ETH, mints MyToken, IpTokenAddr =

adds lig -addETHLig()

er
minted LP tokens to
and amount after Add ipTokenAddr to
MyToken sync
addresses

return
lpTokenAddr
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FEEREDUCER.SOL

MyShare tokens.

precent

Fee calculation function

address user - account,
for whom to calculate fee

fee for multi token = 9
fee for multi wrapper = 5

FeeReducer is a contract, respansible for fee calculations across the protocol. Fees can be reduced for some period of time by paying ten, tenTEN ar

Anyone

feahMul

User's balance

of My5

MyShare total

sup

myShareHoldDi-
visor 7

tiplier()

hare »>=

ply [

fee for multi token = 10
fee for multi wrapper = 10

fea for multi token = 5
fee for multi wrapper = 1

User's feeis

redu

ced?

Roturn fee multi token
and fee multi wrapper
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FEE REDUCTION

address user - account,

for which to reduce feas

address token - token,
with which to pay for
reduction

time = reduced until
for user

reduceForMonthi)
reduceForYear()

Check that reduction
of fees is activate

Check that token is TEN,
tenTEM or MyShare token

time <= reduced

until for user?

Transfer respectful
amount of provided token
from message sender to
fee reducer

Update reducelntil
for user

Burn MyShare tokens,
stored on fee reducer
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2ND AUDIT ITERATION PROTOCOL OVERVIEW
MyShare.sol

Factory or
owner

address _minter -
new minter to be
added

setMinterActivity()

Check that
message sender if
factory or owner

Check that
message sender is
minter or owner

Check that minter

is not already set GpGain S T

Update emissian

Update minter | UpdateMinter()

Update minter's
activity and actual
amount of active and
inactive minters

Save info about
minter

Increase the count ~]
of inactive minters

View functions
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MyShare.sol

Managment of minters

Factory or

Abyons owner

address minter - address minter -

minter to update Hpantailintert minter to remove remaveMinter{)

Check that Check that
provided address message sender is
is minter factory or owner

Update emission Update emission

amount in minter's UpdateMinter()
info

Store last emission Update minter's info
and actual amount of

active and inactive
minters

per minter in
minter's info

View functions

updateEmission()
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MyShare.sol

View functions

ionPerMinter
PerSecond()

emission pes
per minter +
uncalculatedEm ]
number of NO
rminbe

emission per second =
actuslEm

uint actEpoch

= peiualEpoch HEmEar o

atdress minter -
minter to calgulate
max emission for

uncalcidatedMaxE
missionForiinter()

uwintZ58
tempEndOfEpoch
= g af las ach

period] = justNow -
lastEmisslonCalculation

i = tempEnd OfEpoch -
Caleulation
EndCfEpach

a
emissionParSecont
tempEmissionPerMin
uncalc = periedd * _minter{mintarAddr] lastEn
EssionPe aned OTE
pochilastEpoch)

NO

Partiirm minte
max mintable +

un == perindl
* actualEmission
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MyInkMinter.sol
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MyInkMinter.sol
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MyInkMinter.sol

COwner functions

address[] users - address(] users - mintFreeInkSingl
list of users eAmount()

list of users mintFreeInk()

Checks that
array length is
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Mints tokens to
users

Mints tokens Mints tokens to
to users users

Owner

address newToken -
address of setMyFreeInk() toggleActivity()
MyFreelnk

myFreaelNK =

R T S ;
newToken isActive = lisActive

returns address of returns isActive
myFraeelnk result
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MyInkMinter.sol

COwner functions
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MyInkMinter.sol

Minting functions

uint256 myInkAmount
- amount of MyInk
token

Calculates
burn and stake
amount

Adds value to
stake variable

string
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royalty nominator

address[] payees_
- addresses to
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shares of payees

Transfer MyShare
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to contract

Burns rest on
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signature message

Checks that event
is going
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to user

uint256 mylInkAmount
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tokens to transfer
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is active
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from user to
contract

Burns MyInk
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MyInkMinter.sol

Minting functions
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RoyaltyReceiverFactory.sol

RoyaltyReceiver.sol
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MyNft.sol

Minter function

: Migrate

[ f function

Minter

uint tokenId - id of

token to migrate migrate()

uint actualStakePerPixel
- walue from

Changes isFree to false

Checks if token is Checks if token e tatStaka Pacbival

MyInkMinter approved to minter is Free actualStakePerPixel

Minter

mintParameters param
- parameters for mint()/mintFraa()
minting

Writes collection info
to collectionInfo
variable

Creates royalty Mints nft using
for nft given parameters
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STRUCTURE AND ORGANIZATION OF DOCUMENT

For easier navigation, sections are arranged from most critical to least critical. Issues are
tagged “Resolved” or “Unresolved” depending on whether they have been fixed or
addressed. The issues that are tagged as “Verified” contain unclear or suspicious
functionality that either needs explanation from the Customer’s side or is an issue that the
Customer disregards as a problem. Furthermore, the severity of each issue is written as
assessed by the risk of exploitation or other unexpected or otherwise unsafe behavior:

Critical . Low
The issue affects the contract in such The issue has minimal impact on the
a way that it can lead to a significant contract'’s ability to operate.
loss, funds may be lost or allocated
incorrectly. ~ Informational
. The issue has no impact on the
. High contract’s ability to operate.

The issue affects the ability of the
contract to compile or operate in a
significant way.

. Medium

The issue affects the ability of the
contract to operate in a way that
doesn't significantly hinder its
behavior.
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COMPLETE ANALYSIS
1ST AUDIT ITERATION COMPLETE ANALYSIS

CRITICAL

The beginning of the stake is updated before rewards are calculated.

MyStaking.sol: function _stake().

“stakeBegin” is used within the function getDivisorByTime() during the calculation of the
claimable amount. Since _setTimer() is called before rewards are calculated (Lines 243-244),
“stakeBegin” will be equal @ for msg.sender and the commission for the user will always be
calculated with maximum fee.

Recommendation:
Update “stakeBegin” after rewards are calculated.

From the client:
The calculated rewards in _stake() are saved in userInfo[msg.sender].unclaimedAmount
without the fee subtracted, so the user does not lose funds but the “fee-advantage”.

User's rewards are stored incorrectly during staking.

MyStaking.sol: function _stake().

During staking, the rewards are calculated with function claimableAmount(). This function
calculates current accrued rewards and adds “userInfo[user].unclaimedAmount” to the
claimable amount. After claimable rewards are calculated, they are added to
“userInfo[msg.sender].unclaimedAmount” (Line 245), though unclaimed amount is already
calculated. This way, malicious users can illegally increase their rewards.

Recommendation:
Store rewards correctly so that there can't be any extra rewards during staking.
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CRITICAL

Lock of user funds.

MyStaking.sol: function _withdraw().

When the user stakes, there is the increase of the counter "stakerCount on line 227. After
that, when the user redeems their funds, there is the subtraction of the counter in the
function _withdraw() on line 319. However, there is no check that the user is a staker. Due to
this, the user can call redeem() as many times as they like, thereby resetting the counter
“stakerCount” and blocking withdrawals for all users.

Recommendation:
Add the validation that user’s share is greater than @, thus, verifying that the user is actually
a staker.

A fee can be applied to the same rewards more than once.

MyStaking.sol: function claimableAmount().

The function calculates user's rewards and subtracts fees. However, the claimable amount is
firstly calculated with the unclaimed amount and then a fee is applied to it. Since an
unclaimed amount is stored with an already subtracted fee, the commission can be applied
to user's rewards more than once, causing users to lose funds.

Recommendation:
Apply the fee only to rewards that don't include unclaimed amount.

From the client:
The amount without fees is already stored to unclaimed amount so that fees are applied only
one time during claiming.
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Deprecated ETH transfer.

MyStaking.sol: function daoWithdraw().

MyShare.sol: function withdrawToken().

MyExchange.sol: function withdraw().

MyWrapper.sol: Lines 201, 345, 463, 504, 530.

StakingFactory.sol: function withdrawToken().

Due to the Istanbul update, there were several changes provided to the EVM, which made
transfer() and .send() methods deprecated for the ETH transfer. Thus, it is highly
recommended to use .call() functionality with mandatory result check or the built-in
functionality of the Address contract from OpenZeppelin library.

Also, the contract has neither payable function nor receive() function implemented, thus it
isn't supposed to store ETH on its balance.

Recommendation:
Correct the ETH sending functionality and verify its necessity in the contract.

Liquidity pool can be set more than once.

MyShare.sol: function setLP().

In the comment section, it is declared that a liquidity pool can be set only once, and the
“txnLigPoolIsSet” variable is checked to be false to verify this. However, the stake of this
variable doesn't change, meaning that it will always be equal to false and could be set more
than once.

Recommendation:
Assign true to “txnLigPoolIlsSet” after a liquidity pool is set.

Post-audit:
In order to validate that a pool can only be set once, the “txnLigPool” storage variable is
checked not to be zero address.
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A transfer to zero address might revert

MyStaking.sol: function _withdraw(), line 314.

Transferring fees to zero address might revert, depending on the implementation of ERC20.
For example, standard implementation by OpenZeppelin has such a restriction. As a result,
with some of the ERC20 tokens, withdrawal won't be possible. Thessue is not marked as
critical since a custom implementation of ERC20 can be used, which allows transfers to zero
address.

Recommendation:
Verify that the team will only use a custom implementation of ERC20 that allows transferring
to zero address. Otherwise, transfer fees to the other address. For example, to address(1).

Post-audit:
The issue was resolved by transferring fees to address(1).

SafeERC20 should be used.

Transferring of ERC20 tokens across all the contrracts is performed with regular transfer()
and transferFrom() methods from the OpenZeppeling IERC20 interface. Yet, in general, the
ERC20 token may have no return value for these methods (see USDT implementation) and
lead to the failure of calls and contract blocking. Thus, the SafeERC20 library should be used
or the token should be verified to implement return values for transfer() and transferFrom()
methods.

Recommendation:
Use the SafeERC2@ library for transferring ERC20 tokens.

Post-audit:
SafeERC20 is used in all the necessary parts of the code.
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- MEDIUM

The variable is written twice.

MyShare.sol: function endOfEpoch(().

The "endTime"” variable is written either in line 320 or in line 322 first time. After that it is
written again in line 325.

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#write-after-write

Recommendation:
Verify the correctness of the function so that the value of “endTime" is calculated correctly.

Unused storage variables and constants.
MyStaking.sol: variables myToken, pegToken, pairedToken, stakingFactory, router, zapPath.
MyStaking.sol: constants WETH.

Recommendation:
Remove unused variables.

Staker count is not calculated correctly.

MyStaking.sol: function _stake(), line 237.

stakerCount is increased every time anyone stakes tokens, including the cases where
msg.sender is already a staker. This way, the variable can contain the wrong number of
stakers. The issue Is marked as low since stakerCount is not used within the contract and
doesn't take part in any calculations. However, it might be used by the dApp.

Recommendation:
Increase stakerCount only in case msg.sender is not already a staker.
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Route is not verified.

FeeReducer.sol: function buyBackBurn().

The function is supposed to swap TEN token and burn the balance of MyShare token. Thus,
the route is supposed to start with TEN token and end with MyShare token and should be
validated.

Recommendation:
Verify that the first element in the route is TEN token and the last one is MyShare token.

From the client:
This feature is intended so that it is possible for the DAO to buy back and burn other tokens
than TEN if they were sent to the contract.

The total supply of MyShare token is checked when setting TEN burn amount.
FeeReducer.sol; function setTenBurnFixAmount(), line 121.

In this function, the total supply of MyShare token is checked instead of the TEN token.
However, the function sets a burn amount for the TEN token.

The issue is marked as low since it is unclear whether MyShare or TEN token’s supply should
be checked. Thus, the issue should be verified by the team.

Recommendation:
Verify which token's supply should be checked and correct the validation in case TEN token's
supply should be checked instead of MyShare.
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INFORMATIONAL

The owner can withdraw any ERC20 tokens.

MyStaking.sol: function emergencyWithdraw().

The owner can withdraw any tokens from the contract, including the stake token. Even
though it is declared in the comment section that this function will be removed after the
audit, we recommend to remove this function during the audit or restrict the owner from
withdrawing the stake token.

Recommendation:
Remove the function or add a restriction that the owner can't withdraw the stake token.

Post-audit:
The function was removed.

INFORMATIONAL

The beginning of the stake is performed twice during staking.

MyStaking.sol: function _stake().

The call of the _claim(), function _setTimer() function updates “stakeBegin” variable in user's
info (Line 243). The same action is performed in line 248. The issue doesn't affect code
security but increases the gas spendings for users.

Recommendation:
Update “stakeBegin” only once during function _stake().
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INFORMATIONAL

Unnecessary validations.

MyToken.sol: function _doTransferFeeless().

The function _doTransferFeeless() is internal and is called only within the _interTransfer()
function. The function performs the same validations as _interTransfer() (Lines 314-315in
_interTransfer() and Lines 375-376 in _doTransferFeeless() ), which is unnecessary and only
increases gas spendings.

Also, the validations that are performed in function _doTransfer() (Lines 336-339) are not
performed in _doTransferFeeless().

Recommendation:
Remove unnecessary validations. Verify that same validations as in _doTransfer() should not
be performed in _doTransferFeeless().

Post-audit:
Unnecessary validations were removed from function _doTransferFeeless().

INFORMATIOMNAL

Unnecessary gas spendings.

MyToken.sol: function addSyncAddr().

In order to determine whether the provided “inAddr” parameter is present in the “_syncAddr”
array, an iteration through the whole storage array is performed to find inAddr. However, the
value from mapping “isLP” can be checked for "inAddr”. This way, gas spendings for the
function can be significantly decreased.

Recommendation:
Read value from mapping instead of iterating through the storage array.
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INFORMATIONAL

Unused function.

MyShare.sol: function _mintMinter(), line 501.

The function is not used within MyShare contract. Though it is internal and can be used by
children contracts, such contracts are not present within the scope of the audit.

Recommendation:
Remove the unused function or verify that it is needed for children contracts.

INFORMATIONAL

The owner can blacklist any account.

MyToken.sol: function blacklistAccount().

In the comment section it is declared that the owner can blacklist a dead wallet to prevent it
from collecting fees. However, it is not checked whether the provided account is active or
inactive, which means that the owner can put any account to blacklist. The issue is marked
as critical since such functionality allows the owner to withdraw funds from any account.

Recommendation:
Consider adding a mechanism of verifying whether an account is truly inactive and should be
blacklisted.

Post-audit:

The issue was verified by the Magic Yearn team as a part of the protocol. It is covered with
appropriate role and the team will provide necessary actions to cover all possible back-door
usage and active users tracking. Yet, this issue should be still placed in the report, so it was
marked as Informational.
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INFORMATIONAL

Additional optimizations.

The following optimizations were discovered during unit-testing and should be considered as
suggestions:

MyShare.sol: function _checkTransfer(), line 784.

The “amount” parameter should be validated not to be 0.

Recommendation:
Add a validation that “amount” is not equal to .

MyShare.sol: function _burn(), line 850.

Validating that parameter “account” is not a zero address is unnecessary, since the _burn()
function is only called within functions _transfer() and burn(). In the _transfer() function,
such validation is already performed in line 689. In the burn() function, the address of the
message sender is taken, which cannot be zero.

Recommendation:
Remove the unnecessary validation.

The wrong revert messages in functions setMinterActivity() (Line 212), removeMinter() (Line
242), setIsBlacklisted() (Line 1@6). In line 212, the revert message is about adding a minter,
though the function sets the activity of the minter. The same is in the function that removes
a minter. In line 106, the revert message is about whitelist, whereas the function sets value
to blacklist.

The removeMinter() function lacks validation that the provided “minter_" parameter is
actually a minter.

MyExchange.sol: function migrateable().

The function can never reach the code in the “else” branch, since “migrated” can’t be greater
than “MAX_MIGRATE” and in the case when "migrated” is egual to “MAX_MIGRATE", it will
return @ as a result of subtraction in line 64.

Recommendation:
Remove the “else” branch.
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2ND AUDIT ITERATION COMPLETE ANALYSIS

Inconsistency in logic.

MyNft.sol: function _mint(); line 554.

‘require(dnalD[picHash] == @, "MyNFT: hash already in use")" won't work for NFT with
tokenId 1, which has the same picHash as NFT with tokenId @. Thus, for a given picHash,
there will be two token ids, @ and 1, which will be returned by idDNA[picHash] (47 line). But
at the same time, dnalD[tokenId] for this picHash will return only the tokenId 1.

Recommendation:
Start assigning tokenld from number 1, or change ‘require’ statement.

-

Unchecked transfer.

MyInkMinter.sol: function mintNft(), line 418; function mintNftFreeINK(), line 469.

In order to prevent any unexpected errors which can occur during transfer, it is
recommended to validate the return value of transfer(), transferFrom() functions. In this
case, it is better to use the SafeERC2@ library by OpenZeppelin. SafeERC2@ has built-in
mandatory checks on any transfer, including non-standard implementations of ERC20 tokens
(e.g. USDT token).

Recommendation:
Use SafeERC20 library, or ensure that the return value of the transfers is checked.
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Parameters lack validation.

To mitigate situations where an invalid parameter is passed to the functions, it is
recommended to validate parameters in the following functions. The issue is marked as low
since all the variables can be reset. However, it is still recommended to add validations,
especially for storage variables set only once in the constructor.

1. MyNft.sol: constructor(), changeRoyaltyReceiverFactory().

Validate that the new factory is not zero address.

1. MyInk.sol: constructor(), changeMinter().

Validate that the new minter is not zero address.

1. MyInkMinter.sol; all address parameters.

2. MyInkMinter.sol: "startTime".

In case 'startTime' is less than block.timestamp, it might be possible for users to call
eventMint() several times. Thus, it is recommended to validate that "startTime' is greater
than or equal to block.timestamp.

Recommendation:
Validate function parameters before setting them in storage.

INFO-1

Typos.

MyNft.sol: function _addColletcion() = _addCollection().MyInkMinter.sol: line 166,
balanceBefor variable - balanceBefore.

RoyaltyReceiverFactory.sol: line 14, createRoyalityReceiver = createRoyaltyReceiver

Recommendation:
Fix naming for function and variable.
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INFO-2

Duplicated functions.

MyInkMinter.sol: changeMyInk() = setMyInk(), changeMyFreelnk() = setMyFreelnk().
Functions have the same functionality. In this case it's recommended to leave one variant of
function.

Recommendation:
Remove one implementation of given functions.

INFO-3

Lack of events.

Setters should emit events in order to keep on track historical changes of storage variables.

The following functions should emit events:

1. MyInkMinter.sol: changeMyInk(), setMintAmount(), setMyFreeInkEvent(),
changeMyFreelnk(), setSigner(), setNFT(), setMyInk(), setMyFreelnk(), toggleActivity(),
setMigrationRatio(), migrate(), withdraw()

2. MyInk.sol: changeMinter(), addUsedForMint(), subUsedForMint().

3. MyShare.sol: setMyInkMinter(), setTxnFee(), setStakeFee(), setLigPool(),
setIsBlacklisted(), setIsWhitelisted(), changeDaoWallet(), setLP(), setFactory(),
addMinter().

4. MyNft.sol: all functions starting with “set” and function changeRoyaltyReceiverFactory().

5. RoyaltyReceiverFactory.sol: createRoyalityReceiver().

Recommendation:
Emit event in setters.

Private variable is never used.
MyNft.sol: line 30, "MAX_INT".
Variable is private and never used in the smart contract. Thus, it can be removed.

Recommendation:
Remove unused variable.
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Contract contains a test function.

MyInk.sol: testMint().

The contract contains a function for testing purposes. While it is noted in the comments
section that the function should be removed from the contract, it is recommended to move
the test function to a separate mock contract so that a pre-production contract doesn't
contain code for testing purposes. The issue is marked as info, since it is not a security issue
and the team is aware of this function. However, the Teneo team must remember to remove
this function before deployment to mainnet.

Recommendation:
Move test function into a separate mock contract.

Confusing error message.

MyInkMinter.sol: checkSignature(), line 369.

An obscure error message "B” ¢ an lead to difficulties in development and working with
contracts.

Recommendation:
Change to clearer error message in “require” statement.
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MyStaking.sol MyExchange.sol

Re-entrancy Pass Pass
Access Management Hierarchy Pass Pass
Arithmetic Over/Under Flows Pass Pass
Unexpected Ether Pass Pass
Delegatecall Pass Pass
Default Public Visibility Pass Pass
Hidden Malicious Code Pass Pass
Entropy Illusion (Lack of Randomness) Pass Pass
External Contract Referencing Pass Pass
Short Address/Parameter Attack Pass Pass

Unchecked CALL

Return Values fas Fats
Race Conditions/Front Running Pass Pass
General Denial Of Service (DOS) Pass Pass
Uninitialized Storage Pointers Pass Pass
Floating Points and Precision Pass Pass
Tx.Origin Authentication Pass Pass
Signatures Replay Pass Pass
Pool Asset Security (backdoors in Pass Pass

the underlying ERC-20)
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MyShare.sol MyToken.sol

Re-entrancy Pass Pass
Access Management Hierarchy Pass Pass
Arithmetic Over/Under Flows Pass Pass
Unexpected Ether Pass Pass
Delegatecall Pass Pass
Default Public Visibility Pass Pass
Hidden Malicious Code Pass Pass
Entropy Illusion (Lack of Randomness) Pass Pass
External Contract Referencing Pass Pass
Short Address/Parameter Attack Pass Pass

Unchecked CALL

Return Values fas Fats
Race Conditions/Front Running Pass Pass
General Denial Of Service (DOS) Pass Pass
Uninitialized Storage Pointers Pass Pass
Floating Points and Precision Pass Pass
Tx.Origin Authentication Pass Pass
Signatures Replay Pass Pass
Pool Asset Security (backdoors in Pass Pass

the underlying ERC-20)
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FeeReducer.sol StakingFactory.sol

Re-entrancy Pass Pass
Access Management Hierarchy Pass Pass
Arithmetic Over/Under Flows Pass Pass
Unexpected Ether Pass Pass
Delegatecall Pass Pass
Default Public Visibility Pass Pass
Hidden Malicious Code Pass Pass
Entropy Illusion (Lack of Randomness) Pass Pass
External Contract Referencing Pass Pass
Short Address/Parameter Attack Pass Pass

Unchecked CALL

Return Values fas Fats
Race Conditions/Front Running Pass Pass
General Denial Of Service (DOS) Pass Pass
Uninitialized Storage Pointers Pass Pass
Floating Points and Precision Pass Pass
Tx.Origin Authentication Pass Pass
Signatures Replay Pass Pass
Pool Asset Security (backdoors in Pass Pass

the underlying ERC-20)
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MyWrapper.sol minter\MyinkMinter.sol

Re-entrancy Pass Pass
Access Management Hierarchy Pass Pass
Arithmetic Over/Under Flows Pass Pass
Unexpected Ether Pass Pass
Delegatecall Pass Pass
Default Public Visibility Pass Pass
Hidden Malicious Code Pass Pass
Entropy Illusion (Lack of Randomness) Pass Pass
External Contract Referencing Pass Pass
Short Address/Parameter Attack Pass Pass

Unchecked CALL

Return Values fas Fats
Race Conditions/Front Running Pass Pass
General Denial Of Service (DOS) Pass Pass
Uninitialized Storage Pointers Pass Pass
Floating Points and Precision Pass Pass
Tx.Origin Authentication Pass Pass
Signatures Replay Pass Pass
Pool Asset Security (backdoors in Pass Pass

the underlying ERC-20)
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nft\MyNft.sol token\Myink.sol

Re-entrancy Pass Pass
Access Management Hierarchy Pass Pass
Arithmetic Over/Under Flows Pass Pass
Unexpected Ether Pass Pass
Delegatecall Pass Pass
Default Public Visibility Pass Pass
Hidden Malicious Code Pass Pass
Entropy Illusion (Lack of Randomness) Pass Pass
External Contract Referencing Pass Pass
Short Address/Parameter Attack Pass Pass

Unchecked CALL

Return Values fas Fats
Race Conditions/Front Running Pass Pass
General Denial Of Service (DOS) Pass Pass
Uninitialized Storage Pointers Pass Pass
Floating Points and Precision Pass Pass
Tx.Origin Authentication Pass Pass
Signatures Replay Pass Pass
Pool Asset Security (backdoors in Pass Pass

the underlying ERC-20)
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token\MyShare.sol utils\RoyaltyReceiver.sol

Re-entrancy Pass Pass
Access Management Hierarchy Pass Pass
Arithmetic Over/Under Flows Pass Pass
Unexpected Ether Pass Pass
Delegatecall Pass Pass
Default Public Visibility Pass Pass
Hidden Malicious Code Pass Pass
Entropy Illusion (Lack of Randomness) Pass Pass
External Contract Referencing Pass Pass
Short Address/Parameter Attack Pass Pass

Unchecked CALL

Return Values fas Fats
Race Conditions/Front Running Pass Pass
General Denial Of Service (DOS) Pass Pass
Uninitialized Storage Pointers Pass Pass
Floating Points and Precision Pass Pass
Tx.Origin Authentication Pass Pass
Signatures Replay Pass Pass
Pool Asset Security (backdoors in Pass Pass

the underlying ERC-20)
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utils\RoyaltyReceiverFactory.sol

Re-entrancy Pass
Access Management Hierarchy Pass
Arithmetic Over/Under Flows Pass
Unexpected Ether Pass
Delegatecall Pass
Default Public Visibility Pass
Hidden Malicious Code Pass
Entropy Illusion (Lack of Randomness) Pass
External Contract Referencing Pass
Short Address/Parameter Attack Pass

Unchecked CALL

Return Values fas
Race Conditions/Front Running Pass
General Denial Of Service (DOS) Pass
Uninitialized Storage Pointers Pass
Floating Points and Precision Pass
Tx.Origin Authentication Pass
Signatures Replay Pass
Pool Asset Security (backdoors in Pass

the underlying ERC-20)
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CODE COVERAGE AND TEST RESULTS FOR ALL FILES FOR
THE 1ST AUDIT REVISION

Tests written by Zokyo Security

As a part of our work assisting Magic Yearn in verifying the correctness of their contract
code, our team was responsible for writing integration tests using the Hardhat testing
framework.

The tests were based on the functionality of the code, as well as the review of the Magic
Yearn contract requirements for details about issuance amounts and how the system
handles these.

FeeReducer

+ sets new router

v sets MyShare hold divisor (5@ms)

+ sets MyShare burn divisor

+ sets MyShare burn fix amount

+ sets Ten burn fix amount (100@ms)

v burns tokens from contract (49ms)

+ swaps TenTen tokens for Ten token (2508ms)

~ reduces fee for month (1888ms)

+ reduces fee for year (200ms)

~ withdraws tokens

+ dao withdraws ethereum (193ms)
MyExchange

+ Change activator

+ Activate migration and check migratable amount {57ms)

~ withdraw tokens

~ dao withdraw ethereum (194ms)
MyShare

~ sets lp address

+ sends user to black list

v sends user to white list

+ changes Dao Wallet (44ms)

~ sels lp address

+ sets fee

~ sets factory

~+ adds minter

v sets minter activity (90ms)

+ removes minter (129ms)

v checks active minters (56ms)

+ checks last emission of minter

~ checks emission per minter per second
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~ checks end of epoch
+ checks actual epoch (41ms)
~ checks emission of epoch
+ checks emission per second of epoch
~ checks max mintable for minter
+ has transfer (129ms)
v has transferFrom (155ms)
+ has increase/decrease allowance
+ has mint/burn (73ms)
+ withdraw tokens
v dao withdraw ethereum (211ms)
MyStaking
[Activation of a staking]
+ Activates (52ms)
v Activates if no need to emit or calculate the emission (237ms)
+ Deactivates (87ms)
~ Prevents non-owners from (de)activation of the contract
[Staking]
v Stakes (91ms)
v Stakes twice (166ms)
+ Reverts when staking if the pool is not active (54ms)
+ Reverts when staking if too small amount
[Claim]
Claims
+ when the 'PERIODQ" period (of one day) (72ms)
+ when the periods from 'PERIOD@" to "PERIODS'. (Here are 65 days taken) (588ms)
[Redemption]
Redeems
~ when the 'PERIODQ" period (of one day) (107ms)
+ when the periods from 'PERIOD®@" to "PERIODS’. (Here are 80 days taken) (71@ms)
v Reverts when redemption if a user is not a staker (83ms)
emergency without a claim
~ when the "PERIOD®Q" period (of one day) (49ms)
+ when the periods from 'PERIOD®@" to "PERIODS'. (Here are 80 days taken) (290ms)
[DAD withdrawal]
+ Withdraws ERC20 tokens which are airdropped or send by mistake to the contract (66ms)
~ Reverts when withdrawal of staked tokens
G Prevents non-owners from withdrawal of ERC2@ tokens which are airdropped or send by mistake
(50ms)
~ Withdraws Ether which are airdropped or send by mistake to the contract
~ Prevents non-owners from withdrawal of Ether which are airdropped or send by mistake
+ Reverts when withdrawal of Ether if failed sending
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MyToken

+ set white list

v sync with UniswapV2 pair (2014ms)

+ has allowance (50ms)

+ transfer (93ms)

+ black list account (509ms)

~ get fee multiplier for account

~+ get global fee multiplier

v get/set reflow fee

v get/set dao fee

+ get transaction fee

+ get actual fee

~ get reserve fee

+ set dao wallet

~ compound wallet

+ reflow

~ fountain tokens (76ms)

~ burn tokens (58ms)

+ add/remove/find address (151ms)

~+ withdraw tokens

v dao withdraw ethereum (188ms)

+ transfer token and check fee (57ms)

v increase dao fee and transfer token (64ms)
MyWrapper

~ set fee reducer

+ set staking factory

~ return myToken address

+ set white list

v deposit/withdraw (234ms)

+ check if fee reduced for user

~ check users fee

~+ add sync address to MyToken

v add liquidity (4646ms)

~ change wrapper (65ms)

~ dao withdraw tokens

+ dao withdraw ethereum (212ms)
StakingFactory

[Creating of a staking]

v Creates (246ms)

+ Reverts when creating if the LP token has a staking

~ Prevents non-owners from creating
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[Change of a staking]
+ Changes (267ms)
~ Prevents non-owners from changing
[Management of minters)
~ Adds a minter
v Prevents non-owners from adding
v Removes a minter (46ms)
+ Prevents non-owners from removing
[Withdrawal]
+ Withdraws ERC2@ tokens (532ms)
v Prevents non-owners from withdrawal of ERC20 tokens (5@ms)
~ Withdraws Ether which are airdropped or send by mistake to the contract
~ Prevents non-owners from withdrawal of Ether which are airdropped or send by mistake
+ Reverts when withdrawal of Ether if failed sending
[Extra tests for MyWrapper]
[Adding of liquidity for a "myToken" to the pancake swap with ERC20 tokens]
~ Adds if an LP is not a sync address of the "myToken' (2445ms)
+ Prevents non-owners from adding if an LP is not a sync address of the 'myToken' (67ms)
[Adding of liquidity for a “myToken" to the pancake swap with Ether]
+ Adds if an LP is not a sync address of the "'myToken' (1249ms)
~ Prevents non-owners from adding if an LP is not a sync address of the "'myToken" (59ms)
[Withdrawal]
v Reverts when withdrawal of tokens if too few locked pegged tokens (94ms)
+ Reverts when withdrawal of Ether if too few locked pegged tokens (74ms)
v Reverts when withdrawal of Ether if it is failed to send Ether (323ms)
[Viewers]
v Returns false when check of a reduction if the address is an LP of the ‘'myToken’ (366ms)
[Change of the wrapper]
v Reverts when change if it is failed to send Ether (437ms)
[DAQ withdrawal)
~ Reverts when withdrawal of the ERC20 staked tokens

118 passing (48s)
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% STMTS % BRANCH % FUNCS

MyStaking.sol 100 1600 100
MyExchange.sol 100 100 190
MyShare.sol 100 92.86 100
MyToken.sol 99.39 92.42 9818
FeeReducer.sol 100 95.65 100
StakingFactory.sol 100 100 190
MyWrapper.sol 82.43 67.39 100
All files 96.33 87.64 99.42

Zokyo Security has prepared unit-tests with additional scenarios during the audit. Unit-tests
were written to validate the main logic of the contract and cover as much test scenarios as
possible. All the tests were performed on the fork of BNB Smart chain to ensure that the
contracts will operate as intended in the conditions close to the live mainnet. Additionaly, the
team has verified the corectness of the integration between the MyWrapper contract and
the Pancakeswap protocol.
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CODE COVERAGE AND TEST RESULTS FOR ALL FILES FOR
THE 2ND AUDIT REVISION (BY ZOKYO TEAM)

MyInk
Initialization
v Should initialize correctly (169ms)
Token operations
v Should run testMint (75ms)
+ Should mint only by minter (103ms)
Getlers
~ Should return decimals
Setters
~ Should change minter (82ms)
~ Shouldn't change minter to zero address
UsedForMint operations
+ Should addUsedForMint (78ms)
+ Should subUsedForMint (77ms)
v Should call add/sub - UsedForMint only by minter (51ms)
~ Shouldn't subUsedForMint if sub amount > usedForMint (47ms)
MyInkMinter
Initialization
v Should initialize correctly (196ms)
+ Shouldn't initialize with myShare = zero address (B3ms)
v Shouldn't initialize with myNFT = zero address {73ms)
+ Shouldn't initialize with signer = zero address (B0ms)
setlers
+ Should set fixAmount and myShareDenominator (79ms)
~ Shouldn't set @ myShareDenominator
~ Should change isActive (76ms)
~ Shouldn't set my free ink as zero address
~ Should set my free ink
+ Shouldn't set my ink as zero address
+ Should set my ink
~ Should set NFT
+ Shouldn't set signer as zero address
~ Shouldn't set NFT as zero address
+ Should set eventAmountPerWallet, eventStartTime, eventEndTime (67ms)
~ Should set myFreeInkEvent only when startTime >= block.timestamp || startTime == @
~ Should set migration ratio
~ Should not set migration ratio > RATIO_DENOMINATOR
+ Should call admin setters only by admin (202ms)
Mint
+ Should mint myINK if NFT wasn't minted (255ms)
~ Should mint myNFT {553ms)
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+ Should mint myNFT with other baseUri and uriSuffix (468ms)
+ Should mint myNFT with payees length @ (250ms)
v Shouldn't mint myNFT with royalty nominator > denominator (247ms)
+ Shouldn’t mint existent NFT collection not the owner of this collection (482ms)
v Should mint myNFT and myNftFreeInk (680ms)
+ Shouldn't mint myNFT and myNftFreelnk if caller isn't minter contract (323ms)
v Should mint second myNFT (604ms)
~ Shouldn't mint third myNFT with similar picHash (401ms)
v Should mint myINK if NFT was minted (664ms)
v Shouldn't mint myNFT and myNftFreeInk when mint isn't activated (265ms)
v Shouldn’'t mint myNFT with invalid bytes message (189ms)
+ Shouldn't mint myNFT with invalid signer (185ms)
v Shouldn't mint myNFT with invalid signature length (366ms)
~ Should mint myFreelnk to owner by owner
v Should mint freeInkSingleAmount (6@ms)
~ Shouldn't mint freeInkSingleAmount if one of users is zero address
~ Shouldn't mint freelnk to zero address
+ Should mint freelnk (54ms)
v Shouldn't mint freeInk with invalid arrays length
v Should mint freeInk by event (491ms)
+ Shouldn't mint freeInk by expired event (219ms)
~ Shouldn't mint freelnk by event if already minted (188ms)
NFT migrate operations
+ Should migrate myNftFreeInk to myNft (511ms)
v Shouldn’t migrate already migrated NFT (532ms)
+ Should migrate NFT only by minter contract (345ms)
v Shouldn't migrate non-approved NFT (402ms)
~ Should migrate NFT only by NFT owner (444ms)
MNFT burn operations
+ Should burn myNFT (674ms)
v Shouldn't burn non-approved myNFT (536ms)
~ Shouldn't burn myNFTFreelnk (227ms)
MFT transfer/approve operations
~ Shouldn't approve NFT to current owner and if approve caller is not owner nor
approved for all (41ms)
+ Shouldn't transfer token that is not own
v Should call transferFrom with token (67ms)
+ Shouldn't call transferFrom with token to zero address (46ms)
~ Shouldn't call safeTransferFrom with token if transfer caller is not owner nor approved
+ Shouldn't call safeTransferFrom with token to non ERC721Receiver implementer (55ms)
v Should call safeTransferFrom with token (69ms)
+ Shouldn't call safeTransferFrom with token and give 'FallbackMock: fallback function
called' revert reason (111ms)
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v Should call safeTransferFrom with NFT to receiver contract (238ms)
~ Should safeBulkTransfer token (62ms)
v Shouldn't safeBulkTransfer token to zero address (44ms)
+ Shouldn't call transferFrom with token if transfer caller is not owner nor approved
v Should get supportsInterface correctly (66ms)
+ Shouldn't mint NFT if param 'to' is zero address
MyShare operations
+ Should add myShare after NFT minted (352ms)
~ Should call fundByMyShare only by myShare
Getters
+ Should get migration ratio
+ Should get migration ratio like amount when migration ratio nominator is @ (44ms)
~ Should calculate ratio
+ Should get token amount for NFT
Withdraw contract funds
~ Should withdraw myShare correctly (186ms)
v Should withdraw token (188ms)
+ Shouldn't withdraw token to zero address (134ms)
MyNft
Initialization
~ Should initialize correctly
Setters
~ Should set minter
+ Should set approval for all
~ Shouldn't set approval for all to caller
+ Should change RoyaltyReceiverFactory
~ Shouldn't change RoyaltyReceiverFactory to zero address
Getters
~ Should get myNFT name and symbol
+ Shouldn't get approved for non-existent token
~ Shouldn't get tokenWURI for non-existent token
~ Shouldn't get isApprovedOrOwner for non-existent token
Token operations
~ Shouldn't get balanceOf for zero address
+ Should burn myNFT only by minter (42ms)
MyShare
~ sets lp address (132ms)
~ sends user to black list (183ms)
v sends user to white list (114ms)
+ changes Dao Wallet (147ms)
v sets |p address (61ms)
v sets minter (64ms)
v sets transaction/stake fee (88ms)
v sets factory (74ms)
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v adds minter (67ms)

~ sets minter activity (187ms)

v removes minter (269ms)

+ checks active minters (151ms)

+ checks last emission of minter

+ checks emission per minter per second (75ms)
v checks end of epoch (61ms)

« checks actual epoch (159ms)

v checks emission of epoch (131ms)

+ checks emission per second of epoch

v checks max mintable for minter

+ has transfer (172ms)

v has transferFrom (257ms)

v has increase/decrease allowance (890ms)
v has mint/burn (273ms)

+ withdraw tokens (79ms)

v dao withdraw ethereum (130ms)

% STMTS % BRANCH % FUNCS
MyInkMinter.sol 100 100 100
MyInk.sol 100 100 120
MyNft.sol 100 98.44 100
MyShare.sol 100 93.97 100
RovaltyReceiver.sol 100 100 100
RoyaltyReceiverFactory.sol 100 100 100
All files 100 98.74 100
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We are grateful for the opportunity to work with the Magic Yearn team.

The statements made in this document should not be interpreted as
an investment or legal advice, nor should its authors be held
accountable for the decisions made based on them.

Zokyo Security recommends the Magic Yearn team put in place a bug
bounty program to encourage further analysis of the smart contract by
third parties.
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