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Disclaimer

SolidProof.io reports are not, nor should be considered, an “endorsement” or
“disapproval” of any particular project or team. These reports are not, nor should be
considered, an indication of the economics or value of any “product” or “asset”
created by any team. SolidProof.io do not cover testing or auditing the integration
with external contract or services (such as Unicrypt, Uniswap, PancakeSwap etc'...)

SolidProof.io Audits do not provide any warranty or guarantee regarding the
absolute bug- free nature of the technology analyzed, nor do they provide any
indication of the technology proprietors. SolidProof Audits should not be used in
any way to make decisions around investment or involvement with any particular
project. These reports in no way provide investment advice, nor should be
leveraged as investment advice of any sort.

SolidProof.io Reports represent an extensive auditing process intending to help our
customers increase the quality of their code while reducing the high level of risk
presented by cryptographic tokens and blockchain technology. Blockchain
technology and cryptographic assets present a high level of ongoing risk.
SolidProof’'s position is that each company and individual are responsible for their
own due diligence and continuous security. SolidProof in no way claims any
guarantee of security or functionality of the technology we agree to analyze.

Version | Date Description

1.0 02.August,2022 + Layout project
* Automated- /Manual-Security Testing
e Summary



http://solidproof.io/

Network
Binance (BSC)

Website
https://drivez.app/

Twitter
https://twitter.com/DrivezApp

Telegram
https://t.me/drivezann

Facebook
https://www.facebook.com/drivezofficial

Discord
https://discord.com/invite/NnUdps5Wbm

YouTube
https://www.youtube.com/channel/lUCTBkPDp5CtGXj2JA 1U01tw

Medium
https://drivez.medium.com/
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Description

DRIVEZ is a Web 3.0 lifestyle application and the first NFT DAO mixed up with
GameFi and CommunityFi.

DRIVEZ’s solution is to make your everyday boring commuting become an
enjoyable and effortless earning moment.

DRIVEZ is not encouraging users to drive more (and producing more emissions in
the progress), but we've found a way to make your daily driving valuable and use it
to fight against air pollution and plant new trees around the world.

Our mission: Turning boring daily commuting into valuable earnings and joining
hands to make our world greener!

Project Engagement

During the 2" of August 2022, DriveZ Mystery Box team engaged Solidproof.io to
audit the smart contracts that they created. The engagement was technical in
nature and focused on identifying the security flaws in the design and
implementation of the contracts. They provided Solidproof.io with access to their
code repository and whitepaper.

Logo

DRIV

COMMUTING MAKES EARNING

Contract Links

v1.0
https://bscscan.com/address/Oxaa77dc2094eabfa8623045fa6b223350e58baf78
#code
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Vulnerability & Risk Level

Risk represents the probability that a certain source-threat will exploit vulnerability,
and the impact of that event on the organization or system. Risk Level is computed

based on CVSS version 3.0.
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Auditing Strategy and Technigues
Applied

Throughout the review process, care was taken to evaluate the repository for
security-related issues, code quality, and adherence to specification and best
practices. To do so, reviewed line-by-line by our team of expert pentesters and
smart contract developers, documenting any issues as there were discovered.

Methodology

The auditing process follows a routine series of steps:
1. Code review that includes the following:

i) Review of the specifications, sources, and instructions provided to
SolidProof to make sure we understand the size, scope, and functionality of
the smart contract.

ii) Manual review of code, which is the process of reading source code line-by-
line in an attempt to identify potential vulnerabilities.

iii) Comparison to specification, which is the process of checking whether the
code does what the specifications, sources, and instructions provided to
SolidProof describe.

2. Testing and automated analysis that includes the following:

i) Test coverage analysis, which is the process of determining whether the test
cases are actually covering the code and how much code is exercised when
we run those test cases.

ii) Symbolic execution, which is analyzing a program to determine what inputs
causes each part of a program to execute.

3. Best practices review, which is a review of the smart contracts to improve
efficiency, effectiveness, clarify, maintainability, security, and control based on the
established industry and academic practices, recommendations, and research.

4. Specific, itemized, actionable recommendations to help you take steps to secure
your smart contracts.



Used Code from other Frameworks/Smart Contracts
(direct imports)

Imported packages:

[ @openzeppelin/contracts/token/ERC721/extensions/ERC721Enumerable.sol

[ @openzeppelin/contracts/token/ERC721/ERC721.s0l
[} @openzeppelin/contracts/access/AccessControl.sal

[ @openzeppelin/contracts/security/Pausable.sol




Tested Contract Files
This audit covered the following files listed below with a SHA-1 Hash.

A file with a different Hash has been modified, intentionally or otherwise, after the
security review. A different Hash could be (but not necessarily) an indication of a
changed condition or potential vulnerability that was not within the scope of this
review.

v1.0

File Name SHA-1 Hash

contracts/MysteryBox.sol 1c330dbd0d236a36a7c3ec85ab57c6a3d9aedf9e



Metrics

Source Lines
v1.0

B :ource comment [ single block [ mixed
N empty I todo blockEmpty

N

L

Risk Level
v1.0

] overail [ average

perceivedComplexity
7
6
compilerVersion size
4
compilerFeatures numLogicContracts
inlineDocumentation nterfaceRisk
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Capabilities

Components
Version Contracts Libraries Interfaces Abstract
1.0 1 0 0 0

Exposed Functions

This section lists functions that are explicitly declared public or payable. Please
note that getter methods for public stateVars are not included.

Version Public Payable
1.0 11 0
Version External Internal Private Pure View
1.0 8 13 0 0 3
State Variables
Version Total Public
1.0 4 1
Capabilities
Solidity Experime Can Has
Version Versions ntal Receive ngzmbl :zestroyab
observed Features Funds y
Contracts
1.0 ~0.8.0
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Inheritance Graph

v1.0

ERC721Enumerable

MysteryBox

AccessControl
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Call Graph

v1.0

Internal Call
External Call
Defined Contract
Undefined Contract

Legend

Yy

Pausable

_beforeTokenTransfer

13



Scope of Work/Verify Claims

The above token Team provided us with the files that needs to be tested
(Github, Bscscan, Etherscan, files, etc.). The scope of the audit is the main
contract (usual the same name as team appended with .sol).

We will verify the following claims:

Is contract an upgradeable

Correct implementation of Token standard
Deployer cannot mint any new tokens
Deployer cannot burn or lock user funds
Deployer cannot pause the contract
Overall checkup (Smart Contract Security)

O UR NN

14



Is contract an upgradeable

Name

Is contract an upgradeable?

15



Correct implementation of Token standard

ERC721
Function Description Exist | Tested | Verified
BalanceOf Count all NFTs assigned to an owner
OwnerOf Find the owner of an NFT
SafeTransferErom Transfers the ownership of an NFT from
one address to another address
SafeTransferErom See above - Difference is that this
function has an extra data parameter
TransferFrom Transfer ownership of an NFT
Change or reaffirm the approved address
g PPrae for an NFT
Enable or disable approval for a third
SetApprovalForAll party ("operator") to manage all of
‘msg.sender’’'s assets
GetApproved Get the approved address for a single
NFT
Query if an address is an authorized
IsApprogeBor Al operator for another address
Query if a contract implements an
Supportsinterface interface
Name Provides information about the name
Symbol Provides information about the symbol
TokenURI Provides information about the TokenUri

16



Write functions of contracts

vl
1.

10

11.

12.

13.

14.

15.

16.

17.

.0

approve

. burn

. grantRole

. mint

. mintFrom

. removeMinter

. renounceRole

. revokeRaole

. safeTransferFrom

- safeTransferFrom

setfpprovalForAll

setBaseURI

setlastToken

setMinter

setPause

transferFrom

unsetPause

17



Deployer cannot mint any new tokens

Name Exist | Tested | Status

Deployer cannot mint

Max / Total Supply N/A

Comments:

All (and only) the wallets with the “Minter_Role” can mint new tokens.

18



Deployer cannot burn or lock user funds

Name Exist | Tested | Status

Deployer cannot lock

Deployer cannot burn

Comments:

e Please keep in mind that all the individuals with the Minter role can burn tokens
or boxes with respect to their box id.

19



Deployer cannot pause the contract

Name Exist | Tested Status

Deployer cannot pause

Comments:

e Please keep in mind that all the individuals with the ADMIN role can pause the
contract.

20



Overall checkup (Smart Contract Security)

Tested Verified

Legend

Attribute Symbol

Verified / Checked

Partly Verified

Unverified / Not checked

Not available

21



Modifiers and public functions
v1.0
mint
M onlyRole
mintFrom
M onlyRole
burn
M onlyRole
setMinter
M onlyRole
eMinter
M onlyRole

M onlyRole

setPause

M onlyRole
R

& onlyRole

Comments:
¢ Individuals with the ‘ADMIN’ role can perform the following actions:
e Set new minter
e Remove the minters anytime
e Pause/Unpause the contract
e Set the last token

e Individuals with ‘Minter’ role can perform the following actions:
e Burn tokens

e Mint new tokens

22



Source Units in Scope

v1.0
Type File (I:.I‘cjaﬂitc;acts Interfaces Lines nLines nSLOC Ei%?:‘lent ggcr::zlex. Capabilities
contracts/mysterbox.sol 1 116 94 72 5 89 Es
Totals 1 116 94 72 5 89 Ik
Legend
Attribute Description
Lines total lines of the source unit
nLines normalized lines of the source unit (e.g. normalizes functions spanning
multiple lines)
normalized source lines of code (only source-code lines; ho comments, no
nSLOC :
blank lines)
Comment Lines lines containing single or block comments
a custom complexity score derived from code statements that are known
Complexity Score to introduce code complexity (branches, loops, calls, external interfaces,
o)

23



Audit Results

Critical issues

High issues

Medium issues

Low issues

Issue File Type Line Description

#1 Main A floating pragma is 7 The current pragma Solidity

set directive is ,“*0.8.0".

#2 Main Missing Events 57, 61,65,77 | Emit an event for critical
parameter changes. In this case,
minting, burning of tokens, etc.

#3 Main Local variables 17,18 Rename the local variables that

shadowing shadow another component.




Informational issues

Issue File Type Line Description
#1 Main NatSpec documentation If you started to comment your
missing - code, also comment all other
functions, variables etc.

Audit Comments

We recommend you to use the special form of comments (NatSpec Format, Follow
link for more information https://docs.soliditylang.org/en/v0.5.10/natspec-
format.html) for your contracts to provide rich documentation for functions, return
variables and more. This helps investors to make clear what that variables,
functions etc. do.

05. August,2022:

* There is still an owner (Owner still has not renounced ownership)
* Read the whole report and modifiers section for more information.

25
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SWC Attacks
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