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The Smart contract’s source code was taken from the IPOR repository.

Repository: https://github.com/IPOR-Labs/ipor-protocol/
commit/2a7cf870657f6ea0f7a356df79d7a60d5a3d2
713

Last commit: b12ef5b7f2f2dab26e2a787ada5d3c895dcbd83e

Auditing Strategy and Techniques Applied
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IPOR Smart Contract Audit

Within the scope of this audit, Zokyo auditors have reviewed the following contract(s):

Milton.sol

Joseph.sol 

MiltonUsdc.sol

JosephUsdt.sol

MiltonSpreadModelUsdt.sol

MiltonInternal.sol 

JosephInternal.sol

MiltonSpreadModelDai.sol  

IporSwapLogic.sol 

AmmMiltonTypes.sol

MiltonFacadeDataProvider.sol

IporOracleErrors.sol

IpToken.sol

Constants.sol

Stanley.sol

StrategyAave.sol

MiltonErrors.sol

IporOwnable.sol

IpToken.sol

IporMath.sol

StanleyUsdc.sol

StrategyCore.sol

MiltonDai.sol

JosephDai.sol  

MiltonSpreadModel.sol    

MiltonUsdt.sol

AmmMiltonStorageTypes.sol

IporOracleFacadeDataProvider.sol 

MiltonStorage.sol  

JosephUsdc.sol


MiltonSpreadModelUsdc.sol

SoapIndicatorLogic.sol

MiltonSpreadInternal.sol

CockpitDataProvider.sol

IporErrors.sol  

JosephErrors.sol

IvToken.sol

PaginationUtils.sol

StanleyDai.sol

StrategyCompound.sol

StanleyErrors.sol

IporOwnableUpgradeable.sol

IvToken.sol

IporOracle.sol

StanleyUsdt.sol

MiltonUsdt

https://github.com/IPOR-Labs/ipor-protocol/commit/2a7cf870657f6ea0f7a356df79d7a60d5a3d2713
https://github.com/IPOR-Labs/ipor-protocol/commit/2a7cf870657f6ea0f7a356df79d7a60d5a3d2713
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IPOR Smart Contract Audit

Throughout the review process, Zokyo Security ensures that the contract:

Implements and adheres to the existing standards appropriately and effectively;

The documentation and code comments match the logic and behavior;

Distributes tokens in a manner that matches calculations;

Follows best practices in efficient use of resources, without unnecessary waste;

Uses methods safe from reentrance attacks;

Is not affected by the latest vulnerabilities;

Meets best practices in code readability, etc.

Zokyo’s Security Team has followed best practices and industry-standard techniques to 
verify the implementation of  IPOR smart contracts. To do so, the code is reviewed line-by-
line by our smart contract developers, documenting any issues as they are discovered. Part 
of this work includes writing a unit test suite using the Truffle testing framework. In 
summary, our strategies consist largely of manual collaboration between multiple team 
members at each stage of the review:

01 Due diligence in assessing the overall 
code quality of the codebase.

03 Testing contract logic against common 
and uncommon attack vectors.

02 Cross-comparison with other, similar 
smart contracts by industry leaders.

04 Thorough manual review of the 
codebase, line by line.

























































































We are grateful to have been given the opportunity to work with the 
IPOR  team.



The statements made in this document should not be interpreted as 
an investment or legal advice, nor should its authors be held 
accountable for the decisions made based on them.



Zokyo's Security Team recommends that the IPOR team put in place a 
bug bounty program to encourage further analysis of the smart 
contract by third parties.


