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Issues Found Fixed
Critical 0] 0

® Medium 1 0]

® Minor 0] 0]
Informational 2 0]
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This certifies that FOX Token project,
VERIBY298c1Bal7C630766Ded04bD9dc4C4b57e8eB3D68
on Binance Smart Chain,
has been audited by GuardGate.

Completion date: 04/15/2023

GuardGate.cc, Auditor

Project Description

WELCOME [] Come be a part of a full on meme token MetaFox[] with real utilitys ![]
Ecosystem Products: [JApps, ONFTJMetaWallet[] MetaFoxSwap, [[MetaFoxChain,[] MetaEax
Al, [JBrowser, [JPay bnb rewards 5% of transaction is automatically given to the ownei Enroll


https://buymetafox.com/
https://twitter.com/metafoxcoin
https://t.me/buymetafox
https://discord.gg/YknYFVAf
https://bscscan.com/address/0x298c1Ba17C630766Ded04bD9dc4C4b57e8eB3D68
https://guardgate.cc/
https://guardgate.cc/projects
https://guardgate.cc/services
https://guardgate.cc/scanner
https://guardgate.cc/enroll

real time. Join us and together we will reach the moon. [] Renounce Ownership After

launch [J Audit [J KYC[] No Private Sale [IBig CEX Listing[]%5Reward [JCMC&CG Listed[] Low

MC [150% Burn[Jcross chain bridging with erc20[Jarbitrum bridge[]

Project details

Language: Solidity
Contract address: ( 0x29...3D68 &
Owner: ( OxF2...b413 @

SHA-256:
6f9...cf6

Supply: 1,000,000
Decimals: 9

Deployer: ( OxF2...b413 &

Chain: Binance Smart Chain
Compiler: v0.8.11+commit.d7f03943
Optimization: Yes with 200 runs
License: MIT

Verified: ( Yes @

Contract type: bep-20

Contract Name: FOXToken
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https://bscscan.com/address/0x298c1Ba17C630766Ded04bD9dc4C4b57e8eB3D68
https://bscscan.com/address/0xF2890Eb763e039aCacD2fED23C5581888730b413
https://bscscan.com/address/0xF2890Eb763e039aCacD2fED23C5581888730b413
https://guardgate.cc/enroll

Deploy date: 2023-03-31

Overview

Privileges
0.

esting Vulne

Code

Compilation

Minting
No minting
Blacklist
No blacklist
Ownership
Owned
Honeypot
No honeypot
Buy fees
10%, can't be set over 15%
Sell fees

10%, can't be set over 15%
Proxy
No proxy detected

Max tx amount
No maxTx limit detected
Trading Cooldown

No cooldown

Anti Bot

Enroll
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No antibot

Pause

No pause

Hidden Owner

No hidden owner

@ Safe
‘ Caution advised

@ Be careful

Extreme caution
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Contract details ( 0x29...3D68 &

v Contracts and libraries collapse

**TUniswapV2Router01** | Interface | |||

**IUniswapV2Router02** | Interface | IUniswapV2Router0l |||
**IUniswapV2Factory** | Interface | |||

**SignedSafeMath** | Library | |||

**SafeMath** | Library | |||

**SafeCast** | Library | |||

**Context** | Implementation | |||

**IERC20** | Interface | |||

**IERC20Metadata** | Interface | IERC20 |||

**¥ERC20** | Implementation | Context, IERC20, IERC20Metadata |||

**Qwnable** | Implementation | Context ||| Bl


https://bscscan.com/address/0x298c1Ba17C630766Ded04bD9dc4C4b57e8eB3D68#code
https://guardgate.cc/enroll

| **IterableMapping** | Library | |||
| **DividendPayingTokenOptionallnterface** | Interface | |||
| **DividendPayingTokenInterface** | Interface | |||
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v Modifiers collapse

Contract IUniswapV2Router02

factory
WETH
addLiquidity
addLiquidityETH
removeLiquidity
removeLiquidityETH
removeLiquidityWithPermit
removeLiquidityETHWithPermit
swapExactTokensForTokens
swapTokensForExactTokens
swapExactETHForTokens
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v Constructor calls collapse

## Constructor Call Sequence
- ERC20
- DividendPayingToken
- Ownable
- FOXTokenDividendTracker

## Constructor Definitions
### ERC20
constructor(string memory name , string memory symbol ) {

_hame = name_;
_symbol = symbol ;

i~ L} L~ ] -1

v Requires collapse

Contract IUniswapV2Router02

| factory | Enroll


https://guardgate.cc/enroll

Findings

WETH
addLiquidity
addLiquidityETH
removelLiquidity
removelLiquidityETH
removeLiquidityWithPermit
removeLiquidityETHWithPermit

swapExactTokensForTokens

swapTokensForExactTokens
swanFxactFTHForTokens

High Severity

No high severity issues found

Medium Severity

v Unverified used library, centralization risk

Lines: #1209

Description:

https://bscscan.com/address/0xa0226687d2d460ae27bcc95b1b0b599b2d1467cd

Possible remediation: Verify library on bscscan

Low Severity

No low severity issues found

Informational

No informational issues found

SWC Vulnerabilities

v 36/37 tests passed collapse

Code #
SWC-100

SWC-101
SWC-102
SWC-103
SWC-104

Name

Function Default Visibility
Integer Overflow and Underflow
Outdated Compiler Version
Floating Pragma

Unchecked Call Return Value

Result
Passed

Passed
Passed
Passed

Passed

Severity

n/a
n/a
n/a
n/a

n/a
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Code #

Name

SWC-105 Unprotected Ether Withdrawal
SWC-106 Unprotected SELF-DESTRUCT Instruction
SWC-107 Reentrancy
SWC-108 State Variable Default Visibility
SWC-109 Uninitialized Storage Pointer
SWC-110 Assert Violation
SWC-111 Use of Deprecated Solidity Functions
SWC-112 Delegatecall to Untrusted Callee
SWC-113 DoS with Failed Call
SWC-114 Transaction Order Dependence
SWC-115 Authorization through tx.origin
SWC-116 Block values as a proxy for time
SWC-117 Signature Malleability
SWC-118 Incorrect Constructor Name
SWC-119 Shadowing State Variables
SWC-120 Weak Sources of Randomness from Chain Attributes
SWC-121 Missing Protection against Signature Replay Attacks
SWC-122 Lack of Proper Signature Verification
SWC-123 Requirement Violation
SWC-124 Write to Arbitrary Storage Location
SWC-125 Incorrect Inheritance Order
SWC-126 Insufficient Gas Griefing
SWC-127 Arbitrary Jump with Function Type Variable
SWC-128 DoS With Block Gas Limit
SWC-129 Typographical Error
SWC-130 Right-To-Left-Override control character (U+202E)
SWC-131 Presence of unused variables
SWC-132 Unexpected Ether balance
SWC-133 Hash Collisions With Multiple Variable Length Arguments
SWC-134 Message call with the hardcoded gas amount
SWC-135 Code With No Effects
SWC-136 Unencrypted Private Data On-Chain
Other findings

v Multiplication on the result of a division

Pl
o
]
c
=3

>

S~

Severity

n/a
n/a
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Informational
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n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a

n/a

FOXToken.swapAndLiquify(uint256) (token.sol#2080-2118) performs a multiplication
on the result of a division: - marketingAmount =
deltaBalance.div(totalFees).mul(marketingFee) (token.sol#2104)

- Consider ordering multiplication before division.
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Additional information: &

v Local variable never initialized

FOXToken._transfer(address,address,uint256).lastProcessedindex (token.sol#2073) is a

local variable never initialized FOXToken. transfer(address,address,uint256).claims
(token.sol#2073) is a local variable never initialized
FOXToken._transfer(address,address,uint256).iterations (token.sol#2073) is a local
variable never initialized

- Initialize all the variables. If a variable is meant to be initialized to zero, explicitly set
it to zero to improve code readability.

Additional information: &

Holders stats (top 10)

Presale

@ 0x00

@ Oxf2..
@ 0x4b..
@ Ox1c..
@ Oxcb..
@ Oxe9..
@ 0x86..
@ 0xd2..
@ 0x8d..
@ 0x07.

...dead

.b413

.8cb5
.a542
.560c
.52a9
.92af

.19db
.d272

-a7co D

50.00%
33.89%
2.00%
1.72%
1.59%
1.52%
1.06%
1.01%
0.86%
0.62%
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https://github.com/crytic/slither/wiki/Detector-Documentation#divide-before-multiply
https://github.com/crytic/slither/wiki/Detector-Documentation#uninitialized-local-variables
https://bscscan.com/address/0x000000000000000000000000000000000000dead
https://bscscan.com/address/0xf2890eb763e039acacd2fed23c5581888730b413
https://bscscan.com/address/0x4bba97e547db360e303bafd1af360ddddff28cb5
https://bscscan.com/address/0x1cfe772fed7f1e0365973f81c4c487d7c815a542
https://bscscan.com/address/0xcb9f601f8c7963c1d52961a05b028f57fca7560c
https://bscscan.com/address/0xe94b81974abb2a46b3dfa1e8799bd7b5432452a9
https://bscscan.com/address/0x86da442bf8f4bac20f449f9304f56b37632a92af
https://bscscan.com/address/0xd293a63670a0af5e2556d9ff7625e747b86019db
https://bscscan.com/address/0x8d86ddc302e9bcedf281fae8f7fd2cd5405fd272
https://bscscan.com/address/0x0783e0d6f790371ad8a545962fc431746515a7c9
https://www.pinksale.finance/launchpad/0x29fCE4055698a6DCdCB374476111b814a0b87968?chain=BSC
https://guardgate.cc/enroll
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Soft Cap 10 BNB
Hard Cap 10 BNB fair launch

Presale Start Time 2023.04.07 14:13 (UTC)

Presale End Time 2023.04.10 14:13 (UTC)
Liquidity Percent 80%
Liquidity Lockup Time 30 days

KYC & DOXX

® KYC

No information

® poOXxXx

No information

Website audit 2 https://buymetafox.com/

® Domain Registry
https://www.rumahweb.com
® Domain Expiry Date
2024-03-18
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® Response Code
200

® SSL Check and HTTPS test
Valid, by Let's Encrypt

® HTTP2

yes

@ Safe Browsing Test

yes

Disclaimer

GuardGate is not a financial institution and the information provided on this website does
not constitute investment advice, financial advice, trading advice, or any other sort of
advice. You should not treat any of the website’s content as such. Investing in crypto
assets carries a high level of risk and does not hold guarantees for not sustaining
financial loss due to their volatility. Accuracy of Information GuardGate will strive to
ensure the accuracy of the information listed on this website although it will not hold any
responsibility for any missing or wrong information. GuardGate provides all information
as is. You understand that you are using any and all information available here at your
own risk. Any use or reliance on our content and services is solely at your own risk and
discretion. The purpose of the audit is to analyze the on-chain smart contract source
code and to provide a basic overview of the project. While we have used all the
information available to us for this straightforward investigation, you should not rely on
this report only - we recommend proceeding with several independent audits Be aware
that smart contracts deployed on a blockchain aren’t secured enough against external
vulnerability or a hack. Be aware that active smart contract owner privileges constitute
an elevated impact on the smart contract safety and security. Therefore, GuardGate does
not guarantee the explicit security of the audited smart contract. The analysis of the
security is purely based on the smart contracts alone. No applications or operations were
reviewed for security. No product code has been reviewed.
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