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Contract Review

Contract Name
Compiler Version
Optimization
Licence

Explorer

Symbol
Decimals
Total Supply

Domain

Source Files

Filename

contract.sol

CryptoWrestlinglnu
v0.8.10+commit.fc410830
runs

none

https://etherscan.io/address/0xE2d310CB8992b3Fa10
51BA4710F41c43eB5Bba5sD

$CWI
18
1,000,000,000

cryptowrestlinginu.com

SHA256

1199a439a93b6f0b6568aed46cab4f2355ae7db985ca7
11dd14b8ed3b9885f9f

Audit Updates

Initial Audit

Corrected

30th March 2022
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Contract Analysis

® Critical Medium Minor @ Pass
Severity Code Description
o ST Contract Owner is not able to stop or pause

transactions

o OCTD Contract Owner is not able to transfer tokens from
specific address

OTUT Owner Transfer User's Tokens

ELFM Contract Owner is not able to increase fees more
than a reasonable percent (25%)

o ULTW Contract Owner is not able to increase the amount of
liquidity taken by dev wallet more than a reasonable
percent

MT Contract Owner is not able to mint new tokens
BT Contract Owner is not able to burn tokens from

specific wallet

o BC Contract Owner is not able to blacklist wallets from
selling
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Contract Diagnostics

® Ciritical Medium Minor

Severity Code Description

LO1 Public Function could be Declared External

LO2 State Variables could be Declared Constant

LO4 Conformance to Solidity Naming Conventions

LO7 Missing Events Arithmetic

LO8 Tautology or Contradiction

LO9 Dead Code Elimination

L13 Divide before Multiply Operation

L15 Local Scope Variable Shadowing
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LO1 - Public Function could be Declared External

Criticality minor

Location contract.sol#L.83,91,280,288,305,331,339,350,368,396 and 3 more

Description

Public functions that are never called by the contract should be declared external to
save gas.

isExcludedFromFees
setAutomatedMarketMakerPair
decreaseAllowance
increaseAllowance
transferFrom

approve

allowance

transfer

decimals

Recommendation

Use the external attribute for functions never called from the contract.
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L02 - State Variables could be Declared Constant

Criticality minor

Location contract.sol#L.1049

Description
Constant state variables should be declared constant to save gas.

manualBurnFrequency

Recommendation

Add the constant attribute to state variables that never change.
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L04 - Conformance to Solidity Naming
Conventions

Criticality minor
Location contract.sol#L.875,877,908,958,1093,1098,1237,1238,1239,1249 and 7 more
Description

Solidity defines a naming convention that should be followed. Rule exceptions:

e Allow constant variable name/symbol/decimals to be lowercase.
e Allow _ at the beginning of the mixed_case match for private variables and
unused parameters.

_isExcludedMaxTransactionAmount
deadAddress

_Enabled

_percent

_frequencyInSeconds

_devFee

_liquidityFee

_marketingFee

devWalletUpdated

Recommendation

Follow the Solidity naming convention.
https://docs.soliditylang.org/en/v0.4.25/style-quide.html#naming-conventions


https://docs.soliditylang.org/en/v0.4.25/style-guide.html#naming-convention
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LO7 - Missing Events Arithmetic

Criticality minor

Location contract.sol#L1191,1208,1216,1236,1248,1529

Description

Detected missing events for critical arithmetic parameters. There are functions that
have no event emitted, so it is difficult to track off-chain changes.

1pBurnFrequency = _frequencyInSeconds
sellMarketingFee = _marketingFee
buyMarketingFee = _marketingFee

maxWallet = newNum * (1@ ** 18)
maxTransactionAmount = newNum * (10 ** 18)
swapTokensAtAmount = newAmount

Recommendation

Emit an event for critical parameter changes.
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LO8 - Tautology or Contradiction

Criticality minor

Location contract.sol#L1529

Description

Detects expressions that are tautologies or contradictions. For instance, an uint
variable will always be greater than or equal to zero.

require(bool,string)(_percent <= 1000 && _percent >= 0,Must set auto LP burn
percent between 0% and 10%)

Recommendation

Fix the incorrect comparison by changing the value type or the comparison.
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L09 - Dead Code Elimination

Criticality minor

Location contract.sol#L493

Description

Functions that are not used in the contract, and make the code's size bigger.

_burn

Recommendation

Remove unused functions.

11



@ ol Crypto Wrestling Inu Token Audit

L13 - Divide before Multiply Operation

Criticality minor

Location contract.sol#L1302

Description

Performing divisions before multiplications may cause lose of prediction.

fees = amount.mul(buyTotalFees).div(100)

tokensForMarketing += (fees * sellMarketingFee) / sellTotalFees
tokensForDev += (fees * sellDevFee) / sellTotalFees

fees = amount.mul(sellTotalFees).div(100)

Recommendation

The multiplications should be prior to the divisions.

12
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L15 - Local Scope Variable Shadowing

Criticality minor

Location contract.sol#L1134

Description

The are variables that are defined in the local scope containing the same name from
an upper scope.

totalSupply

Recommendation

The local variables should have different names from the upper scoped variables.
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Contract Functions

Contract Type Bases
Function Name Visibility Mutability Modifiers
Context Implementation
_msgSender Internal
_msgData Internal
Ownable Implementation Context
<Constructor> Public v -
owner Public -
renounceOwnership Public v onlyOwner
transferOwnership Public v onlyOwner
_transferOwnership Internal
IERC20 Interface
totalSupply External -
balanceOf External -
transfer External v -
allowance External -
approve External v -
transferFrom External v -
IERC20Metad Interface IERC20
ata
name External -
symbol External -
decimals External -
ERC20 Implementation Context,
IERC20,
IERC20Met
adata

<Constructor> Public v -



SafeMath

IUniswapV2Fa
ctory

name
symbol

decimals

totalSupply
balanceOf

transfer

allowance

approve

transferFrom
increaseAllowance
decreaseAllowance
_transfer

_mint

_burn

_approve
_beforeTokenTransfer

_afterTokenTransfer

Library
tryAdd
trySub
tryMul
tryDiv
tryMod
add
sub
mul
div
mod
sub
div

mod

Interface

feeTo

Crypto Wrestling Inu Token Audit

Public
Public
Public
Public
Public
Public
Public
Public
Public
Public
Public
Internal
Internal
Internal
Internal
Internal

Internal

Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal

Internal

External

NI N N N N N NI RN
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IUniswapV2Pa
ir

feeToSetter
getPair
allPairs
allPairsLength
createPair
setFeeTo

setFeeToSetter

Interface

name
symbol

decimals

totalSupply
balanceOf

allowance

approve

transfer

transferFrom
DOMAIN_SEPARATOR
PERMIT_TYPEHASH
nonces

permit
MINIMUM_LIQUIDITY
factory

tokenO

token1

getReserves
priceOCumulativeLast
price1CumulativeLast
kLast

mint

burn

swap

skim

sync
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External
External
External
External
External
External

External

External
External
External
External
External
External
External
External
External
External
External
External
External
External
External
External
External
External
External
External
External
External
External
External
External

External

AN N NN
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IUniswapV2Ro
uter02

CryptoWrestli
nginu

initialize

Interface

factory

WETH
addLiquidity
addLiquidityETH

swapExactTokensForTokensSupporti
ngFeeOnTransferTokens

swapExactETHForTokensSupporting
FeeOnTransferTokens

swapExactTokensForETHSupporting
FeeOnTransferTokens

Implementation

<Constructor>

<Receive Ether>
enableTrading

removeLimits
disableTransferDelay
updateSwapTokensAtAmount
updateMaxTxnAmount
updateMaxWalletAmount
excludeFromMaxTransaction
updateSwapEnabled
updateBuyFees
updateSellFees
excludeFromFees
setAutomatedMarketMakerPair
_setAutomatedMarketMakerPair
updateMarketingWallet
updateDevWallet
isExcludedFromFees

_transfer

swapTokensForEth
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External

External
External
External
External

External

External

External

ERC20,
Ownable

Public
External
External
External
External
External
External
External
Public
External
External
External
Public
Public
Private
External
External
Public
Internal

Private

v
Payable
v

Payable

4

Payable

AN N N N N N N N N N N N NN

ERC20

onlyOwner
onlyOwner
onlyOwner
onlyOwner
onlyOwner
onlyOwner
onlyOwner
onlyOwner
onlyOwner
onlyOwner
onlyOwner

onlyOwner

onlyOwner

onlyOwner

17



? ol Crypto Wrestling Inu Token Audit

addLiquidity

swapBack
setAutoLPBurnSettings
autoBurnLiquidityPairTokens

manualBurnLiquidityPairTokens

Private
Private
External
Internal

External

SN N NN

onlyOwner

onlyOwner
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Contract Flow

vlejof
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Domain Info

Domain Name cryptowrestlinginu.com

Registry Domain ID 2681257574_DOMAIN_COM-VRSN
Creation Date 2022-03-13T08:38:52.00Z
Updated Date 0001-01-01T00:00:00.00Z2

Registry Expiry Date 2023-03-13T08:38:52.00Z

Registrar WHOIS whois.namecheap.com
Server

Registrar URL http://www.namecheap.com
Registrar NAMECHEAP INC
Registrar IANA ID 1068

There is no public billing information, the creator is protected by the privacy
settings.
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Summary

Crypto Wrestling Inu is an interesting project that has a friendly and
growing community. The Smart Contract analysis reported no compiler
error or critical issues. The contract Owner can access some admin
functions that can not be used in a malicious way to disturb the users’
transactions. There is also a limit of max 25% fees.
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Disclaimer

All the content provided in this document is for general information only and should
not be used as financial advice or a reason to buy any investment.

Cyberscope team provides no guarantees against the sale of team tokens or the
removal of liquidity by the project audited in this document. Always Do your own
research and protect yourselves from being scammed.

The Cyberscope team has audited this project for general information and only
expresses their opinion based on similar projects and checks from popular
diagnostic tools. Under no circumstances did Cyberscope receive a payment to
manipulate those results or change the awarding badge that we will be adding in
our website.

Always Do your own research and protect yourselves from scams. This document
should not be presented as a reason to buy or not buy any particular token.

The Cyberscope team disclaims any liability for the resulting losses.
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About Cyberscope

Coinscope audit and K.Y.C. service has been rebranded to Cyberscope.

Coinscope is the leading early coin listing, voting and auditing authority firm. The
audit process is analyzing and monitoring many aspects of the project. That way, it
gives the community a good sense of security using an informative report and a
generic score.

Cyberscope and Coinscope are aiming to make crypto discoverable and efficient
globally. They provides all the essential tools to assist users draw their own
conclusions.

The Cyberscope team

https://www.cyberscope.io



