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Contract Review

AVAX

Contract Name
Compiler Version
Optimization
Licence

Explorer

Symbol
Decimals

Total Supply

BSC

Contract Name
Compiler Version
Optimization
Licence

Explorer

Symbol

RBX
v0.8.124+commit.f00d7308

200 runs

https://snowtrace.io/token/0x94960952876e3ED6A776
0B198354fCc5319A406a

RBX
18

100,000,000

RBX
v0.8.7+commit.e28d00a7

200 runs

https://bscscan.com/token/Oxace3574b8b054e074473
a9bd002e5dc6dd3dff1b

RBX
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Decimals 18
Total Supply 100,000,000
ETH
Contract Name RBX
Compiler Version v0.8.7+commit.e28d00a7
Optimization 200 runs
Licence
Explorer https://etherscan.io/token/0x8254e26e453eb5abd29b3
c37ac9e8da32e5d3299
Symbol RBX
Decimals 18
Total Supply 100,000,000

Audit Updates

Initial Audit 20th May 2022

Corrected
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scope

Source Files

Filename

@openzeppelin/con
tracts/access/Acce
ssControl.sol

@openzeppelin/con
tracts/access/IAcc
essControl.sol

@openzeppelin/con
tracts/token/ERC2
0/ERC20.sol

@openzeppelin/con
tracts/token/ERC2
0/extensions/draft-
ERC20Permit.sol

@openzeppelin/con
tracts/token/ERC2
0/extensions/draft-
IERC20Permit.sol

@openzeppelin/con
tracts/token/ERC2
0/extensions/ERC2
OBurnable.sol

@openzeppelin/con
tracts/token/ERC2
0/extensions/ERC2
OSnapshot.sol

@openzeppelin/con
tracts/token/ERC2
0/extensions/ERC2
OVotes.sol
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SHA256

6815a22e5b2ef7e0e813961ad06afac5c9d6e7cdced91
65f2cedbf11032044bd

81a867af9f5344a0efffcfb2970db5354¢c8684d4d50139d
b1524321fbd60979b

80e33e340442acecc4bd995b4ead9b51adc4231¢c8213
357fca18996b945f850b

4caeef3716ac6c9bed65567dbc61169bc9740824e8791
bfced2775dfd5a4f06b

0d1854245c9e46¢351d403ccc3e5979582e8451a3¢c72
9dee7d0c0cddf3166cd8

600052c7df2ee2e969592df597ae5f78aad5822c8beel18
1e58b2713321efb888

cd072ee3d83f3758b507c3ea7c39b83311043247807a
78a2832099a6¢c38440c4

09852784cfc3ed955e4d9129231fedd23c0eaad720092
821bf622f41b5376ae7



v

scope

@openzeppelin/con
tracts/token/ERC2
0/extensions/IERC
20Metadata.sol

@openzeppelin/con
tracts/token/ERC2
0/IERC20.sol

@openzeppelin/con
tracts/token/ERC2
0/utils/SafeERC20.
sol

@openzeppelin/con
tracts/utils/Addres
s.sol

@openzeppelin/con
tracts/utils/Arrays.
sol

@openzeppelin/con
tracts/utils/Context
.sol

@openzeppelin/con
tracts/utils/Counter
s.sol

@openzeppelin/con
tracts/utils/cryptog
raphy/draft-EIP712.
sol

@openzeppelin/con
tracts/utils/cryptog
raphy/ECDSA.sol

@openzeppelin/con
tracts/utils/introsp
ection/ERC165.sol
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4e2ce556a0419415ec3b01a0fa0322c20d6d53de5a057
28c068e90d5684486¢1

b2565dec975f684ef0edfa505e212d0d0b602e1311afab
782ea06ea8d3f49bb6

729097c056b8bf1dd93ac16831380ce4ff54703d75983f
57354240cc8be2edec

1370d859f5c6d11025afb409d1b724279f663c4cf4bcad
2ba057290bdcf45a66

28c1c0c9e6f645643973e00fab4473d098e0d0038002d
eaeb67c98ea8e72e660

5828bf38f9376b659a8edbbe2df0d06b29a09e37ecd47
0465dda2bbcb612¢85d

€664dd2b610b11a9a060e109027a2acdc8c8555de0b9
9b6071fddf719a27c8ac

60c2fd58640750c2f47472c5221cd99308260214ef1f29
26ba3bc9daf0d3a2b9

bff8e3c973e5c6eb0fc6f5205531328bb173fffd7b2e992
0977abea924363bb2

381b0589dale1a32242d7314905d2cc6edd8dce8193d
db6bfacc5b685e311422



@openzeppelin/con
tracts/utils/introsp
ection/IERC165.sol

@openzeppelin/con
tracts/utils/math/M
ath.sol

@openzeppelin/con
tracts/utils/math/S
afeCast.sol

@openzeppelin/con
tracts/utils/Strings.
sol

contracts/libs/uni.s
ol

contracts/RBX.sol
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072805b211a653c333b232a3199b9e65fa7b82fc7a40e
ebal3bc8a2daddicbal1

b1417f64b6fba54e2b715f2228c4dde4065e742245e6bf
7c68f39c5f42af043b

8dec6dd63908459be4b909861eb3a00b31431575f816
9¢c1f0cbb6519af754bfe

3b2b0d75c7e5688950d3b6e63e46473054395dad6e39
0431f73febb2199913c5

483aab544ef8abafe8e0f5a253d894022c96d1b846be06
7e4b04f7a3be123198f

2cfa0f7505225ebb13e4e16a2c5cdb5b726df411e5deal3
c4d690e4fadc325029b
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Contract Analysis

® Critical Medium Minor @ Pass
Severity Code Description
ST Contract Owner is not able to stop or pause

transactions

o OCTD Contract Owner is not able to transfer tokens from
specific address

OTUT Owner Transfer User's Tokens

ELFM Contract Owner is not able to increase fees more
than a reasonable percent (25%)

o ULTW Contract Owner is not able to increase the amount of
liquidity taken by dev wallet more than a reasonable
percent

MT Contract Owner is not able to mint new tokens
BT Contract Owner is not able to burn tokens from

specific wallet

BC Contract Owner is not able to blacklist wallets from
selling



@ Jelo]o sl RBX Token Audit 8

ST - Stop Transactions

Criticality medium
Location contract.sol#L185
Description

The contract owner has the authority to stop transactions for all users excluding the
owner. The owner may take advantage of it by enabling the swapInProgress
boolean.

if(swapInProgress)
require(_whiteListed[sender], "Token swap still in progress!");

Recommendation

The team should carefully manage the private keys of the owner’s account. We
strongly recommend a powerful security mechanism that will prevent a single user
from accessing the contract admin functions. That risk can be prevented by
temporarily locking the contract or renouncing ownership.
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BC - Blacklisted Contracts

Criticality medium
Location contract.sol#L.188
Description

The contract owner has the authority to stop contracts from transactions. The owner
may take advantage of it by calling the blacklistAddress function.

require(!_blacklisted[sender] && ! _blacklisted[recipient], "Blacklisted address
given");

Recommendation

The team should carefully manage the private keys of the owner’s account. We
strongly recommend a powerful security mechanism that will prevent a single user
from accessing the contract admin functions. That risk can be prevented by
temporarily locking the contract or renouncing ownership.
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Contract Diagnostics

@® Ciritical Medium Minor

Severity Code Description

LO2 State Variables could be Declared Constant
LO4 Conformance to Solidity Naming Conventions

LO7 Missing Events Arithmetic
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L02 - State Variables could be Declared Constant

Criticality minor
Location contracts/RBX.sol#L131
Description

Constant state variables should be declared constant to save gas.

fundingFee

Recommendation

Add the constant attribute to state variables that never change.
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LO4 - Conformance to Solidity Naming
Conventions

Criticality minor
Location contracts/RBX.sol#L258,272,282,292,306,129
Description

Solidity defines a naming convention that should be followed. Rule exceptions:

e Allow constant variable name/symbol/decimals to be lowercase.
e Allow _ at the beginning of the mixed_case match for private variables and
unused parameters.

_routerPairs
_sSwapInProgress
_wallet
_setting
_tokenThreshold
_addPair

Recommendation

Follow the Solidity naming convention.
https://docs.soliditylang.org/en/v0.4.25/style-guide.html#naming-conventions

LO7 - Missing Events Arithmetic

Criticality minor

Location contracts/RBX.sol#L272

Description


https://docs.soliditylang.org/en/v0.4.25/style-guide.html#naming-convention
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Detected missing events for critical arithmetic parameters. There are functions that
have no event emitted, so it is difficult to track off-chain changes.

tokenThreshold = _tokenThreshold

Recommendation

Emit an event for critical parameter changes.



Contract Functions

Contract

AccessControl

IAccessContro
|

ERC20

Type

Function Name

Implementation

supportsinterface
hasRole
_checkRole
getRoleAdmin
grantRole
revokeRole
renounceRole
_setupRole
_setRoleAdmin
_grantRole

_revokeRole

Interface

hasRole
getRoleAdmin
grantRole
revokeRole

renounceRole

Implementation

<Constructor>

name

symbol

RBX Token Audit

Bases

Visibility Mutability

Context,
IAccessCon
trol,
ERC165

Public
Public
Internal
Public
Public
Public
Public
Internal
Internal

Private

N SN N N N SN SN

Private

External
External
External
External

External

Context,
IERC20,
IERC20Meta
data

Public v
Public

Public

14

Modifiers

onlyRole

onlyRole



ERC20Permit

IERC20Permit

ERC20Burnabl
e

ERC20Snapsh
ot

RBX Token Audit

decimals
totalSupply
balanceOf

transfer

allowance

approve
transferFrom
increaseAllowance
decreaseAllowance
_transfer

_mint

_burn

_approve
_beforeTokenTransfer

_afterTokenTransfer

Implementation

<Constructor>

permit

nonces
DOMAIN_SEPARATOR

_useNonce

Interface
permit
nonces

DOMAIN_SEPARATOR

Implementation

burn

burnFrom

Implementation

Public
Public
Public
Public
Public
Public
Public
Public
Public
Internal
Internal
Internal
Internal
Internal

Internal

ERC20,
IERC20Per
mit, EIP712

Public
Public
Public
External

Internal

External
External

External

Context,
ERC20

Public

Public

ERC20

SN SN N N N N N N NN

15

EIP712



ERC20Votes

IERC20Metada

ta

RBX Token Audit

_shapshot
_getCurrentSnapshotid
balanceOfAt

totalSupplyAt
_beforeTokenTransfer
_valueAt
_updateAccountSnapshot
_updateTotalSupplySnapshot
_updateSnapshot

_lastSnapshotid

Implementation

checkpoints
numCheckpoints
delegates

getVotes
getPastVotes
getPastTotalSupply
_checkpointsLookup
delegate
delegateBySig
_maxSupply

_mint

_burn
_afterTokenTransfer
_delegate
_moveVotingPower
_writeCheckpoint
_add

_subtract

Interface

name

symbol

Internal
Internal
Public

Public

Internal
Private
Private
Private
Private

Private

ERC20Perm
it

Public
Public
Public
Public
Public
Public
Private
Public
Public
Internal
Internal
Internal
Internal
Internal
Private
Private
Private

Private

IERC20

External

External

AN N N Y NN

16



IERC20

SafeERC20

Address

Arrays

Context

RBX Token Audit

decimals

Interface
totalSupply
balanceOf
transfer
allowance
approve

transferFrom

Library

safeTransfer
safeTransferFrom
safeApprove
safelncreaseAllowance
safeDecreaseAllowance

_callOptionalReturn

Library

isContract

sendValue
functionCall
functionCall
functionCallWithValue
functionCallWithValue
functionStaticCall
functionStaticCall
functionDelegateCall
functionDelegateCall

verifyCallResult

Library

findUpperBound

Implementation

External

External
External
External
External
External

External

Internal
Internal
Internal
Internal
Internal

Private

Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal

Internal

Internal

NN N N SN SN

NN NN N

17
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Counters

EIP712

ECDSA

ERC165

IERC165

Math

Jelo]o sl RBX Token Audit

_msgSender

_msgData

Library
current
increment
decrement

reset

Implementation
<Constructor>
_domainSeparatorV4
_buildDomainSeparator

_hashTypedDataV4

Library

_throwError

tryRecover

recover

tryRecover

recover

tryRecover

recover
toEthSignedMessageHash

toTypedDataHash

Implementation

supportsinterface

Interface

supportsinterface

Library
max

min

Internal

Internal

Internal
Internal
Internal

Internal

Public
Internal
Private

Internal

Private
Internal
Internal
Internal
Internal
Internal
Internal
Internal

Internal

IERC165

Public

External

Internal

Internal

18
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SafeCast

Strings

IUniswapV2Fa
ctory

IUniswapV2Pai

average

ceilDiv

Library
toUint224
toUint128
toUint96
toUint64
toUint32
toUint16
toUint8
toUint256
toInt128
toInt64
toInt32
tolnt16
toInt8

tolnt256

Library
toString
toHexString

toHexString

Interface

feeTo
feeToSetter
getPair
allPairs
allPairsLength
createPair
setFeeTo

setFeeToSetter

Interface

Internal

Internal

Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal

Internal

Internal
Internal

Internal

External
External
External
External
External
External
External

External

19



IUniswapV2Ro
uter01

RBX Token Audit

name
symbol

decimals

totalSupply
balanceOf

allowance

approve

transfer

transferFrom
DOMAIN_SEPARATOR
PERMIT_TYPEHASH
nonces

permit
MINIMUM_LIQUIDITY
factory

tokenO

token1

getReserves
priceOCumulativeLast
price1CumulativeLast
kLast

mint

burn

swap

skim

sync

initialize

Interface

factory

WETH
addLiquidity
addLiquidityETH

removelLiquidity

External
External
External
External
External
External
External
External
External
External
External
External
External
External
External
External
External
External
External
External
External
External
External
External
External
External

External

External
External
External
External

External

NN N N SN N

v
Payable
v

20



IUniswapV2Ro
uter02

RBX

RBX Token Audit

removeLiquidityETH
removeLiquidityWithPermit
removelLiquidityETHWithPermit
swapExactTokensForTokens
swapTokensForExactTokens
swapExactETHForTokens
swapTokensForExactETH
swapExactTokensForETH
swapETHForExactTokens
quote

getAmountOut

getAmountin
getAmountsOut

getAmountsin

Interface

removelLiquidityETHSupportingFeeOn
TransferTokens

removelLiquidityETHWithPermitSuppor
tingFeeOnTransferTokens

swapExactTokensForTokensSupportin
gFeeOnTransferTokens

swapExactETHForTokensSupportingF
eeOnTransferTokens

swapExactTokensForETHSupportingF
eeOnTransferTokens

Implementation

<Constructor>

shapshot

External
External
External
External
External
External
External
External
External
External
External
External
External

External

IlUniswapV2
Router01

External
External
External
External

External

ERC20,
ERC20Burn
able,
ERC20Snap
shot,
AccessCont
rol,
ERC20Perm
it,
ERC20Votes

Public

Public

NN N N N

Payable
v
v

Payable

Payable

4

21

ERC20
ERC20Permit
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_beforeTokenTransfer
whitelistAddress
_transfer
swapTokensByPair
_addPair
setTokenThreshold
setFundingSells
setFundingWallet
blacklistAddress
setSwaplnProgress
_afterTokenTransfer
_burn

_mint
rescueTokens
rescueTokensSafe

rescuekth

Internal
Public
Internal
Private
Public
External
External
External
External
External
Internal
Internal
Internal
Public
Public

Public

AN N N N Y N N N N N N N N N NN

22

onlyRole
onlyRole
onlyRole
onlyRole

onlyRole
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Contract Flow

23
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Summary

There are some functions that can be abused by the owner like
stopping transactions and blacklisting addresses. A multi-wallet signing
pattern will provide security against potential hacks. Temporarily locking
the contract or renouncing ownership will eliminate all the contract
threats.
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Disclaimer

All the content provided in this document is for general information only and should
not be used as financial advice or a reason to buy any investment.

Cyberscope team provides no guarantees against the sale of team tokens or the
removal of liquidity by the project audited in this document. Always Do your own
research and protect yourselves from being scammed.

The Cyberscope team has audited this project for general information and only
expresses their opinion based on similar projects and checks from popular
diagnostic tools. Under no circumstances did Cyberscope receive a payment to
manipulate those results or change the awarding badge that we will be adding in
our website.

Always Do your own research and protect yourselves from scams. This document
should not be presented as a reason to buy or not buy any particular token.

The Cyberscope team disclaims any liability for the resulting losses.



About Cyberscope

Coinscope audit and K.Y.C. service has been rebranded to Cyberscope.

Coinscope is the leading early coin listing, voting and auditing authority firm. The
audit process is analyzing and monitoring many aspects of the project. That way, it
gives the community a good sense of security using an informative report and a
generic score.

Cyberscope and Coinscope are aiming to make crypto discoverable and efficient
globally. They provides all the essential tools to assist users draw their own
conclusions.

The Cyberscope team

https://www.cyberscope.io
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Contract Review

Contract Name RocketDropV1point8

Compiler Version v0.8.13+commit.abaa5cOe

Optimization 99999 runs

Licence

Explorer https://bscscan.com/token/0x2A2Ab66a3a1269d1C0D

0469B99E732bd8dB9d34F
Audit Updates
Initial Audit 20th May 2022

Corrected 4th June 2022



v

scope

Source Files

Filename

@openzeppelin/con
tracts/access/Own
able.sol

@openzeppelin/con
tracts/token/ERC2
0/IERC20.sol

@openzeppelin/con
tracts/token/ERC2
0/utils/SafeERC20.
sol

@openzeppelin/con
tracts/utils/Addres
s.sol

@openzeppelin/con
tracts/utils/Context
.sol

@openzeppelin/con
tracts/utils/structs/
EnumerableSet.sol

contracts/AuditRef
actor_RocketDrop.
sol

RBX Staking Audit 4

SHA256

75e3c97011e75627ffb36f4a2799a4e887e1a3e27ed427
490e82d7b6f51cc5¢c9

94f23e4af51a18c2269b355b8c7cf4db8003d075¢c9c54
1019eb8dcf4122864d5

b5a1340c5232f387b15592574f27eef78f6017bdc66542
alceab12ad4f78a0d2

aafa8f3e41700a8353aabcdf020e06735753e6bc4b6152
79b43de53cfbb4f2cd

1458c260d010a08e4c20a4a517882259a23a4baalb5b
d9add9fb6d6a1549814a

000b9ea0423e2384130d16e211a96a83ad0ad0f65622¢e
d14b6650cf707a2d41d

bc8dde7f2affec08d5d346baddbfe83a6d16f3de81ba3a
99350c6ceb23986a0e
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Contract Diagnostics

@® Ciritical Medium Minor

Severity Code Description

DSI Data Structure Improvement

EUP Execution on Uninitialized Pools

CO Code Optimization

CR Code Repetition

MC Missing Check

LO1 Public Function could be Declared External
LO2 State Variables could be Declared Constant
LO4 Conformance to Solidity Naming Conventions

LO9 Dead Code Elimination
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DSI - Data Structure Improvement

Criticality minor
Location contract.sol
Description

The poollnfo contains information regarding each staking pool indexed by the pid.
The userInfo contains the user stake information indexed by the users address that
is indexed by the pid. All the methods that access the userinfo, are accessing the
poolinfo as well. Hence, the contract is keeping up to date two data structures with
the same indexes.

// Info of each pool.
PoolInfo[] public poolInfo;
PoolExtras[] public poolExtras;

// Info of each user that stakes LP tokens.
mapping (uint256 => mapping (address => UserInfo)) public userInfo;

Recommendation

The contract could embed the userinfo mapping inside the poolinfo structure so
there is no need for keeping up to date two indexes for data structures.

struct PoolInfo {
IERC20 lpToken;
uint256 lastRewardBlock;
uint256 accERC20PerShare;
IERC20 rewardToken;
uint256 startBlock;
uint256 endBlock;
uint256 rewardPerBlock;
uint256 paidOut;
uint256 tokensStaked;
uint256 gasAmount;
uint256 minStake;
uint256 maxStake;
address payable partnerTreasury;
uint256 partnerPercent;
mapping (address => UserInfo) userInfo;
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EUP - Execution on Uninitialized Pools

Criticality minor
Location contract.sol
Description

The users have the authority to call methods with pid that contain indexes that have
not been initialized yet.

function emergencyWithdraw(uint256 _pid) external {
PoolInfo storage pool = poolInfo[ pid];
UserInfo storage user = userInfo[_pid][msg.sender];

uint256 staked = user.amount;

pool.tokensStaked -= staked;
poolExtras[_pid].totalStakers--;

user.amount = 0;
user.rewardDebt = 0;

pool.stakeToken.safeTransfer(address(msg.sender), staked);
emit EmergencyWithdraw(msg.sender, _pid, staked);

Recommendation

All the methods that accept the pid as parameter should initially check if the pid is
less than the active pool's length.
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CR - Code Repetition

Criticality minor
Location contract.sol
Description

There are code segments that are repetitive in the contract. Those segments
increase the code size of the contract unnecessarily.

IERC20 erc20 = pool.rewardToken;
uint256 startTokenBalance = erc20.balanceOf(address(this));

erc20.safeTransferFrom(address(msg.sender), address(this), _amount);
uint256 trueDepositedTo

Recommendation

Create an internal function that contains the code segment and remove it from all
the sections.
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MC - Missing Check

Criticality medium
Location contract.sol
Description

Normal Value Checks

The contract should check if the configured values may exploit the calculation
results. For instance, if the result of (poolEx.stakeTokenFee *
endTokenBalance) / DIVISOR; is greater than the endTokenBalance value, the
expressions endTokenBalance - startTokenBalance - depositFee; will
underflow.

Maximum Value Exceed

If variables like the 1ockPeriod, gasAmount set to a high value, the users will not be
able to withdraw their rewards.

If the poolEx.accessToken is set to the dead address, then the user’s balance
calculation will exploit.

if(poolEx.accessTokenRequired){
require(poolEx.accessToken.balanceOf(msg.sender) >= poolEx.accessTokenMin,
'Must have minimum amount of access token!');

}

Recommendation

The contract should properly check the variables according to the required
specifications
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LO1 - Public Function could be Declared External

Criticality minor
Location @openzeppelin/contracts/access/Ownable.sol#L.54,62
Description

Public functions that are never called by the contract should be declared external to
save gas.

transferOwnership
renounceOwnership

Recommendation

Use the external attribute for functions never called from the contract.
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L02 - State Variables could be Declared Constant

Criticality minor
Location contracts/AuditRefactor_RocketDrop.sol#L.100
Description

Constant state variables should be declared constant to save gas.

DIVISOR

Recommendation

Add the constant attribute to state variables that never change.
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LO4 - Conformance to Solidity Naming
Conventions

Criticality minor

Location contracts/AuditRefactor_RocketDrop.sol#L.132,133,134,157,177,178,179,180,219,
220,221,230,234,238,245,252,259,266,273,283,292,318,339,363,424,463,481,482
,483,495,499,506,510,518,519,520,526,100

Description

Solidity defines a naming convention that should be followed. Rule exceptions:

e Allow constant variable name/symbol/decimals to be lowercase.

e Allow _ at the beginning of the mixed_case match for private variables and
unused parameters.

DIVISOR
_hewTreasury
_amount
_ERC20address
_recipient
_newBlock
_pid
_newReward
_hewgas

Recommendation

Follow the Solidity naming convention.
https://docs.soliditylang.org/en/v0.4.25/style-quide.html#naming-conventions



https://docs.soliditylang.org/en/v0.4.25/style-guide.html#naming-convention
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L09 - Dead Code Elimination

Criticality minor

Location @openzeppelin/contracts/utils/Address.sol#1.85,114,174,184,147,157,60

@openzeppelin/contracts/utils/structs/EnumerableSet.sol#L.54,130,109,116,72,14
2,262,196,335,241,175,314,248,182,321,234,168,307,274,208,347

@openzeppelin/contracts/token/ERC20/utils/SafeERC20.sol#1L.45,69,60

Description

Functions that are not used in the contract, and make the code's size bigger.

safeIncreaseAllowance
safeDecreaseAllowance
safeApprove

values

remove

length

contains

at

_values

Recommendation

Remove unused functions.
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Contract Functions

Contract

Ownable

IERC20

SafeERC20

Address

Type

Function Name

Implementation
<Constructor>
owner
renounceOwnership
transferOwnership

_transferOwnership

Interface
totalSupply
balanceOf
transfer
allowance
approve

transferFrom

Library

safeTransfer
safeTransferFrom
safeApprove
safelncreaseAllowance
safeDecreaseAllowance

_callOptionalReturn

Library
isContract
sendValue

functionCall

Bases

Visibility

Context
Public
Public
Public
Public

Internal

External
External
External
External
External

External

Internal
Internal
Internal
Internal
Internal

Private

Internal
Internal

Internal

Mutability

\
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Modifiers

onlyOwner

onlyOwner



Context

EnumerableSe
t
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functionCall
functionCallWithValue
functionCallWithValue
functionStaticCall
functionStaticCall
functionDelegateCall
functionDelegateCall

verifyCallResult

Implementation
_msgSender

_msgData

Library

_add
_remove
_contains
_length
_at
_values
add
remove
contains
length

at
values
add
remove
contains
length

at
values
add
remove

contains

Internal
Internal
Internal
Internal
Internal
Internal
Internal

Internal

Internal

Internal

Private
Private
Private
Private
Private
Private
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal

Internal

16
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length Internal
at Internal
values Internal

RocketDropV1 Implementation Ownable

point8
<Constructor> Public v -
rewardPerBlock External -
poolLength External -
currentBlock External -
initialFund External v -
fundMore External v -
add External v onlyOwner
set External v onlyOwner
minStake External v onlyOwner
maxStake External v onlyOwner
maxStakersAdj External v onlyOwner
stakeTokenFeeAd;] External v onlyOwner
lockPeriodAd; External v onlyOwner
poolAccessTokenReq External v onlyOwner
poolAccessTokenAddy External v onlyOwner
poolAccessTokenMin External v onlyOwner
deposited External -
pending External -
totalPending External -
massUpdatePools Public v -
updatePool Public v -
deposit External Payable -
withdraw External Payable -
emergencyWithdraw External v -
erc20Transfer Internal v
adjustGasGilobal External v onlyOwner
adjustPoolGas External v onlyOwner
adjustBlockReward External v onlyOwner
adjustEndBlock External v onlyOwner
adjustLastBlock External v onlyOwner
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withdrawAnyToken External v onlyOwner
changeTreasury External v onlyOwner

transfer External v onlyOwner
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Summary

The contract implements a staking functionality. Users have the ability
to deposit an amount and receive rewards proportional to the time that
has elapsed. This audit focuses on the business logic implementation,
the security concerns and some potential performance improvements.
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Disclaimer

All the content provided in this document is for general information only and should
not be used as financial advice or a reason to buy any investment.

Cyberscope team provides no guarantees against the sale of team tokens or the
removal of liquidity by the project audited in this document. Always Do your own
research and protect yourselves from being scammed.

The Cyberscope team has audited this project for general information and only
expresses their opinion based on similar projects and checks from popular
diagnostic tools. Under no circumstances did Cyberscope receive a payment to
manipulate those results or change the awarding badge that we will be adding in
our website.

Always Do your own research and protect yourselves from scams. This document
should not be presented as a reason to buy or not buy any particular token.

The Cyberscope team disclaims any liability for the resulting losses.



About Cyberscope

Coinscope audit and K.Y.C. service has been rebranded to Cyberscope.

Coinscope is the leading early coin listing, voting and auditing authority firm. The
audit process is analyzing and monitoring many aspects of the project. That way, it
gives the community a good sense of security using an informative report and a
generic score.

Cyberscope and Coinscope are aiming to make crypto discoverable and efficient
globally. They provides all the essential tools to assist users draw their own
conclusions.

The Cyberscope team

https://www.cyberscope.io
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Contract Review

Contract Name
Compiler Version
Optimization
Licence

Explorer

Source Files

Filename

contract.sol

RocketDropV1point5
v0.6.12+commit.27d51765
200 runs

MIT

https://bscscan.com/token/0x864D434308997e964883
8D23f3eedf5DOFd17BEA

SHA256

62031292daf63b70e4bdd3050e931f2c2615f9c61f880¢
Ocfc41621b4acddc47

Audit Updates

Initial Audit

Corrected

20th May 2022
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Contract Diagnostics

@® Ciritical Medium Minor

Severity Code Description
DSI Data Structure Improvement
uuw Stakers Counting Mismatch
EUP Execution on Uninitialized Pools

STC Succeeded Transfer Check

CO Code Optimization

CR Code Repetition

MC Missing Check

LO1 Public Function could be Declared External
LO4 Conformance to Solidity Naming Conventions

L09 Dead Code Elimination
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DSI - Data Structure Improvement

Criticality minor
Location contract.sol
Description

The poollnfo contains information regarding each staking pool indexed by the pid.
The userInfo contains the user stake information indexed by the users address that
is indexed by the pid. All the methods that access the userinfo, are accessing the
poolinfo as well. Hence, the contract is keeping up to date two data structures with
the same indexes.

// Info of each pool.
PoolInfo[] public poolInfo;
PoolExtras[] public poolExtras;

// Info of each user that stakes LP tokens.
mapping (uint256 => mapping (address => UserInfo)) public userInfo;

Recommendation

The contract could embed the userinfo mapping inside the poolinfo structure so
there is no need for keeping up to date two indexes for data structures.

struct PoolInfo {
IERC20 lpToken;
uint256 lastRewardBlock;
uint256 accERC20PerShare;
IERC20 rewardToken;
uint256 startBlock;
uint256 endBlock;
uint256 rewardPerBlock;
uint256 paidOut;
uint256 tokensStaked;
uint256 gasAmount;
uint256 minStake;
uint256 maxStake;
address payable partnerTreasury;
uint256 partnerPercent;
mapping (address => UserInfo) userInfo;
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UUW - Stakers Counting Mismatch

Criticality minor
Location contract.sol#L1157
Description

The totalStakers is increased every time that a deposit is taking place. In contrast,
the totalStakers counter is decreased if the remaining user’s amount is zero. As a
result, the totalStakers does not indicate any helpful information and conditions like
poolEx.totalStakers < poolEx.maxStakers are useless.

poolEx.totalStakers = poolEx.totalStakers.add(1);

if(user.amount == 9){
poolEx.totalStakers = poolEx.totalStakers.sub(1);

}

Recommendation

The contract should increase the totalStakers counter the first time that a user
deposits an amount. The totalStakers should reflect the unique depositors.
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EUP - Execution on Uninitialized Pools

Criticality minor
Location contract.sol
Description

The users have the authority to call methods with pid that contain indexes that have
not been initialized yet.

function emergencyWithdraw(uint256 _pid) public {
PoolInfo storage pool = poolInfo[ pid];
PoolExtras storage poolEx = poolExtras[_pid];
UserInfo storage user = userInfo[_pid][msg.sender];
pool.1lpToken.safeTransfer(address(msg.sender), user.amount);
pool.tokensStaked = pool.tokensStaked.sub(user.amount);
emit EmergencyWithdraw(msg.sender, _pid, user.amount);
user.amount = 0;
user.rewardDebt = 0;
poolEx.totalStakers = poolEx.totalStakers.sub(1);

Recommendation

All the methods that accept the pid as parameter should initially check if the pid is
less than the active pool's length.
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STC - Succeeded Transfer Check

Criticality minor
Location contract.sol#L1219
Description

According to the ERC20 specification, the transfer methods should be checked if
the result is successful. Otherwise, the contract may wrongly assume that the
transfer has been established.

function erc20Transfer(address _to, uint256 _pid, uint256 _amount) internal {
IERC20 erc20;
erc20 = poolInfo[_pid].rewardToken;
erc20.transfer(_to, _amount);
poolInfo[_pid].paidOut += _amount;

Recommendation

The contract should check if the result of the transfer methods is successful.
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CO - Code Optimization

Criticality minor
Location contract.sol#L1047
Description

There are code segments that could be optimized. A segment may be optimized so
that it becomes a smaller size, consumes less memory, executes more rapidly, or
performs fewer operations.

There are methods that are solely accessing the data but are declaring variables as
storage.

function deposited(uint256 pid, address _user) external view returns (uint256)

{

UserInfo storage user = userInfo[_pid][_user];
return user.amount;

Recommendation

Rewrite some code segments so the runtime will be more performant.
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CR - Code Repetition

Criticality minor
Location contract.sol#L.940,956,1147,1189
Description

There are code segments that are repetitive in the contract. Those segments
increase the code size of the contract unnecessarily.

IERC20 erc229;
erc20 = poolInfo[_pid].rewardToken;

uint256 startTokenBalance = erc20.balanceOf(address(this));
erc20.safeTransferFrom(address(msg.sender), address(this), _amount);
uint256 endTokenBalance = erc20.balanceOf(address(this));

uint256 trueDepositedTokens = endTokenBalance.sub(startTokenBalance);

if (pool.partnerPercent == 0) {
treasury.transfer(msg.value);

} else {
uint256 totalAmount = msg.value;
uint256 partnerAmount = totalAmount.mul(pool.partnerPercent).div(10000);
uint256 treasuryAmount = totalAmount.sub(partnerAmount);
treasury.transfer(treasuryAmount);
pool.partnerTreasury.transfer(partnerAmount);

Recommendation

Create an internal function that contains the code segment and remove it from all
the sections.
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MC - Missing Check

Criticality medium
Location contract.sol
Description

Percentage Value Checks

The values that are used as percentages should be checked to not exceed the
100% value. Otherwise, the contract calculations will revert.

function changePartnerPercent(uint256 _pid, uint256 newPercent) public onlyOwner

{

poolInfo[ pid].partnerPercent = newPercent;

}
For instance, the following segment will underflow.

uint256 partnerAmount = totalAmount.mul(pool.partnerPercent).div(10000);
uint256 treasuryAmount = totalAmount.sub(partnerAmount);

Normal Value Checks

The contract should check if the configured values may exploit the calculation
results. For instance, if the result of
poolEx.lpTokenFee.mul(endTokenBalance).div(1000) is greater than the
minStake value, the expressions
endTokenBalance.sub(startTokenBalance).sub(depositFee); will underflow.
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Maximum Value Exceed

If variables like the accessTokenMin, poolGasAmount set to a high value, the users
will not be able to withdraw their rewards.

If the poolEx.accessToken is set to the dead address, then the user’s balance
calculation will exploit.

if(poolEx.accessTokenRequired){
require(poolEx.accessToken.balanceOf(msg.sender) >= poolEx.accessTokenMin,
"Must have minimum amount of access token!');

}

The first condition _amount >= pool.minStake checks if the amount is more than
a threshold. The second condition checks if the user’s amount is going to be more
than a threshold. The contract should either check that the deposit value is between
the thresholds or the user’s amount is between the thresholds, but not both of
them.

require(_amount >= pool.minStake && (_amount.add(user.amount)) <= pool.maxStake,
'Min/Max stake required!');

Recommendation

The contract should properly check the variables according to the required
specifications
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LO1 - Public Function could be Declared External

Criticality minor

Location contract.sol#L.817,836,845,924,938,954,969,1004,1013,1017,1021,1025,1029,103
3,1037,1041,1110,1162,1206,1227,1232,1235,1238,1243,1247,1251,1255,1259,1
265,1269,1273,1277

Description

Public functions that are never called by the contract should be declared external to
save gas.

transfer
changePartnerPercent
changePartnerTreasury
changeTreasury
withdrawAnyToken
adjustlLastBlock
adjustEndBlock
adjustBlockReward
adjustPoolGas

Recommendation

Use the external attribute for functions never called from the contract.
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LO4 - Conformance to Solidity Naming
Conventions

Criticality minor

Location contract.sol#L.938,954,969,1004,1013,1017,1021,1025,1029,1033,1037,1041,104
7,1053,1071,1089,1110,1162,1206,1219,1243,1247,1251,1255,1259,1269,1273

Description

Solidity defines a naming convention that should be followed. Rule exceptions:

e Allow constant variable name/symbol/decimals to be lowercase.
e Allow _ at the beginning of the mixed_case match for private variables and
unused parameters.

_pid

_amount
_ERC20@address
_recipient

_to

_user
_accessTokenMin
_accessToken
_accessTokenRequired

Recommendation

Follow the Solidity naming convention.
https://docs.soliditylang.org/en/v0.4.25/style-quide.html#naming-conventions


https://docs.soliditylang.org/en/v0.4.25/style-guide.html#naming-convention

? el RBX Staking Audit 16

L09 - Dead Code Elimination

Criticality minor

Location contract.sol#L.368,393,403,342,564,640,619,626,582,695,750,674,729,681,736,66
7,722,469,485,480

Description

Functions that are not used in the contract, and make the code's size bigger.

safeIncreaseAllowance
safeDecreaseAllowance
safeApprove

remove

length

contains

at

_remove

_length

Recommendation

Remove unused functions.
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Contract Functions

Contract Type Bases
Function Name Visibility Mutability Modifiers
IERC20 Interface
totalSupply External -
balanceOf External -
transfer External 4 -
allowance External -
approve External v -
transferFrom External v -
SafeMath Library
add Internal
sub Internal
sub Internal
mul Internal
div Internal
div Internal
mod Internal
mod Internal
Address Library
isContract Internal
sendValue Internal v
functionCall Internal v
functionCall Internal v
functionCallWithValue Internal 4
functionCallWithValue Internal v
_functionCallWithValue Private v
SafeERC20 Library

safeTransfer Internal v



EnumerableSe
t

Context

Ownable

RocketDropV1
point5
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safeTransferFrom
safeApprove
safelncreaseAllowance
safeDecreaseAllowance

_callOptionalReturn

Library

_add
_remove
_contains
_length
_at

add
remove
contains
length

at

add
remove
contains
length

at

Implementation
_msgSender

_msgData

Implementation
<Constructor>
owner
renounceOwnership

transferOwnership

Implementation

18

Internal
Internal
Internal

Internal

NN N N N

Private

Private v
Private
Private
Private
Private
Internal
Internal v
Internal
Internal
Internal
Internal
Internal
Internal
Internal

Internal

Internal

Internal

Context

Internal v

Public -

Public v onlyOwner

Public v onlyOwner

Ownable
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<Constructor>
rewardPerBlock
poolLength
currentBlock
initialFund

fundMore

add

set

minStake

maxStake
maxStakersAdj
IpTokenFeeAd;|
lockPeriodAd;j
poolAccessTokenReq
poolAccessTokenAddy
poolAccessTokenMin
deposited

pending

totalPending
massUpdatePools
updatePool

deposit

withdraw
emergencyWithdraw
erc20Transfer
adjustGasGlobal
changeAccessToken
changeAccessMin
changeAccessTknReq
adjustPoolGas
adjustBlockReward
adjustEndBlock
adjustLastBlock
withdrawAnyToken

changeTreasury

Public
Public
External
External
Public
Public
Public
Public
Public
Public
Public
Public
Public
Public
Public
Public
External
External
External
Public
Public
Public
Public
Public
Internal
Public
Public
Public
Public
Public
Public
Public
Public
Public

Public
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Payable

Payable
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onlyOwner
onlyOwner
onlyOwner
onlyOwner
onlyOwner
onlyOwner
onlyOwner
onlyOwner
onlyOwner

onlyOwner

onlyOwner
onlyOwner
onlyOwner
onlyOwner
onlyOwner
onlyOwner
onlyOwner
onlyOwner
onlyOwner

onlyOwner
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changePartnerTreasury Public v onlyOwner

AN

changePartnerPercent Public onlyOwner

transfer Public v onlyOwner
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Contract Flow
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Summary

The contract implements a staking functionality. Users have the ability
to deposit an amount and receive rewards proportional to the time that
has elapsed. This audit focuses on the business logic implementation,
the security concerns and some potential performance improvements.
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Disclaimer

All the content provided in this document is for general information only and should
not be used as financial advice or a reason to buy any investment.

Cyberscope team provides no guarantees against the sale of team tokens or the
removal of liquidity by the project audited in this document. Always Do your own
research and protect yourselves from being scammed.

The Cyberscope team has audited this project for general information and only
expresses their opinion based on similar projects and checks from popular
diagnostic tools. Under no circumstances did Cyberscope receive a payment to
manipulate those results or change the awarding badge that we will be adding in
our website.

Always Do your own research and protect yourselves from scams. This document
should not be presented as a reason to buy or not buy any particular token.

The Cyberscope team disclaims any liability for the resulting losses.



About Cyberscope

Coinscope audit and K.Y.C. service has been rebranded to Cyberscope.

Coinscope is the leading early coin listing, voting and auditing authority firm. The
audit process is analyzing and monitoring many aspects of the project. That way, it
gives the community a good sense of security using an informative report and a
generic score.

Cyberscope and Coinscope are aiming to make crypto discoverable and efficient
globally. They provides all the essential tools to assist users draw their own
conclusions.

The Cyberscope team

https://www.cyberscope.io



