
Audit Report
Crypto Quests

January 2022

Type BEP20

Network BSC

Address 0x4c361491F2262aB34c7AC1D1e3b6F0ee09B9BD98

Audited by © cyberscope



Crypto Quests Token Audit 1

Table of Contents
Table of Contents 1

Contract Review 3

Audit Updates 3

Contract Analysis 4

Contract Diagnostics 5

L01 - Public Function could be Declared External 6

Description 6

Recommendation 6

L04 - Conformance to Solidity Naming Conventions 7

Description 7

Recommendation 7

L09 - Dead Code Elimination 8

Description 8

Recommendation 8

L12 - Using Variables before Declaration 9

Description 9

Recommendation 9

L15 - Local Scope Variable Shadowing 10

Description 10

Recommendation 10

L14 - Uninitialized Variables in Local Scope 11

Description 11

Recommendation 11

Contract Functions 12

Contract Flow 19

Domain Info 20



Crypto Quests Token Audit 2

Summary 21

Disclaimer 22

About Coinscope 23



Crypto Quests Token Audit 3

Contract Review

Contract Name Quest

Compiler Version v0.8.7+commit.e28d00a7

Optimization 200 runs

Licence MIT

Explorer https://bscscan.com/token/0x4c361491F2262aB34c7
AC1D1e3b6F0ee09B9BD98

Symbol QUESTS

Decimals 18

Total Supply 400,000,000

Source contract.sol

Domain

Audit Updates
Initial Audit 9th February 2022

Corrected
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Contract Analysis

⬤ Critical ⬤ Medium ⬤ Minor ⬤ Pass

Severity Code Description

⬤ ST Contract Owner is not able to stop or pause
transactions

⬤ OCTD Contract Owner is not able to transfer tokens from
specific address

⬤ OTUT Owner Transfer User's Tokens

⬤ ELFM Contract Owner is not able to increase fees more
than a reasonable percent (25%)

⬤ ULTW Contract Owner is not able to increase the amount of
liquidity taken by dev wallet more than a reasonable
percent

⬤ MT Contract Owner is not able to mint new tokens

⬤ BT Contract Owner is not able to burn tokens from
specific wallet

⬤ BC Contract Owner is not able to blacklist wallets from
selling
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Contract Diagnostics

⬤ Critical ⬤ Medium ⬤ Minor

Severity Code Description

⬤
L01 Public Function could be Declared External

⬤ L04 Conformance to Solidity Naming Conventions

⬤ L09 Dead Code Elimination

⬤ L12 Using Variables before Declaration

⬤ L15 Local Scope Variable Shadowing

⬤ L14 Uninitialized Variables in Local Scope
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L01 - Public Function could be Declared External

Criticality minor

Location contract.sol#L86,94,282,290,307,333 and 12 more

Description

Public functions that are never called by the contract should be declared external to
save gas.

withdrawnDividendOf

dividendOf

withdrawDividend

...

Recommendation

Use the external attribute for functions never called from the contract
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L04 - Conformance to Solidity Naming
Conventions

Criticality minor

Location contract.sol#L848,849,866,891,1273,1280 and 8 more

Description

Solidity defines a naming convention that should be followed. Rule exceptions:

● Allow constant variable name/symbol/decimals to be lowercase.
● Allow _ at the beginning of the mixed_case match for private variables and

unused parameters.

_routerAddress

_prevOwner

_tokenSupply

...

Recommendation

Follow the Solidity naming convention.
https://docs.soliditylang.org/en/v0.4.25/style-guide.html#naming-conventions

https://docs.soliditylang.org/en/v0.4.25/style-guide.html#naming-convention


Crypto Quests Token Audit 8

L09 - Dead Code Elimination

Criticality minor

Location contract.sol#L29,1306,769,729,795,746 and 5 more

Description

Functions that are not used in the contract, and make the code's size bigger.

trySub

tryMul

tryMod

...

Recommendation

Remove unused functions.



Crypto Quests Token Audit 9

L12 - Using Variables before Declaration

Criticality minor

Location contract.sol#L1788,1787,1789

Description

The contract is using a variable before the declaration. This is usually happening
either if it has not been declared yet or the variable has been declared in a different
scope.

lastProcessedIndex

iterations

claims

Recommendation

The variables should be declared before any usage of them.
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L15 - Local Scope Variable Shadowing

Criticality minor

Location contract.sol#L1208,1446

Description

The are variables that are defined in the local scope containing the same name from
an upper scope.

totalSupply

_symbol

_name

Recommendation

The local variables should have different names from the upper scoped variables.
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L14 - Uninitialized Variables in Local Scope

Criticality minor

Location contract.sol#L1787,1788,1789

Description

The are variables that are defined in the local scope and are not initialized.

lastProcessedIndex

claims

iterations

Recommendation

All the local scoped variables should be initialized.
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Contract Functions

Contract Type Bases

Function Name Visibility Mutability Modifiers

Context Implementation

_msgSender Internal

_msgData Internal

Ownable Implementation Context

<Constructor> Public️ ✓ -️

owner Public️ -️

renounceOwnership Public️ ✓ onlyOwner

transferOwnership Public️ ✓ onlyOwner

_transferOwnership Internal ✓

IERC20 Interface

totalSupply External️ -️

balanceOf External️ -️

transfer External️ ✓ -️

allowance External️ -️

approve External️ ✓ -️

transferFrom External️ ✓ -️

IERC20Metada
ta

Interface IERC20

name External️ -️

symbol External️ -️

decimals External️ -️

ERC20 Implementation Context,
IERC20,
IERC20Met
adata

<Constructor> Public️ ✓ -️
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name Public️ -️

symbol Public️ -️

decimals Public️ -️

totalSupply Public️ -️

balanceOf Public️ -️

transfer Public️ ✓ -️

allowance Public️ -️

approve Public️ ✓ -️

transferFrom Public️ ✓ -️

increaseAllowance Public️ ✓ -️

decreaseAllowance Public️ ✓ -️

_transfer Internal ✓

_mint Internal ✓

_burn Internal ✓

_approve Internal ✓

_beforeTokenTransfer Internal ✓

_afterTokenTransfer Internal ✓

SafeMath Library

tryAdd Internal

trySub Internal

tryMul Internal

tryDiv Internal

tryMod Internal

add Internal

sub Internal

mul Internal

div Internal

mod Internal

sub Internal

div Internal

mod Internal

IUniswapV2Fa
ctory

Interface

feeTo External️ -️
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feeToSetter External️ -️

getPair External️ -️

allPairs External️ -️

allPairsLength External️ -️

createPair External️ ✓ -️

setFeeTo External️ ✓ -️

setFeeToSetter External️ ✓ -️

IUniswapV2Pai
r

Interface

name External️ -️

symbol External️ -️

decimals External️ -️

totalSupply External️ -️

balanceOf External️ -️

allowance External️ -️

approve External️ ✓ -️

transfer External️ ✓ -️

transferFrom External️ ✓ -️

DOMAIN_SEPARATOR External️ -️

PERMIT_TYPEHASH External️ -️

nonces External️ -️

permit External️ ✓ -️

MINIMUM_LIQUIDITY External️ -️

factory External️ -️

token0 External️ -️

token1 External️ -️

getReserves External️ -️

price0CumulativeLast External️ -️

price1CumulativeLast External️ -️

kLast External️ -️

mint External️ ✓ -️

burn External️ ✓ -️

swap External️ ✓ -️

skim External️ ✓ -️

sync External️ ✓ -️
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initialize External️ ✓ -️

IUniswapV2Ro
uter01

Interface

factory External️ -️

WETH External️ -️

addLiquidity External️ ✓ -️

addLiquidityETH External️ Payable -️

removeLiquidity External️ ✓ -️

removeLiquidityETH External️ ✓ -️

removeLiquidityWithPermit External️ ✓ -️

removeLiquidityETHWithPermit External️ ✓ -️

swapExactTokensForTokens External️ ✓ -️

swapTokensForExactTokens External️ ✓ -️

swapExactETHForTokens External️ Payable -️

swapTokensForExactETH External️ ✓ -️

swapExactTokensForETH External️ ✓ -️

swapETHForExactTokens External️ Payable -️

quote External️ -️

getAmountOut External️ -️

getAmountIn External️ -️

getAmountsOut External️ -️

getAmountsIn External️ -️

IUniswapV2Ro
uter02

Interface IUniswapV2
Router01

removeLiquidityETHSupportingFeeOn
TransferTokens

External️ ✓ -️

removeLiquidityETHWithPermitSuppor
tingFeeOnTransferTokens

External️ ✓ -️

swapExactTokensForTokensSupportin
gFeeOnTransferTokens

External️ ✓ -️

swapExactETHForTokensSupportingF
eeOnTransferTokens

External️ Payable -️

swapExactTokensForETHSupportingF
eeOnTransferTokens

External️ ✓ -️

SafeMathUint Library
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toInt256Safe Internal

SafeMathInt Library

toUint256Safe Internal

IterableMappin
g

Library

get Public️ -️

getIndexOfKey Public️ -️

getKeyAtIndex Public️ -️

size Public️ -️

set Public️ ✓ -️

remove Public️ ✓ -️

DividendPayin
gTokenInterfac
e

Interface

dividendOf External️ -️

withdrawDividend External️ ✓ -️

DividendPayin
gTokenOption
alInterface

Interface

withdrawableDividendOf External️ -️

withdrawnDividendOf External️ -️

accumulativeDividendOf External️ -️

DividendPayin
gToken

Implementation Context,
ERC20,
DividendPay
ingTokenInt
erface,
DividendPay
ingTokenOp
tionalInterfa
ce

<Constructor> Public️ ✓ ERC20

<Receive Ether> External️ Payable -️

distributeDividends Public️ Payable -️

withdrawDividend Public️ ✓ -️
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_withdrawDividendOfUser Internal ✓

dividendOf Public️ -️

withdrawableDividendOf Public️ -️

withdrawnDividendOf Public️ -️

accumulativeDividendOf Public️ -️

_transfer Internal ✓

_mint Internal ✓

_burn Internal ✓

_setBalance Internal ✓

ERC20Dividen
dToken

Implementation Context,
ERC20,
Ownable

<Constructor> Public️ ✓ ERC20

<Receive Ether> External️ Payable -️

setMinTokensBeforeSwap External️ ✓ onlyOwner

addWalletFee Public️ ✓ onlyOwner

setWalletFee External️ ✓ onlyOwner

removeWalletFee External️ ✓ onlyOwner

deployDividendTracker Internal ✓

updateUniswapV2Router Public️ ✓ onlyOwner

excludeFromFees Public️ ✓ onlyOwner

excludeFromTokenLimits Public️ ✓ onlyOwner

excludeMultipleAccountsFromFees External️ ✓ onlyOwner

setMaxTxAmount External️ ✓ onlyOwner

setMaxWalletAmount External️ ✓ onlyOwner

setRewardsFee External️ ✓ onlyOwner

setLiquidityFee External️ ✓ onlyOwner

setAutomatedMarketMakerPair External️ ✓ onlyOwner

_setAutomatedMarketMakerPair Private ✓

updateGasForProcessing External️ ✓ onlyOwner

updateClaimWait External️ ✓ onlyOwner

getClaimWait External️ -️

getTotalDividendsDistributed External️ -️

isExcludedFromFees External️ -️

withdrawableDividendOf External️ -️
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dividendTokenBalanceOf External️ -️

excludeFromDividends External️ ✓ onlyOwner

getAccountDividendsInfo External️ -️

getAccountDividendsInfoAtIndex External️ -️

processDividendTracker External️ ✓ -️

claim External️ ✓ -️

getLastProcessedIndex External️ -️

getNumberOfDividendTokenHolders External️ -️

_transfer Internal ✓

swapAndLiquify Private ✓

swapTokensForEth Private ✓

addLiquidity Private ✓

swapAndSendDividends Private ✓

swapAndSendToAddresses Private ✓

TokenDividend
Tracker

Implementation Ownable,
DividendPay
ingToken

<Constructor> Public️ ✓ DividendPayin
gToken

_transfer Internal

withdrawDividend Public️ -️

excludeFromDividends External️ ✓ onlyOwner

updateClaimWait External️ ✓ onlyOwner

getLastProcessedIndex External️ -️

getNumberOfTokenHolders External️ -️

getAccount Public️ -️

getAccountAtIndex External️ -️

canAutoClaim Private

setBalance External️ ✓ onlyOwner

process External️ ✓ -️

processAccount Public️ ✓ onlyOwner

Quest Implementation ERC20Divid
endToken

<Constructor> Public️ ✓ ERC20Dividen
dToken
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Contract Flow
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Domain Info

Domain Name cryptoquests.org‌

Registry Domain ID D402200000018471185-LROR‌

Creation Date 2021-11-30T14:51:24Z‌

Updated Date 2021-11-30T14:51:24Z‌

Registry Expiry Date 2022-11-30T14:51:24Z‌

Registrar WHOIS
Server

whois.networksolutions.com‌

Registrar URL http://www.networksolutions.com‌

Registrar Network Solutions, LLC‌

Registrar IANA ID 2‌

The domain has been created about 2 months before the creation of the audit. It will
expire in 10 months.

There is no public billing information, the creator is protected by the privacy
settings.



Crypto Quests Token Audit 21

Summary

Crypto Quests is aiming to build a play-to-earn 3D open world survival
game. The Smart Contract analysis reported no compiler error or critical
issues. The contract Owner can access some admin functions that can
not be used in a malicious way to disturb the users’ transactions. There
is also a limit of max 20% fees.
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Disclaimer
The information provided in this report does not constitute investment, financial or
trading advice and you should not treat any of the document's content as such. This
report may not be transmitted, disclosed, referred to or relied upon by any person
for any purposes nor may copies be delivered to any other person other than the
Company without Cyberscope’s prior written consent. This report is not nor should
be considered an “endorsement” or “disapproval” of any particular project or team.
This report is not nor should be regarded as an indication of the economics or value
of any “product” or “asset” created by any team or project that contracts
Cyberscope to perform a security assessment. This document does not provide any
warranty or guarantee regarding the absolute bug-free nature of the technology
analyzed, nor do they provide any indication of the technologies proprietors'
business, business model or legal compliance. This report should not be used in
any way to make decisions around investment or involvement with any particular
project. This report represents an extensive assessment process intending to help
our customers increase the quality of their code while reducing the high level of risk
presented by cryptographic tokens and blockchain technology.

Blockchain technology and cryptographic assets present a high level of ongoing risk
Cyberscope’s position is that each company and individual are responsible for their
own due diligence and continuous security Cyberscope’s goal is to help reduce the
attack vectors and the high level of variance associated with utilizing new and
consistently changing technologies and in no way claims any guarantee of security
or functionality of the technology we agree to analyze. The assessment services
provided by Cyberscope are subject to dependencies and are under continuing
development. You agree that your access and/or use including but not limited to
any services reports and materials will be at your sole risk on an as-is where-is and
as-available basis Cryptographic tokens are emergent technologies and carry with
them high levels of technical risk and uncertainty. The assessment reports could
include false positives false negatives and other unpredictable results. The services
may access and depend upon multiple layers of third parties.
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About Cyberscope
Cyberscope is a blockchain cybersecurity company that was founded with the
vision to make web3.0 a safer place for investors and developers. Since its launch,
it has worked with thousands of projects and is estimated to have secured tens of
millions of investors’ funds.

Cyberscope is one of the leading smart contract audit firms in the crypto space and
has built a high-profile network of clients and partners.

The Cyberscope team

https://www.cyberscope.io

https://www.cyberscope.io
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Contract Review

Contract Name Quest

Compiler Version v0.8.7+commit.e28d00a7

Optimization 200 runs

Licence MIT

Explorer https://bscscan.com/token/0xfFe8BF604aA4f3B2Ad9c
0C16f1377A0e5F468DAe

Symbol QUEST

Decimals 18

Total Supply 400,000,000

Source contract.sol

Domain cryptoquests.org

Audit Updates
Initial Audit 27th January 2022

Corrected
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Contract Analysis

⬤ Critical ⬤ Medium ⬤ Minor ⬤ Pass

Severity Code Description

⬤ ST Contract Owner is not able to stop or pause
transactions

⬤ OCTD Contract Owner is not able to transfer tokens from
specific address

⬤ OTUT Owner Transfer User's Tokens

⬤ ELFM Contract Owner is not able to increase fees more
than a reasonable percent (25%)

⬤ ULTW Contract Owner is not able to increase the amount of
liquidity taken by dev wallet more than a reasonable
percent

⬤ MT Contract Owner is not able to mint new tokens

⬤ BT Contract Owner is not able to burn tokens from
specific wallet

⬤ BC Contract Owner is not able to blacklist wallets from
selling
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ELFM - Exceed Limit Fees Manipulation

Criticality critical

Location contract.sol#L1468,L1478,L1560,L1565

Description

The contract owner has the authority to increase over the allowed limit of 25%. The
owner may take advantage of it by calling the addWalletFee function with a high
percentage fee.

function addWalletFee(address wallet, uint256 fee) public onlyOwner {

require(wallet != address(0), "Cannot set fee for this address");

totalWalletFees = totalWalletFees.add(fee);

walletFee.push(WalletFee(wallet, fee));

excludeFromFees(wallet, true);

excludeFromTokenLimits(wallet, true);

}

Recommendation

The contract could embody a check for the maximum acceptable value.

The team should carefully manage the private keys of the owner’s account. We
strongly recommend a powerful security mechanism that will prevent a single user
from accessing the contract admin functions. That risk can be prevented by
temporarily locking the contract or renouncing ownership.
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Contract Diagnostics

⬤ Critical ⬤ Medium ⬤ Minor

Severity Code Description

⬤ CO Code Optimization

⬤ L01 Public Function could be Declared External

⬤ L02 State Variables could be Declared Constant

⬤ L04 Conformance to Solidity Naming Conventions

⬤ L09 Dead Code Elimination
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CO - Code Optimization

Criticality medium

Location contract.sol#L1743

Description

There are code segments that could be optimised. A segment may be optimised so
that it becomes a smaller size, consumes less memory, executes more rapidly, or
performs fewer operations.

The fees distribution algorithm iterates the walletFee fee array. For each wallet it
swaps the corresponding amount for BNB and sends it to the wallet’s address.

For N walletFees, this procedure will produce N calls to the swapTokensForEth().

for (uint256 i=0; i<walletFee.length; ++i) {

if (walletFee[i].wallet != address(0) && walletFee[i].fee > 0) {

uint256 tokensToSend =

contractTokenBalance.mul(walletFee[i].fee).div(totalWalletFees +

totalOtherFees);

swapAndSendToAddress(walletFee[i].wallet, tokensToSend);

}

}

Recommendation

The algorithm could initially calculate the total amount of fees. Then it could issue
one call to the swapTokensForEth() and share the portions of the swapped amount
to the wallets. As a result there will be one call to swapTokensForEth() instead of N.
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L01 - Public Function could be Declared External

Criticality minor

Location contract.sol#L2046,L1998,L1634 and 25 more

Description

Public functions that are never called by the contract should be declared external to
save gas.

process

getAccountAtIndex

dividendTokenBalanceOf

...

Recommendation

Use the external attribute for functions never called from the contract
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L02 - State Variables could be Declared Constant

Criticality minor

Location contract.sol#L2119,L2129,L2128

Description

Constant state variables should be declared constant to save gas.

_tokenSupply

_routerAddress

_owner

Recommendation

Add the constant attribute to state variables that never change.
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L04 - Conformance to Solidity Naming
Conventions

Criticality minor

Location contract.sol#L1953,L1495,L1188 and 8 more

Description

Solidity defines a naming convention that should be followed. Rule exceptions:

● Allow constant variable name/symbol/decimals to be lowercase.
● Allow _ at the beginning of the mixed_case match for private variables and

unused parameters.

_account

_uniswapV2Router

magnitude

...

Recommendation

Follow the Solidity naming convention.
https://docs.soliditylang.org/en/v0.4.25/style-guide.html#naming-conventions

https://docs.soliditylang.org/en/v0.4.25/style-guide.html#naming-convention
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L09 - Dead Code Elimination

Criticality minor

Location contract.sol#L612,L624,L653 and 8 more

Description

Functions that are not used in the contract, and make the code's size bigger.

trySub

tryMul

tryMod

...

Recommendation

Remove unused functions.
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Contract Functions

Contract Type Bases

Function Name Visibility Mutability Modifiers

Context Implementation

_msgSender Internal

_msgData Internal

Ownable Implementation Context

<Constructor> Public️ ✓ -️

owner Public️ -️

renounceOwnership Public️ ✓ onlyOwner

transferOwnership Public️ ✓ onlyOwner

_transferOwnership Internal ✓

IERC20 Interface

totalSupply External️ -️

balanceOf External️ -️

transfer External️ ✓ -️

allowance External️ -️

approve External️ ✓ -️

transferFrom External️ ✓ -️

IERC20Metad
ata

Interface IERC20

name External️ -️

symbol External️ -️

decimals External️ -️

ERC20 Implementation Context,
IERC20,
IERC20Met
adata

<Constructor> Public️ ✓ -️
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name Public️ -️

symbol Public️ -️

decimals Public️ -️

totalSupply Public️ -️

balanceOf Public️ -️

transfer Public️ ✓ -️

allowance Public️ -️

approve Public️ ✓ -️

transferFrom Public️ ✓ -️

increaseAllowance Public️ ✓ -️

decreaseAllowance Public️ ✓ -️

_transfer Internal ✓

_mint Internal ✓

_burn Internal ✓

_approve Internal ✓

_beforeTokenTransfer Internal ✓

_afterTokenTransfer Internal ✓

SafeMath Library

tryAdd Internal

trySub Internal

tryMul Internal

tryDiv Internal

tryMod Internal

add Internal

sub Internal

mul Internal

div Internal

mod Internal

sub Internal

div Internal

mod Internal

IUniswapV2Fa
ctory

Interface

feeTo External️ -️
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feeToSetter External️ -️

getPair External️ -️

allPairs External️ -️

allPairsLength External️ -️

createPair External️ ✓ -️

setFeeTo External️ ✓ -️

setFeeToSetter External️ ✓ -️

IUniswapV2Pa
ir

Interface

name External️ -️

symbol External️ -️

decimals External️ -️

totalSupply External️ -️

balanceOf External️ -️

allowance External️ -️

approve External️ ✓ -️

transfer External️ ✓ -️

transferFrom External️ ✓ -️

DOMAIN_SEPARATOR External️ -️

PERMIT_TYPEHASH External️ -️

nonces External️ -️

permit External️ ✓ -️

MINIMUM_LIQUIDITY External️ -️

factory External️ -️

token0 External️ -️

token1 External️ -️

getReserves External️ -️

price0CumulativeLast External️ -️

price1CumulativeLast External️ -️

kLast External️ -️

mint External️ ✓ -️

burn External️ ✓ -️

swap External️ ✓ -️

skim External️ ✓ -️

sync External️ ✓ -️
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initialize External️ ✓ -️

IUniswapV2Ro
uter01

Interface

factory External️ -️

WETH External️ -️

addLiquidity External️ ✓ -️

addLiquidityETH External️ Payable -️

removeLiquidity External️ ✓ -️

removeLiquidityETH External️ ✓ -️

removeLiquidityWithPermit External️ ✓ -️

removeLiquidityETHWithPermit External️ ✓ -️

swapExactTokensForTokens External️ ✓ -️

swapTokensForExactTokens External️ ✓ -️

swapExactETHForTokens External️ Payable -️

swapTokensForExactETH External️ ✓ -️

swapExactTokensForETH External️ ✓ -️

swapETHForExactTokens External️ Payable -️

quote External️ -️

getAmountOut External️ -️

getAmountIn External️ -️

getAmountsOut External️ -️

getAmountsIn External️ -️

IUniswapV2Ro
uter02

Interface IUniswapV2
Router01

removeLiquidityETHSupportingFeeOn
TransferTokens

External️ ✓ -️

removeLiquidityETHWithPermitSuppo
rtingFeeOnTransferTokens

External️ ✓ -️

swapExactTokensForTokensSupporti
ngFeeOnTransferTokens

External️ ✓ -️

swapExactETHForTokensSupporting
FeeOnTransferTokens

External️ Payable -️

swapExactTokensForETHSupporting
FeeOnTransferTokens

External️ ✓ -️

SafeMathUint Library
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toInt256Safe Internal

SafeMathInt Library

toUint256Safe Internal

IterableMappi
ng

Library

get Public️ -️

getIndexOfKey Public️ -️

getKeyAtIndex Public️ -️

size Public️ -️

set Public️ ✓ -️

remove Public️ ✓ -️

DividendPayin
gTokenInterfa
ce

Interface

dividendOf External️ -️

withdrawDividend External️ ✓ -️

DividendPayin
gTokenOption
alInterface

Interface

withdrawableDividendOf External️ -️

withdrawnDividendOf External️ -️

accumulativeDividendOf External️ -️

DividendPayin
gToken

Implementation Context,
ERC20,
DividendPay
ingTokenInt
erface,
DividendPay
ingTokenOp
tionalInterfa
ce

<Constructor> Public️ ✓ ERC20

<Receive Ether> External️ Payable -️

distributeDividends Public️ Payable -️

withdrawDividend Public️ ✓ -️
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_withdrawDividendOfUser Internal ✓

dividendOf Public️ -️

withdrawableDividendOf Public️ -️

withdrawnDividendOf Public️ -️

accumulativeDividendOf Public️ -️

_transfer Internal ✓

_mint Internal ✓

_burn Internal ✓

_setBalance Internal ✓

ERC20Dividen
dToken

Implementation Context,
ERC20,
Ownable

<Constructor> Public️ ✓ ERC20

<Receive Ether> External️ Payable -️

setMinTokensBeforeSwap External️ ✓ onlyOwner

addWalletFee Public️ ✓ onlyOwner

setWalletFee Public️ ✓ onlyOwner

removeWalletFee Public️ ✓ onlyOwner

deployDividendTracker Internal ✓

updateUniswapV2Router Public️ ✓ onlyOwner

excludeFromFees Public️ ✓ onlyOwner

excludeFromTokenLimits Public️ ✓ onlyOwner

excludeMultipleAccountsFromFees Public️ ✓ onlyOwner

setMaxTxAmount External️ ✓ onlyOwner

setMaxWalletAmount External️ ✓ onlyOwner

setRewardsFee External️ ✓ onlyOwner

setLiquidityFee External️ ✓ onlyOwner

setAutomatedMarketMakerPair Public️ ✓ onlyOwner

_setAutomatedMarketMakerPair Private ✓

updateGasForProcessing Public️ ✓ onlyOwner

updateClaimWait External️ ✓ onlyOwner

getClaimWait External️ -️

getTotalDividendsDistributed External️ -️

isExcludedFromFees Public️ -️

withdrawableDividendOf Public️ -️
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dividendTokenBalanceOf Public️ -️

excludeFromDividends External️ ✓ onlyOwner

getAccountDividendsInfo External️ -️

getAccountDividendsInfoAtIndex External️ -️

processDividendTracker External️ ✓ -️

claim External️ ✓ -️

getLastProcessedIndex External️ -️

getNumberOfDividendTokenHolders External️ -️

_transfer Internal ✓

swapAndLiquify Private ✓

swapTokensForEth Private ✓

addLiquidity Private ✓

swapAndSendDividends Private ✓

swapAndSendToAddress Private ✓

TokenDividend
Tracker

Implementation Ownable,
DividendPay
ingToken

<Constructor> Public️ ✓ DividendPayin
gToken

_transfer Internal

withdrawDividend Public️ -️

excludeFromDividends External️ ✓ onlyOwner

updateClaimWait External️ ✓ onlyOwner

getLastProcessedIndex External️ -️

getNumberOfTokenHolders External️ -️

getAccount Public️ -️

getAccountAtIndex Public️ -️

canAutoClaim Private

setBalance External️ ✓ onlyOwner

process Public️ ✓ -️

processAccount Public️ ✓ onlyOwner

Quest Implementation ERC20Divid
endToken

<Constructor> Public️ ✓ ERC20Dividen
dToken
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Contract Flow
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Domain Info

Domain Name cryptoquests.org‌

Registry Domain ID D402200000018471185-LROR‌

Creation Date 2021-11-30T14:51:24Z‌

Updated Date 2021-11-30T14:51:24Z‌

Registry Expiry Date 2022-11-30T14:51:24Z‌

Registrar WHOIS
Server

whois.networksolutions.com‌

Registrar URL http://www.networksolutions.com‌

Registrar Network Solutions, LLC‌

Registrar IANA ID 2‌

The domain has been created about 2 months before the creation of the audit. It will
expire in 10 months.

There is no public billing information, the creator is protected by the privacy
settings.
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Summary

Crypto Quests is aiming to build a play-to-earn 3D open world survival
game. The contract analysis reported one medium threat issue. The
contract owner can potentially set the total fees up to 100%. It could
have a check for a more reasonable maximum value like 25%. A
multi-wallet signing pattern will provide security against potential hacks.
Temporarily locking the contract or renouncing ownership will eliminate
all the contract threats.
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Disclaimer
All the content provided in this document is for general information only and should
not be used as financial advice or a reason to buy any investment.

Coinscope team provides no guarantees against the sale of team tokens or the
removal of liquidity by the project audited in this document. Always Do your own
research and protect yourselves from being scammed.

The Coinscope team has audited this project for general information and only
expresses their opinion based on similar projects and checks from popular
diagnostic tools. Under no circumstances did Coinscope receive a payment to
manipulate those results or change the awarding badge that we will be adding in
our website.

Always Do your own research and protect yourselves from scams. This document
should not be presented as a reason to buy or not buy any particular token.

The Coinscope team disclaims any liability for the resulting losses.
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About Coinscope
Coinscope is the leading early coin listing, voting and ​​auditing authority firm. The
audit process is analyzing and monitoring many aspects of the project. That way, it
gives the community a good sense of security using an informative report and a
generic score.

Coinscope is aiming to make crypto discoverable and efficient globally. It provides
all the essential tools to assist users draw their own conclusions.

The Coinscope.co team

https://www.coinscope.co
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Contract Review

Contract Name Quest

Compiler Version v0.8.7+commit.e28d00a7

Optimization 200 runs

Licence MIT

Explorer https://bscscan.com/token/0x14fF90F419a3b8A83381
0980fb9225dEDFB916D5

Symbol QUEST

Decimals 18

Total Supply 400,000,000

Source contract.sol

Domain

Audit Updates

Initial Audit
4th February 2022

Corrected
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Contract Analysis

⬤ Critical ⬤ Medium ⬤ Minor ⬤ Pass

Severity Code Description

⬤
ST Contract Owner is not able to stop or pause

transactions

⬤ OCTD Contract Owner is not able to transfer tokens from
specific address

⬤ OTUT Owner Transfer User's Tokens

⬤ ELFM Contract Owner is not able to increase fees more than a
reasonable percent (25%)

⬤ ULTW Contract Owner is not able to increase the amount of
liquidity taken by dev wallet more than a reasonable
percent

⬤ MT Contract Owner is not able to mint new tokens

⬤ BT Contract Owner is not able to burn tokens from specific
wallet

⬤ BC Contract Owner is not able to blacklist wallets from
selling
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Contract Diagnostics

⬤ Critical ⬤ Medium ⬤ Minor

Severity Code Description

⬤ L01 Public Function could be Declared External

⬤ L04 Conformance to Solidity Naming Conventions

⬤ L09 Dead Code Elimination
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L01 - Public Function could be Declared External

Criticality minor

Location contract.sol#L1283,L1269,L1241 and 15 more

Description

Public functions that are never called by the contract should be declared external to
save gas.

withdrawnDividendOf

dividendOf

withdrawDividend

...

Recommendation

Use the external attribute for functions never called from the contract
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L04 - Conformance to Solidity Naming
Conventions

Criticality minor

Location contract.sol#L2136,L2135,L2126 and 11 more

Description

Solidity defines a naming convention that should be followed. Rule exceptions:

● Allow constant variable name/symbol/decimals to be lowercase.
● Allow _ at the beginning of the mixed_case match for private variables and

unused parameters.

_routerAddress

_prevOwner

_tokenSupply

...

Recommendation

Follow the Solidity naming convention.
https://docs.soliditylang.org/en/v0.4.25/style-guide.html#naming-conventions

https://docs.soliditylang.org/en/v0.4.25/style-guide.html#naming-convention
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L09 - Dead Code Elimination

Criticality minor

Location contract.sol#L609,L621,L650 and 8 more

Description

Functions that are not used in the contract, and make the code's size bigger.

trySub

tryMul

tryMod

...

Recommendation

Remove unused functions.
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Contract Functions

Contract Type Bases

Function Name Visibility Mutability Modifiers

Context Implementation

_msgSender Internal

_msgData Internal

Ownable Implementation Context

<Constructor> Public️ ✓ -️

owner Public️ -️

renounceOwnership Public️ ✓ onlyOwner

transferOwnership Public️ ✓ onlyOwner

_transferOwnership Internal ✓

IERC20 Interface

totalSupply External️ -️

balanceOf External️ -️

transfer External️ ✓ -️

allowance External️ -️

approve External️ ✓ -️

transferFrom External️ ✓ -️

IERC20Metada
ta

Interface IERC20

name External️ -️

symbol External️ -️

decimals External️ -️

ERC20 Implementation Context,
IERC20,
IERC20Met
adata

<Constructor> Public️ ✓ -️
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name Public️ -️

symbol Public️ -️

decimals Public️ -️

totalSupply Public️ -️

balanceOf Public️ -️

transfer Public️ ✓ -️

allowance Public️ -️

approve Public️ ✓ -️

transferFrom Public️ ✓ -️

increaseAllowance Public️ ✓ -️

decreaseAllowance Public️ ✓ -️

_transfer Internal ✓

_mint Internal ✓

_burn Internal ✓

_approve Internal ✓

_beforeTokenTransfer Internal ✓

_afterTokenTransfer Internal ✓

SafeMath Library

tryAdd Internal

trySub Internal

tryMul Internal

tryDiv Internal

tryMod Internal

add Internal

sub Internal

mul Internal

div Internal

mod Internal

sub Internal

div Internal

mod Internal

IUniswapV2Fa
ctory

Interface

feeTo External️ -️
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feeToSetter External️ -️

getPair External️ -️

allPairs External️ -️

allPairsLength External️ -️

createPair External️ ✓ -️

setFeeTo External️ ✓ -️

setFeeToSetter External️ ✓ -️

IUniswapV2Pai
r

Interface

name External️ -️

symbol External️ -️

decimals External️ -️

totalSupply External️ -️

balanceOf External️ -️

allowance External️ -️

approve External️ ✓ -️

transfer External️ ✓ -️

transferFrom External️ ✓ -️

DOMAIN_SEPARATOR External️ -️

PERMIT_TYPEHASH External️ -️

nonces External️ -️

permit External️ ✓ -️

MINIMUM_LIQUIDITY External️ -️

factory External️ -️

token0 External️ -️

token1 External️ -️

getReserves External️ -️

price0CumulativeLast External️ -️

price1CumulativeLast External️ -️

kLast External️ -️

mint External️ ✓ -️

burn External️ ✓ -️

swap External️ ✓ -️

skim External️ ✓ -️

sync External️ ✓ -️



Crypto Quests Token Audit 11

initialize External️ ✓ -️

IUniswapV2Ro
uter01

Interface

factory External️ -️

WETH External️ -️

addLiquidity External️ ✓ -️

addLiquidityETH External️ Payable -️

removeLiquidity External️ ✓ -️

removeLiquidityETH External️ ✓ -️

removeLiquidityWithPermit External️ ✓ -️

removeLiquidityETHWithPermit External️ ✓ -️

swapExactTokensForTokens External️ ✓ -️

swapTokensForExactTokens External️ ✓ -️

swapExactETHForTokens External️ Payable -️

swapTokensForExactETH External️ ✓ -️

swapExactTokensForETH External️ ✓ -️

swapETHForExactTokens External️ Payable -️

quote External️ -️

getAmountOut External️ -️

getAmountIn External️ -️

getAmountsOut External️ -️

getAmountsIn External️ -️

IUniswapV2Ro
uter02

Interface IUniswapV2
Router01

removeLiquidityETHSupportingFeeOn
TransferTokens

External️ ✓ -️

removeLiquidityETHWithPermitSuppor
tingFeeOnTransferTokens

External️ ✓ -️

swapExactTokensForTokensSupportin
gFeeOnTransferTokens

External️ ✓ -️

swapExactETHForTokensSupportingF
eeOnTransferTokens

External️ Payable -️

swapExactTokensForETHSupportingF
eeOnTransferTokens

External️ ✓ -️

SafeMathUint Library
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toInt256Safe Internal

SafeMathInt Library

toUint256Safe Internal

IterableMappin
g

Library

get Public️ -️

getIndexOfKey Public️ -️

getKeyAtIndex Public️ -️

size Public️ -️

set Public️ ✓ -️

remove Public️ ✓ -️

DividendPayin
gTokenInterfac
e

Interface

dividendOf External️ -️

withdrawDividend External️ ✓ -️

DividendPayin
gTokenOption
alInterface

Interface

withdrawableDividendOf External️ -️

withdrawnDividendOf External️ -️

accumulativeDividendOf External️ -️

DividendPayin
gToken

Implementation Context,
ERC20,
DividendPay
ingTokenInt
erface,
DividendPay
ingTokenOp
tionalInterfa
ce

<Constructor> Public️ ✓ ERC20

<Receive Ether> External️ Payable -️

distributeDividends Public️ Payable -️

withdrawDividend Public️ ✓ -️
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_withdrawDividendOfUser Internal ✓

dividendOf Public️ -️

withdrawableDividendOf Public️ -️

withdrawnDividendOf Public️ -️

accumulativeDividendOf Public️ -️

_transfer Internal ✓

_mint Internal ✓

_burn Internal ✓

_setBalance Internal ✓

ERC20Dividen
dToken

Implementation Context,
ERC20,
Ownable

<Constructor> Public️ ✓ ERC20

<Receive Ether> External️ Payable -️

setMinTokensBeforeSwap External️ ✓ onlyOwner

addWalletFee Public️ ✓ onlyOwner

setWalletFee External️ ✓ onlyOwner

removeWalletFee External️ ✓ onlyOwner

deployDividendTracker Internal ✓

updateUniswapV2Router Public️ ✓ onlyOwner

excludeFromFees Public️ ✓ onlyOwner

excludeFromTokenLimits Public️ ✓ onlyOwner

excludeMultipleAccountsFromFees External️ ✓ onlyOwner

setMaxTxAmount External️ ✓ onlyOwner

setMaxWalletAmount External️ ✓ onlyOwner

setRewardsFee External️ ✓ onlyOwner

setLiquidityFee External️ ✓ onlyOwner

setAutomatedMarketMakerPair External️ ✓ onlyOwner

_setAutomatedMarketMakerPair Private ✓

updateGasForProcessing External️ ✓ onlyOwner

updateClaimWait External️ ✓ onlyOwner

getClaimWait External️ -️

getTotalDividendsDistributed External️ -️

isExcludedFromFees External️ -️

withdrawableDividendOf External️ -️
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dividendTokenBalanceOf External️ -️

excludeFromDividends External️ ✓ onlyOwner

getAccountDividendsInfo External️ -️

getAccountDividendsInfoAtIndex External️ -️

processDividendTracker External️ ✓ -️

claim External️ ✓ -️

getLastProcessedIndex External️ -️

getNumberOfDividendTokenHolders External️ -️

_transfer Internal ✓

swapAndLiquify Private ✓

swapTokensForEth Private ✓

addLiquidity Private ✓

swapAndSendDividends Private ✓

swapAndSendToAddresses Private ✓

TokenDividend
Tracker

Implementation Ownable,
DividendPay
ingToken

<Constructor> Public️ ✓ DividendPayin
gToken

_transfer Internal

withdrawDividend Public️ -️

excludeFromDividends External️ ✓ onlyOwner

updateClaimWait External️ ✓ onlyOwner

getLastProcessedIndex External️ -️

getNumberOfTokenHolders External️ -️

getAccount Public️ -️

getAccountAtIndex External️ -️

canAutoClaim Private

setBalance External️ ✓ onlyOwner

process External️ ✓ -️

processAccount Public️ ✓ onlyOwner

Quest Implementation ERC20Divid
endToken

<Constructor> Public️ ✓ ERC20Dividen
dToken
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Contract Flow
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Domain Info

Domain Name cryptoquests.org‌

Registry Domain ID D402200000018471185-LROR‌

Creation Date 2021-11-30T14:51:24Z‌

Updated Date 2021-11-30T14:51:24Z‌

Registry Expiry Date 2022-11-30T14:51:24Z‌

Registrar WHOIS
Server

whois.networksolutions.com‌

Registrar URL http://www.networksolutions.com‌

Registrar Network Solutions, LLC‌

Registrar IANA ID 2‌

The domain has been created about 2 months before the creation of the audit. It will
expire in 10 months.

There is no public billing information, the creator is protected by the privacy
settings.
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Summary

Crypto Quests is aiming to build a play-to-earn 3D open world survival
game. The Smart Contract analysis reported no compiler error or critical
issues. The contract Owner can access some admin functions that can
not be used in a malicious way to disturb the users’ transactions. There
is also a limit of max 20% fees.
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Disclaimer
All the content provided in this document is for general information only and should
not be used as financial advice or a reason to buy any investment.

Coinscope team provides no guarantees against the sale of team tokens or the
removal of liquidity by the project audited in this document. Always Do your own
research and protect yourselves from being scammed.

The Coinscope team has audited this project for general information and only
expresses their opinion based on similar projects and checks from popular
diagnostic tools. Under no circumstances did Coinscope receive a payment to
manipulate those results or change the awarding badge that we will be adding in
our website.

Always Do your own research and protect yourselves from scams. This document
should not be presented as a reason to buy or not buy any particular token.

The Coinscope team disclaims any liability for the resulting losses.
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About Coinscope
Coinscope is the leading early coin listing, voting and ​​auditing authority firm. The
audit process is analyzing and monitoring many aspects of the project. That way, it
gives the community a good sense of security using an informative report and a
generic score.

Coinscope is aiming to make crypto discoverable and efficient globally. It provides
all the essential tools to assist users draw their own conclusions.

The Coinscope.co team

https://www.coinscope.co


