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Executive Summary

NSKSWAP
June 13th, 2022 to 25th July, 2022
Manual Review, Functional Testing, Automated Testing etc.

The scope of this audit was to analyse NSKSWAP codebase for quality,
security, and correctness.

https.//bscscan.com/
address/0x51540AF4E9AD6AF937C188e532c8D0807aa0aFA4#code

High M Medium
B Low B Informational
Medium Low Informational
0 0 0 0
Acknowledged Issues 0 0 0
Partially Resolved Issues 0 0 0 0
Resolved Issues 0 0 0 0
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Types of Severities

A high severity issue or vulnerability means that your smart contract can be exploited. Issues
on this level are critical to the smart contract’s performance or functionality, and we
recommend these issues be fixed before moving to a live environment.

Medium

The issues marked as medium severity usually arise because of errors and deficiencies in the
smart contract code. Issues on this level could potentially bring problems, and they should
still be fixed.

Low

Low-level severity issues can cause minor impact and or are just warnings that can remain
unfixed for now. It would be better to fix these issues at some point in the future.

Informational

These are severity issues that indicate an improvement request, a general question, a
cosmetic or documentation error, or a request for information. There is low-to-no impact.

Types of Issues

Security vulnerabilities identified that must be resolved and are currently unresolved.

Resolved
These are the issues identified in the initial audit and have been successfully fixed.

Acknowledged
Vulnerabilities which have been acknowledged but are yet to be resolved.

Partially Resolved

Considerable efforts have been invested to reduce the risk/impact of the security issue, but
are not completely resolved.
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Checked Vulnerabilities

v | Re-entrancy v/ Tautology or contradiction

v Timestamp Dependence v Return values of low-level calls
v Gas Limit and Loops v/ | Missing Zero Address Validation
v Exception Disorder v  Private modifier

v Gasless Send v/ Revert/require functions

v Use of tx.origin v Using block.timestamp

v Compiler version not fixed v  Multiple Sends

v Address hardcoded v Using SHA3

v/ Divide before multiply v  Using suicide

v Integer overflow/underflow v Using throw

v/ Dangerous strict equalities Vv Using inline assembly
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Techniques and Methods

Throughout the audit of smart contract, care was taken to ensure:

The overall quality of code.

Use of best practices.

Code documentation and comments match logic and expected behaviour.

Token distribution and calculations are as per the intended behaviour mentioned in the
whitepaper.

Implementation of ERC-20 token standards.

Efficient use of gas.

Code is safe from re-entrancy and other vulnerabilities.

The following techniques, methods and tools were used to review all the smart contracts.

In this step, we have analysed the design patterns and structure of smart contracts. A
thorough check was done to ensure the smart contract is structured in a way that will not
result in future problems.

Static analysis of smart contracts was done to identify contract vulnerabilities. In this step, a
series of automated tools are used to test the security of smart contracts.

Manual analysis or review of code was done to identify new vulnerabilities or verify the
vulnerabilities found during the static analysis. Contracts were completely manually analysed,
their logic was checked and compared with the one described in the whitepaper. Besides, the
results of the automated analysis were manually verified.

In this step, we have checked the behaviour of smart contracts in production. Checks were
done to know how much gas gets consumed and the possibilities of optimization of code to
reduce gas consumption.

Remix IDE, Truffle, Truffle Team, Solhint, Mythril, Slither, Solidity statistic analysis.
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Manual Testing

No Issues Found

Medium Severity Issues

No Issues Found

Low Severity Issues

No Issues Found

Informational Issues

A.1 Comments not follow as per Netspac

Description

Contract - Tick.sol
In the library the input parameter @param tickCumulative comment is missing in update
function.

Remediation

Include the @param tickCumulative in the comments.

Status
Acknowledged
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A.2 Pragma Unlocked

Description

The pragma versions used in the contract are not locked. Consider

using the latest versions among 0.8.13 for deploying the contracts and libraries as it does not
compile for any other version and can be confusing for a developer. Solidity source files
indicate the versions of the compiler they can be compiled with.

pragma solidity 70.8.0; // bad: compiles between 0.8.0 and 0.8.13
pragma solidity 0.8.0; // good : compiles w 0.8.0 only but not the latest version
pragma solidity 0.8.13; // best: compiles w 0.8.13

Remediation

Fix the solidity version by removing the caret symbol and use the best compiles
method( specified version numbers).

Status
Acknowledged

The NSKSwap - Audit Report

<&

audits.quillhash.com 06



Automated Tests

Slither

- = r TS FLILORET .
Compdlation warmingsferrors on oSUniswap¥iFactory.sols
Marning: Contract code size excesds H3TH bytes (8 Limdt inGroduced in Spurices Dragonl. This centract say mat e depleyable on mainnes. Consider esabling the sptimizer dwith & Now "rens™ wvalue!l; turming of f rewve)
it strimgs, or using Libraries.
==l . SUNESAEIENIPEDL. 3012340 1

I
¥ | coatract UniiwsgviPesl i3 Dvidesp¥iPesl, nNeDelegateCall

| * iRelevant iowrce part SBarts bere aod dpansd scross sultiple Linedl,

Warndng: Contract oode size excesds 4570 Dytes (@ Limit infroduced in Spuriows Dragonl. This oentract say rat De deployable on mainenef. Consider esabling the cptimizer dwith & low “rens™ value!l; turning off revel
t strings; or using Libraries.

==in ISR AFRC ANy S8l 130

|
13 | costract UnifwagViFactary 35 Tusiswapvifactery, UsiswapviPoolbeployer, NebDelegateCall

| * (Pelevant jowrce part SEarts bere aod dpans scresd sultiple Linesl,

Compllation sarnings/errors on «/UnissapVEroal. sal!
Marning: Contract code size excesds F45T6 Bytes (& Lisit ineroduced in Spurious Dregonl. This centract may Ad1 be depleyable on mainnet. Consider esabling the sprtismizer dwith & Uow “rens™ value!), tursing off rewel
1 stelmgs, oF ukbng Librarigd.

—5 Al IPesl. fal=0: 1

|
¥ | contract UnitwagVIPosl it IUniswap¥APool, NeDelegatelall {
| = iRelevant sowrce part starts bere and spans across sultiple Lines).

Compilation marmingslermers on ./ UnissapVEPealbeployer-fals
Warning: Contrast code dife oxceadi JMETE Bytad (& lisit lntreduced in Spurioui OFagsn). Thid contrfect may Aat b depleyable on maimAngt. Congider fasbling the sptimiser {with & Now “reni™ wvalug!), tursing &ff fevel
% strings, or uilng Libraries.
— LfnissagyAPoal, ol 3051z
I
30 | costract UnbswagVIPosl 13 InissapV3Pexl, MeDslegateCall {
| * iRelevant source part SE&ris Mers &0 Lpass acress sultiple Tines).

28] is never used and should Be resgved
imant At i nndissd-rads

Mole legateCall.checkiotDelegatelall IHoDe {egaielall, sol®LE-
Rafersnrsr hffoer 0ok s o Seeet e Sl e e e 0 AT et e

Héent Fancy i UnifwapviPeal.csllecnProtocel (addrass, uimti2B, ointl i) (uaiswapiViPeal sslrBdE-a68) &
Extgrnal calliz
- Transfermelper,safefransfer(tokend, reciplent, asountd ]l {usiswapvIPool. soLrEl3)
State varlables wriifen affer the callisi:
= protocoiFess, foken]l -= sseuntl (UndvsaphAPool, sol@853)
Reentrancy im UniswapViFaol.iscreasedbservationlard inalityNent [uint16] (Uaisweev3IPool. s0l8255=267)!
External calls:
= gbfgarvationCardinalitylexthee = cbiarvatlong.groslcbdarvat lonCardinal ityNext0ld, cidarvat lanCardinal itlie=t ) {UaiiwapviPoal.dalebed=263]
State variables writfen after the callish:
= siotd,observationCardinality®est = ohservaticaCardinalityWextiew (UniswapViFool. soledi-4)
Reenfrancy in Unissap¥IPgol.initializeluint G8] [Uniswap¥3Peal, s0l&271-F89 )
External callsn
= (CArdinsLiTY CArdinaliTyNext]) = abtervaTions. inivislizel_BlockTimesraap!]) [UnissapV3Posl.sols276)
State variables written afuer the callish:
= platd = SlatBifgrePricexie tick, B, cardinality, cardinalinyiexn ¥, true) [UnifwapViPesl. 2aledTE-206]
Rgantrancy in UniswspVIPcal.dwapladdrais, bool, Iat250, uint 168, bytes) (UniswapViPcal. sclrsoi-Ta0]:
External callyz
= (tache, tickDumalative , cache, secondsPerbiquidityTumglativeXlZB) = observatlens,observesingleicache.biockTinesiong, B, slet@58art, t1ck, s Lok@Start.observat Lonindex, cache. Liquidity5Siart ;s lot@Start .observat londy
rdinaioty] [UndcespiAPool, £ oLAE0=TE b
{ebgervat ionTmdey, obse rvat ionCarndinality) = observatlons.write(slovhSTart.ose rvat ionlndes, Coarhe. DlackT IBes T anp, S LoTSTArT. TAck, cache. LigquldityStart, S lotdStart.observat ionlardinal iTy, S 10TOSTArt. obEErvaL il
nlardinalinyhext] [UniswapViPosl. sola?34=T43]
Seate variables writees afeer the ¢alli{q):
- feelrowthGlobal @138 = itate., PesbrowtbGlobaiXI20 (UnliwssViPosl . doLEtda)
- feeGrowthGlobal 11T = state, feeGrowidGlobalXi2l (WnitweeviPool. oledd)
= liguidity = sfate.liguidity {Uniswap¥lFool.saldT55)
= (sloth.sqriPricexSb sloth.tick, sloth. shesairvat fonIndex, slotd. observatdonCardinality) = (state.sqriPriceX®s stave.tick sbservationlndes, observat ionCardinality) (UnivespIPool. soLFT43=-T4E)
Reentrancy im UniswapViPaal. saplssdress, boal, I6E256,uSat 160, By Tes) (Uniswapyireal. 5ales96=748]:
External calls:
{eashe. Eickfumalative, cacks. fedendiPerLiquidityCusal At iveX12B) = sbiervatisas . sbisrvelinglol cache. blackTinsitans, 0, slstBSeart. vick, ilatditare . chiarvat ioalndex, cache. LiquiditySnare , slatRStart .abiarvat Loatl
rdinality] [UndiusgiiPocl, o Lmgas-Tad )
State varlables written after the callish;
= sioti, sqriPriceddih = state,sqrifriceks®s [Uniswap¥iFool. sol&7510
Reentrancy in UnilssapVIPool.ssaplsddress, ool int356, uint 168, bytes) {UnlswapViPool. sols586=788]1
External calls:
= (¢ache. tickCumulative, cacks. sectndiPerLiguidityCusalativeXl2B) = obisrvaticns . obisrveSinglel{cache.blockTinsstany, O, slotOSeart. tick, slotdStart.cbiarvationindex, cache. LiquidityStart , slotdStart .obse rvat Loty
rdinality] [UniiusgiiPesh, o Lneag-TeE )
- lebsarvation]adex, obiarvat lonCardinality]l = sbdarvations. write(sloteStart chdervat ionlndax, caihe, blockT inedtong, s lotdttary, tick, cache. Liguidityitart , s lot@start .obiervat lonCardinal ity , s 1oTO5Eart, obiarvatic
nCardinalityWext] (Unissap¥3Pessl, sol8734-T42]
= Transferdelper.sateTranster(tokend; reciplent wint 356 (- amguni 1l p (UniswapVIFool. sel &TTE)
= bplanced@afore = balanceli) [UniswapV¥lPool.solsTTs)
[Success, datal = Tokend.STATiccalliast. encadeWitnSelectar]| TERI2BMiminal. salancedf . selector, address(this) ) (UaituapVIPool. soleldl=142)
= IusiswapViSuaplal lbeciolnsg . sender ). uniswapViSwaplallback(asountd, assoatl, data) (UalswapiiPool. soLeT 6}
= requirelBaal.string) (balasiedBalere., addlulntdS6 (aasuntB]l ) == balancedl], TTAN (UniswapViPoal.scleTyTh
-~ [ducceis, dakap = fchend.itaticcallissi, ancodewitbialectar| TERL 2 ininal balancedl , ialector addredd(thid) } } {UaituspiiPoal . dolelaL-142)
= Transferdelper.safefransfer (tokend, reciplent wint X536 (- smgunt@l b (UniswapVIFool. seleTra)
- balancelBefore = balancell) {Uniswap¥iFgol.sold8TE1N
= [guccess, datal = tokenl.staticcalliasl, encodewWithielector| IERIZ2EMininal.. calancedf . selector, addressithis) b} {laivuapiIPo0 L. soLE1SE=-15F)
= i Ewmp iSuenlal Tbsshlass . sender b, uniswapViSeaplallback{ssountld, assont]l dstal (sl vaapIPool. soleTaT )
= requireiboal string) (balesceibelere. sdd[uline2 56 (amsuntl) ) == balancedl), TIA) [UniswapViPool.ssleTES)
= [Huccass,datal = Echenl.dtaticcalliats, encodewitbdalector| TERI2Mininal balancedl . delector, addresslithis) )} {UaifwapViPool . solelSi-1530
ttate variabled written afeer the callis):
- sigt@.uniocked = free (Uniswapyl®ool.scLETET)
Reference: BitpssAfglibel: comforyilofs Litherfwiki/Deiector-Bocumentat lonfreent rancy-vulnerabl 11t les-1

SqriPriceMath. getNeatSqrt P LoeF rosdssun Ubisand Iaglp (uist 160 int 138, ulnt 356, beal ) . preduct [ librariesfSariPriceHath-sole3®) i1 & local warissle newver Imitialized
TickBitmap.ssxtInitializedTickithindneward (msapping | Ant i == uint XS], daedd, ine2q, basl ) wordPfas_scope & [(libraries/TickBitnap. s21@65] i5 a local warisble newver Lnitialired
SqraPriceMath, gatRNextiqriPricef roahacyntdfound iaglip (uint 168, wintl 38, ulnt 356, bas k] . preduct_idope @ [Libraries SqriPriceMath, jolrdd] is & local variable sever initialized
UniswsghAPosl, _updatePoiit ionladdress , int 24, Lntdd, ink 138, int2d)., Mippedigper (UaitwagiiPool,. 401813} ii & local wvariable mever initialized

UniveapVIPeal, mint (address, Ink2d, intdd, ulnt 120, bytes ) ealancedbetore (UniswapyiFoo l.solfdT8) 1% & locsl varishle newer indtislized

TickBitmap.rexiIndtializedT ickeithintneword (mapping| int 5 s udntZ5E], int 34, Ink24, kool b, bitFos_scope_1 [Libraries/TickBiimap. $oi#65] is a local wariable newver initialired
I vanai i Prall . minf M addrsce  Ane T e Tl iind N33R ot se] Bl snreifefars liind cunniiPan] _cal ddTS iz & Tnesl usrishles essr dnitinldosad
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NiDalegateCall. checkiatbelegatefalll) (HoDolagatefall-sslrlB=20] if never uied and §Eauld Be ressved
Reference: httpa://github.coafcryticfalitherswiki/Detector-Docusent st ionidead-code

ar imitislized. It is wzed im:

ntrd) {UniswapVIPool.sole]153-233)

L. 50182 36=-252

I [UniswapViPasl . sal@dSs=3567]

Uniswap¥IPool.observations [UniswapVIPool. sol®#99) iz new
Unissapy oo, ssapehotc st ivesinsid
Unilswap
Uniswap
Unifwap

gidPeal, o LIIRG-3 T}

ool 1o lENTS-451

AN [UnivwapV
irwapWIPoD L, 50 LESHG-TEE
ationsfuninitialized-siate-variables

Bt b comSoryt Lofs it

FullHath.sulbiv[uint256, uint 256, uwint 356} { Libraries/FullHath. solsl4=186) performs a sultiplicanion on the result of a division:
~densminater = desssinkrar f rwad (LibFardes/FollHark, saleél )
=iny = [3 ® dencminatord = I (Libraries/FullMatk, solm?)

FultHath, mulDiv (uink230, wint 250, uink 338} | Libraries/FullHath. 30lfld-100) performs & syltiphiceaticn on the result of a divisien;
—dencminator = desgminstor / twos (LibrariesSFollMath, soleg? )
=iny "= 3 = deneminator * L (Libraries Ful1Math, soisml]

Ful tHath . mulDiv [uint 256, uint 256 ulnt 356 ) § Libraries/FullHath. sol8]14-186) performs & sultiplacatdon on the result of a divisican
=dentminator = desaminator f twos (Libraries/FallManh. 01067k
=ifiy ®== ] = denominator ® Llmv [(libraries/Ful IMath. soleg2]

Ful LHath, sulbiv [uine2S6, uint 288 ulnedS8) | Likraries/FullHath, solrld-106) perforas & syltiplicatisn on the redull &F & divigisa:
=densminator = descalnstor / twod (Libraries/FollHath, solsd?)
=iy "= 2 - denominator ® imv (libraries/ful1Math, tole9d)

Ful tHagh . mu 1Dl [uink256, uint 256 uinf 356 ) § Libraries/FulliHaih, sol8]14-100) perdforms & suliiplacatdon on the resulf of & divisdien:
~denominator = desominstor f twos (Libraries/FellMath, solas7 k
=LAy ®= } - denominator * Lav [(libraries/Ful IReth. solegd)

FullHath . sulbiv[uinedSE, uint 256 ulnn 358 ) {Libraries/Fulllath. soleld=186) perforad & sultiplicanisn on the result of a divigisa:
~dencainater = dessslnater f twad (Librariss/FollHanh, saLeEd )
=ifiy "= 2 = dencminalor ® Lew [ Librarbes Pl IMath, iolrgs)

FultHath, mulDiw [uink2308, uint 250, uink X358} {Libraries/FullHath sol@fld-106) performs & syltiplicaticn on the result of a division;
~denpminator = desominstor f twos (Libraries/FollMagh, solag? )
-iny *= 3 - denosinator * L [Libreries/Ful IMsth, sole96]

FullHath . sulDiv [uintd56, uint 256 wintd58) { Libraries/FullHath. soleld-186) parforms & sulviplicavion on the result of & divisisa:
=pfoo8 = predd ;F twas (LEbraried SFullHath. sole72 )
=regullt = prodd ® fnv (NEbrardesFollHach. soleids)

Oracle. stdarvabinglelOrncle. Obiervalica [655)5]  uintd? a2, LAtDe  wint 18, ulntd28, uirtlE] (Libraried Oracle. soLEI4S-20T) perfcred & sultiplication && the result of & divisisa:
={beforeirat, tickiusulative + [[agQrafter.tickivsulative - beforeOrat. tickComylative] f cbiervationTiseDelta) = targetDults,befaredvat, secosdsPerliquidityCusglativeXi28 & ulnt iS00 {wint IS4 latOrafter. secondsl

erbiquidityCusylativeX1Z8 - beforelrkt, seceadiPerliquidityCumylatived 178} * fargetDeltal 7 obiervaticaTisefeltal] [(Libraries/Gracle, sol#275-Z0%)

Tick, tickSpacing ToMsal tquidityPerTickiinid4) (libraries/Tick.soledd-49] perforss & sultiplicaticn on the resull of & division:
-minTick = [TickMath.MIN_TI{X / tickSpacingl * tickSpacing [libraries/Tick.solEd5)

Tich. vichSpacing ToMeil iguidityPerTickiintd4) (libraries/Tick.solndd=40] performs a multiplicatien on the result of a division:
=maxTick = (TickMath.MAX_TICE / tichSpacingl * tickSpacing [libraries/Tick.sclpes)

Refarencs: hEEpd:fraithub. coaseryticralithe r/wiki/Datestor-Dasusentat ionndivide-balors-—sultiply

UnizwapviPool. initialire(eint 168} (Univwap¥iPool.soleZ7i-209) uies o dengerous strict eguality:
= reguiredbeal,; siringlisiotl. sqriPriceX®h == § AL) {SndvsaaVIPool, s01F272)
Unicwap¥IPool. swaplsddress bool  ant 356 uint 160, bytes] (Unis=apVIPoal, sols596-T23 ) uses & dangerouts SErict equality:
= STATE. SOFIFrLCENGS & STEp. SQriPriceMexti96 [Unls=spy3Posl. 3010593 ]
Relerence! hUEps: /A rpithub. cosforyticfslither/wiki/Detetar-Dauseniat lonrfdangerous=at rict-equalities

Eaantrangy in I.Prllll'r-lﬁ‘-f.?lml.-_m;frhulLrhlil.lnlmpﬂl‘wl.-mzfrhulLnnhlu:n:' [UniswapviPool. soloiei-1710:
Extermal calis:
- position = _updstePosition(parsms.owner parans, ticklower parses, tickipper,parses, Liguiditybelta, slotd.tick) (Unis=ap¥IPsal.solél19-325]
= (HlckCumylatilve; secondsPerbiguiditylemulaidveX1T8) = observat ions.chserveSingie(time, #, s1otld. Sick, s lotd, observatlonIndes, 1igeidity ;s loid. observationfardiralityl {UniswapVIFool. sole8¥sE—d8d]
= |slotd.observationIndes, s lotd. observationCardinality) = sbservations.writel_slotd.observatisnlndes, blockTimestamnl ), slotl. vick, ligeidityBefore, _slotd. observatisaCardinality, slotd.observationCardinality
Next) (UaLTwadVIPoDL. S01F341=34E)
Stavte warlables sritten after the callda):

I i3 @ Lotel veriable rever IRITIBLIIed

T T h -
aferesce; hitps:/rgithub. comforyticrsiitherfwikietector-pocusentat icnduninitialized-1local-varisbles

InivuepIFactery. setdwneriaddress b, _oamer {UnisuapVIFactory. solF5d) Lechs & rero=cheh on !
= gariif = gwner [UnlisapVIFactory . SsLesT)
I foreadn hlr;'\.:."n'-;'.!huh.-\:n:l.l'rr"lLr.l"h."!'.lhrrn'h".kl.l:-flr:'.:lr cusintal icandaliiing-rere-mldrois wval idaticn

JniveephIPoo . swapi address bool, int 256, wint 183, bytesh (Uniswapyifool.sol8596-T88] hes exiernal calls imside & loop: (cache.ticklosulative, cache, secondsPerliquidityComulativeXi2B] = observations.observeSing lelcacks,
slockTimestang, #; slotdStart . tick, slotEstart.observat SonTnsex ; cacke. LiguidityStart, slotdStart.observatisaCardirality) (Uniswap¥3Poal . 50 1@555%=TdE )
tefomemcs: hitps: ffgithub.comferytic/siitherwihl Betector=ocusentat lea/fcalli=1ns ide=a=150p

dariabie ‘UniswapViPeal.dwapdaddress, beal, Antli0, vint il Bytes) cstep (EndvwapWiPool. solrfdd [’ in UnivespVIPool, swapladdress, bool, int2 R, uint 168, bytes ) (UniswapvIFool. seleipl-08] potentially weed before declaratier
i stabe,smountSpeclfiedRensining fs B 55 siate,sqrifriceX®d |s sqriPricelimifXSd (UniswapVIPool.sol#hd]

darisbie 'TichBitmsp.nextinitislizedT LWl thindnevord nappingd int 15 == wEntF5E) , intdd, intdd bool) .bitPes [libraries/TEickBitmap. solo52]" in TickBitmsp, nexiinitislizedTickWithindnesord (mappingd intlf == wintT5E), intd
LAAT24 Baal]l [LibrarSes/TickBirssg. $ol842=TT)] palentSally uded before declaration: [(wardPes BitPss) & pasitisalcompressed & 1] (Libraries, TIchB iUEED. S6LAES)

dariable 'TichBivess. nextinitialiredTicidivhinOneWord{nappinglintis o= wEntT5E), Laedd, Lnedd, bool) wordkes (Libraries,/TickBitmap - soleSE)® in TickBimmap.nextinitialiredTickwiehindnchsrd{nspginglintilt == uintdSs], 1at]
B Anidd, bool) [libraries/TickBiteap, solMI-TTi potentiolly uied before declaration: [wordPos,bitPea]l = positicnlcospresied = 1)1 (Libraries/TickBitess, solindd)

Ieference; hitps:ffgithub.comferytic/slitherfwikiDetector-locusentat iondpre-dec Llarat ion-usage-of-local-variasles

Teentrancy in UnlssspdiPool. Tlashiaddress ulnt256, uint256 bytes)] [UniswapV3iPoal. sols791-E34 )
Extercal calls:
= balanceliBefore = Balancel(] (UniiwssVIPoal.soleER? |
= isgccess data)l = tokend, ifaticcalilabl .encodedithSelector| IERC N ininal . byl ancedf, seiector  addressithisl i i {UniswapyiFool.salfl4]-142)
= balancelBefore = balancell] [UnissapNIPool.sol&Ed3)
[success data) & tokenl.seaticcaliiabl.encodeithSelectori IERC2BMInEna . Balancedf. selector, address(this) i) (UniswapVifoal.saldl51l=153]
= TrasgTordelpar-safeTrassTor{pokend, racipient, ascuntd] [(UnissapyiPool, soledds)
- Trasaferelper. daleTrasafer{tskenl, reclpient  aasuntl] [(UnliwigviPosl . dalrdds)
= IUniwwapWIF Lashlal Lback ineg. sender) univeaghIF lashCalltack] 1eed, Teel  datal [UniswapVEFeol, told9Q8 ]
= balancebhfter = balanced[} (UnivwapVIPool.soleB1)
[success, data) = tokend staticcallliabl.encodeithSelectori IERCZBMInEna ] balancedf. selector  address (thisd i) (Uniswapyifool.soldldl=143]
= balancgldfter = Balancedl) (UaituapiiPool.soleEil)
[fucénid, datal = takeal.dtaticcalllabl fncodedithialectar] IFRCI MM i iaal .Balancedl. telectar  addredd (Ehid] i) (UaifwapViPaal.ask@151-152]
Stafe varlabies written after the calilsl:
= fTeeGrothGiobaldlsl = FullMath.meiDivipeidd - feesh, FixedPoint]l 8. 0020, _liquidity) (BniswapWIPool.soLEEr |
= TeeGrowthGioballXi2B «a FullMsth.melDivipsid]l = fess] FinedPoint1ZE. 0026, _liquidity] (UnivwepVIPool.solEEEk
pratocolFess. tokenl = ulnt 138 feesd) (UniswapVIiFool. salegz3l
- pratacalFess. takenl +m ulnt i3S feesl) (UniswapViPool. soleald)
Igenirancy in UnissagViPool, swapiaddress, bool, int 258, uint 188, bytes) (UsiswapVIPool. scliibd-T0);
Exterral callis;
= |cache,: CichCumulat ive, cache: secondsPerl LgeidityTueulat iweX17E) = pbservaiions. observeSinglelcache: blockTimestamp @, slotdStart.tick, slotBSTert. observat lonIndex  cache, LiguidityStart; slot@#Start .observat ionda
rdinality] {UsisuapiIPonl. soleEw-T86]
= |abfgrvatisnlndex, ohiervatissfardiaslity] = ahiervatlissd writelilatStare . chfarvat lonladay, cheha . Bla2kTiSeftass, S LoTESEA Y. pick, cnels, 11guid ity eary, SIGTRSES P  abfervatisciard IAal iy, f LoTBSTaFT . S5 EaFvaL it
wWardinglityhext] (PnbkywapviPool, soleTJ4-743)
State varisbies written after the calils):
= protocolFess, fokenl +u state.provocelFes [UndssapWIPool, soleTEl]
protacolfess. tokenl +& state.protocalFes (UnlswagiViPool. SoleTE4)
befgmemcg: hUtps: fAfgithub. comferytic/slither il Betactor=Docusentat lealreentrancy=vwulnerabi Liniss=2

Teenirancy in UnisssphIPosl.burnfint 4, intdd  wint 178 (UniswapyiFfool.scl@s]1T-341]:
Exterral callis:

|pos it Lon  amount®Int, amauntlint) = sodifyFositioniModifyPosit ionParans|msg. sender; Tichkilower ticklpoer,; = int256(aaount ). tolnt 284 )0) [UniswapiiPaal. sols522=5343)
= [loth.sbgervat Sonndex, slath. objervatlealardiaslity) = obgervatisng. write slstd. abhgervanicalndex, blocklisestaapl]), slowb.tick, LiguidiryBatare, slatd.obgervatisefardimsliny, flovd.sbhiervatlonlsi
dinalityexe ) [Uniswapvifssl. valedal-Ri8)

= itickbumalafive, secondiPerbiquidityCusulat ivek]ldn ] ghiervationi.chiervelingleltine @, Lok@, tick, s lof@.eiservat ionlndex, Liguidify, s lof@.chiervat iordardinaiaty] (UniswaeVIPoo i, o LEFGG—404 )
Event emdtted after the callish:
= BUreBsg. sender, tickLosaer, T 1ckUpper aB0OUnt ; anount e, assentl] (niswaeV3IPool.s01e542]
teentrancy ia UnissapdiPosl.collectiaddress, int24, int24, uint126, uint 138D (UniswapViPoal. solrdfb=513]:
Extercal callis:
= Tracaferselper-safeTrasafer(tokendl, recipient, sacunt@] [UniswapiiPool, 10105051
= TrarsTerdeliper.safeTransTeritokenl. reciolent . ancuntl] (UnissacVIPool. sol#é5e9)
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= Trasafardelper. iafeTraniTer(takesd, recipient ul {uaifwapsIPoal. saleT 1G]

- balancelBefore = balaegeli] [(Uniswap¥¥Fcal.is Bl

= isycoess, dats) = Sokenl.staticoallissd, encedewlthbe Lector] IERC 2™ Inina ], CalencelT, selecior, address{this ) 1) [UniswapYircal, solelsl-152)

= IUniswapVISwaplallbackingg. sender). unls=apy Swaplalibackiamountd, sneuntl. 2atal (nlP<agVIPool, 3014782)
reguire] bl string ) {balancelBetore. addiulnt 256l amsunt1] ) <= balancel[ ), 114 niswapiIPonl. soleTEd)
success data) mehenl. staticcall|aki.en
Event smitied after the callish:
= wulplEdg. (fnder, recipient
Reference; hitps:/fqithub.coafcry

aEcuntd, asouatl, $Tate, LgrtPr Loe9s, state. Liguidity, wip1Pool, solefds )

herdwikl/Petector-Reiusentat Lonfreentrancy-vu lnerabl Lit des-2

Uniswap¥3IPool. indtl glmintlbd) {Uniswap¥IPool.solfXTi-2E5) uses timestamp for coeparissns
Dangersus cesparis
reguirs|basl, aer
Uniswap¥iPool. swapladdress boal , £

Pangeraul cespariseni:

- siate, ampontSpecified@enaining |= @ B6 state.sqriPriceXsh = sqriPriceLimitX9h [(UndyrsapVIPoal, soldddl]
step.tickhent < TickHath.MIH_TILK [UnissapViFool. selsb53)
StEp.tickient > THCHMSTH.MAX_TI(E [UnlswapyIFaedl. soleass)
cacke, fecProtocsl = & [UnissapViPeol. salasiz)
suate. liguidiny = & {Undiw IPsal. snlaEdd)
slate, igriPrleell == ilep IPFiceMextd0E [UniiwasVaPssl.
SRate, fqrifFricei9l |m dtep. igriPriceSEarti®h [UniiwapViIPecl.id
siate, tick !'m sigtOStart.fick (UniswapViPool.50lPT13}
cache, liguiditystart !s state, ligeidiny (Uniswaph2Poal. 5o l8T55)
state. profocolFes = @ [UnissapViPeol. salsTell
state.profocolfes = & [UnissapViPeol. salaTEd)
aEtedt]l < & (Unifwdpvifeol. saleTTi}
= reguiare|bSal, gkr anceRBedore, adAlulnfiS0| Facynt@ ) == Lalance® ), 104} (UaiiwapViPool.solEri?)
asopntl = B {UniTw Faol. 5oL BTG
regquirelbal, string) (balancelBefore, sddlulnt 256 | sncuntl) ) <= balancel(), 1IAF (Usiswap¥iPool. sol#Tad]
[step. sqrifFricelsext = sgriPricelisdti®6] [Unls=api3P « S0 FEE3-671 )

[308E. IqFEFrLCENEdINSE = S5FLPFLieet 1EX96] [UnLsagV3Pesl. 1o los63=-671 )
Referenis: RLLES: fraithub. Cof /e ryt Lo/ s LEvhe rwlik i/ De 1 Lo =D useh Lol LB loc k=1 Lfa i t ASp

2 EREE B.AL) vidn IPpal. 2610272 )
150, bytes] [UnipwapViPosl. sola506-T8) uviss tissstamy for fosparijons

FultHath, su 103w LuinEd b uint d56  win s librarie
= IMLEIWE ASH [libraries/FuliFsth, sold2h-18}
- IMLINE ASH [libraries/FullMasth.sol#35-37}
= TMLIHE ASM [Llibrarles/FullMeth.$ole52=-54
TMLIRE ASH [libraries/FullMath. sol@56=55)
THLIHE ASH LessFullMath. soleG6=-65)
TMLIHE ASH Les /FullMath., 187 1-T1)
IMLINE ASH [Libraries/FullMmath, io =TS
TickMath, geiTickAtSbqriRatiolulntiG0) (Libraries/TickMath, soleGl-I80) uses assembly
IMLINE ASH [librarles/TLckMsth. sole86s=-73)
TMLIKE ASH [libraries/TickMath.sol#Td=T3}
THLIHE ASH ries/Tickath. saleT=-E3)
= IMLIHE ANH Lo/ TLERMATh . Aol FE4-
- TMLEHE ASH LeisTickMath ., doloas-55)
— IMLINE ASH (librarles/TickMath, 300804-58)
= IMLIHE ASH [libraries/TickMath.solda9-183)
= TMLINE ASH [libraries/TickMath.sol#lpd-187])
IMLIHE ASM [librarlessTLckMath.

JPulHath. alrl4-106) uies atseably

TMLIHE ASH flei TLchkMath.
= IMLINE &M Leg ST LCkMath .
— IMLINE ASHM Les/TickMath, d

= IMLIWE ASH [libraries/TickMath
= IMLIHE ASH [ libraries/TickMath.soldldd-145])
IMLINE ASH [librarles/TickMath. sol#ls8-155]
TMLIHE ASH [librarles s Tickath. 1611
THLIHE ASH LessTickMath. p=<1671
AGH EMith.
LesfTickMath,
lee /TirkMath.

dewlthSelector] IERC2EN ininal . Balancelf. selectar address(this) }] [UnissapViPeal. salol5i=153)

stnd aauesbly

Reference! r=Documentat fonfassenbly-ussgpe

biffereat v

&l Salidity 15 used:
["e@. P 6", ">ad. 4.8°, ">eb. 4. 00 8.0", "seB . 5.0', "sab.5.0<8.8
M leghteCall,.soled)

{Un i swapVIFack
| Un 15w pWIFool.
= W@ T8 (UniswapVIFoo 1Deployer.soleh
Cedf TE B iminal.

Py

\back,sol®r)
Libacks

LRI Y
f1atary
i Antarfsces;
mteirdsces
terfsces)
Libraries /Bl
LiBraries,/ FleedPo

swapVIFoo LDwnerhct lons.
swapWVifoolState. sa

[
W

Librarless/LowtasSalelath. sol#2)
<088 {libraries/Oracie. ol )
&8 | Libraries Posit r
{Libraries/SafeCasn.saled)
FEPFLCEMAth. $5L02]
Lk rar Loy SwapHath. salirg)

- B - c flibraries /' Tick, sole2)

S/ TLchBAmap . s0LE2 )
praries /TickHath. sal#z)

-
Beference:; kl/Detecisr-Docuaentat fonkdif f areat -pragaa-di rect 1vet-are-gied
LowGasSafeHath.muliwinta ¥b,wi
LowGasSaf=Math. sub{
Dracle. binarySearn:

5] Braries/LowiasSafelath. sol#2T-29) 15 never used and should Be ressved
int256, wintIss ) iraries/LosasSatedath. sol®l3-21) 15 never used and should Be resoved
acle.bseErvatl BS5350ulnedd; ulntd?  ulmt 16, uintl6) [(Libraries/dracle.salel53=-16

tioas(Oracle. ObservatisalB5535]  uiat 3 uintid, intdd, us
1 [E5535] ,mint 1k, u ) sraries/Oracie, soloidf=13
racle. 20 LPS2-63) i3 n
tbrariesOracle, solf]l30-140) L3 never wied and tho
ervel0racle. Observationl 65535 ), uintdd , uint32 (1, dnt24 , wint 16, ulnt 128, uist16)
peervesinglellracile. hse
cle. Dbserval
ieFvit Lon [E5535]
S Hr-E

1d be resaves

PEVET uSed &l
ibraries 0recle. salel
fhsuld be

Toawd

be resoved

Dracle.
Dracle.
Oracle.
Oraele.writ
Eel@rence: |

(65535 ] ; ulnt3d, uimt32, int 24, wint 16, wint1 38, udntlE) | libraries/Oracle. sol#345=-137] 15 never used and should B
t32, imt 24, uint12B) [Libraries/Oracle. soledd=45] i3 newer used and should be removed

wlAklE, ulnedd, EiDB, uintlE afled/Oracle.alMB=101) (1 &pved wuisd &% dhould be Fésdved
eEfCryt LEF Rl ither/wiki/Dete o ntat 3anPded

Pragea wersione-sg,
Pragea wersion-=g,

S.@ [interfaces/IERCIMMANIna L, 30l

5.
Pragsa wverslonesg, 5.

-

g

-]

[interfaces/IUniswapViFactory.sol#2) allows old versions
[interfaces/IUniswap¥iFaol. | allows old versions

L'y | ailows old wersions
L]
L
B [inerTaces s IUnlswapViPao LDeplover-S0Le2) allows old wErsisns
[
L]
1]
2

Pragéa vers Lomesd,

Pragsa verilonsal. LiwephIF lashCallback. 4ole2] allowi old verilons

[interfaces,/callback/

Pragea werslon=al,
Pragma wersioresg, 5,
Praoma versiome=d, 5.

[interfacesscaliBacks gy MintCallback, solod) allows ald versions
Linterfaces/callkacks s 1 Swaplallback., 1ald2) sllows old versions
Linkerfaces/oools [Unissao¥iPoolbctlons. sol®2] allows old versions
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Pragaa werslesss. 5.8 (iaterfaces/posl /TUniswvapVIPaalSeate. oole2] allews ald versLeat
Pragas werilefoel. 5.8 {LiBFaFLef/BLNRMEN. £31N2] Sllowi &ld wErdlond

Pragaa wersioroad. 4.8 {Libraries/FicedPoint120. soli2] allows old wersions

Pragas wersionesd, 4.8 {libraries/FicedPoint5d, sold2] sllows ald wersions

Pragma werslon-sl.d, <8, 8.8 (libraries/FullMath. sold?] it foe complex

Pragea wersiores=g,5.@ {libraries/Liquidity®sth. so0l82) alloes old wersions

Pragea wersloresd.T.8 {libraries/LowtasSaledath. solfZ] allows old wersioss

Pragea werslesesg. 5. @00.8.8 [likrarles/Oracie. sol82) 15 too Complex

Pragaa werslesesd. .0l 8.0 [Librarles/Posit ion. 45102 £5 188 complex

Pragas werdlofeed, 5.8 {LiBrafles/Safelast. p5Lr2] allowi ald warileas

Pragas wersionsed. 5.8 {libraries/SqrePriceMath. iolé?] allowi old werdions

Pragas wersionesi, 5.8 | libraries)/Swaplath. icl#?] allows old weriions

Pragaa wersiornesl.5, <@, B.8 (libraries/Tick.sol#2) 1% foo coaplex

Pragea wersiore=g,5.@ {libraries/TickBiteap, solf2) allews old versions

Pragma werslore=g.5.8=<8. 8.8 [libraries/TickHath.sol@2] i5 tob complex

Pragaa werslesesf.b.8 {libraries/TransferHelper. solf2] alloes old wersless

Pragea wersleses. 5.0 (Libraries/Unsareiats. sole2) allews old versisns

Roferencts: RiEgE:i frgithub.coaferyt e Alithe rrwiki/Dotestor-Desusentat Lonlincar racl=vri Llodd=a f=gal idity

Low lewel call in Usiswap¥IPool.balancel(] [(UnissapWiPocl, ioldles-145);

- |sucgess,datal = tokend, staticcallilabl.encodeWithSelecior (IERIIMN LN imal, balancedt , selector address (Thish bl cEnivwapIPoot, S0 LE141-142 )
Lo Lewel call in Uniswap¥WiPool.balancell] [Unis=ap¥WEPeol.solfL58-155):

- |successdstal = tokeml, staticcalllabl.encodeWithSelector (IERII@MLnimal . kalancedf  selector . address [thish b] (UaiswapWIPool. 30 l#151-152 )
Lewt Lewel call fn TransferHelper.safeTransfer| address, address, ulnndss) (Libraries/Transfertelper.solelq=22:

= |[guifEis, Aatal = tokes.calllabl.easodedithSele<tor (IERCIBHEN LakL. trandTer . selectsr, 1o, value) b | Libraries /TrassferHelper.so1l0l9=20]
Reference: RUEps: frgithub. conferytiefAlither/fwiki/Detect of-Dssusentat L oall o= 1eus L-calls

Paraseter Uniswap¥¥Factory.ietlwner|address), owner (UsivwapViFactory, solf54] iz not in mizedCase
Reference; hifps: /fgithub.comferyticfslither/wiki/Detector-Deiunentat lonfconformance-to—sal idify-nam ing-corsent ions

Variable Unissap¥IPoal. wpdatePesitioaladdress, intdd, intdd, int 128, int24) . _TesbrowthElobal®ci2E (Unds=ap¥3Poal. sol#3BB] 82 toob similar to Unissap¥3IPool._updatePosition(address, intdd; int2d, int 128, int24) . _feebrowthbic
bELLALTE (UniswapViPeal. sale3E8)

variable UnissapViPesl. collectiaddress, inn24, Lnnd, ulnt 128, uint12E) . anoustBRegues ted [UniswapViPeol. soledd) it tea similar to IUniswapViPoolOwmerACCions. collectProtecoldaddress, uint128, ulst128) . asount 1Requested ()
AeerTaces/poals IUniswapVibea 10eee FACE 804, S5LE21)

Yariable UniliwagViPsol.collectProtocoladdresi,uintlll, wint 138} . amcunt @ equeited [UaiiwapViPooal. solPES8) ii too dimllar to IUGiiwepWiPodiOwnerdctioas.collectProtocolladdreds, ulntliB.aintldE) . ancodt IRegueited [Lntei
fatedy pasal s TUA § swapVIPoa L bwne ract Lons , 5o LT LR

Yariable Uniswap¥iPeal,collieciProtocolladdress  wint12B, wintl128 . sacuntiSequested |Unitwap¥iPool.solPESR ) 15 too similar to Uniswap¥WiPool.<ollectl{address, int2d, int 24, 0intlF8, ulnkl28) . amgunilRequested (DnlswapiiPool,
LELE LR H]

Variable I[Unissap¥iPoolbctions.collect (address,intdd, a4, uint1ZE  uint 113}, ssountdEequested |dnterfsces fpoaly IUniswapVIPoolict ions. 501847 ) 15 too similar to ISedswepV3Pooldcticns, collect{address  Ant 3 int P4 udntdi
B uint128} . ameunt 1Requested | interfaces, pools/IUnisuapVIFoo LACT L0ns . S0 Le4E]

variable IUniswapViPealAcrions-collect (address, 1ntdd, 1124, uinT12E, ukne128) . sesunTiiequested |1ATerfaces /peal/ IUALSuapVIPOOLACT LOAS . S01047) 15 Too sisilar To IUalswapViPoolOune rALT1o8s. collectPratocoliaddress, ulat]
IE, ulnei28) . amsuntikequested | 1ATerraces/ pesl/ IUal fuapVIPoalunerACt Lons . solBX )

Variable IUniswapViPoalActioni-collect (addrasd, iat2d, It 24, uintl2E, uint 138} . eecun1t®iqueited |iatarfaced /pssls IUniiwapViPooldzt Loni . 2ale47) 1t teo 4iBilar to UsiijwapviPool.collett|nddredd, int24, iat24, uintlds, ulntll
B) . ascuntLRequested [Uniiwap¥iPool. solidasl

Yariable Uniswap¥3Peol.collectProtocaliaddress, uint128, wint1 0}, sscuntiBequested (Uniswap¥iPool.solEEid} 13 too similar to IoniswepiiPocldctices. collectidaddress, Int 24, ink 24, ulnt 128, uint128) .asountlReguested [inker!
aces )/ pon L TUnd swapé 3o Lkct lons . so LRdE}

Yariable Unissap¥3Peol,collectisddress  intdd, intdd ulnti28,wint12E8) . ancuntBRegees ted [UniswapVIFool. solddBd) Qs foo similar to UnissapVifool.colleciladdress, intdd, inkdd  uint 128, int 138} . anpunt1Requested (UniswapVF
ool 2018495)

Variable Unls=apV¥iPesl. collectProtocol(aodress, uint1zE, wint112). assuntiiequested (UaitwapyIPool. solrES@) 15 too simllar To Usifwap¥IPool.follectProtecolissdress, ulntl2s, uiatl2E) .asount iReguetted (UnlsuwapVIPesl. sall
BEL)

Yariable IUniswapyiPoalOwserAcE iond.collectPratocol{addredt,  uint 138, ulnt128] . aesuntidequeited {interfated poal s/ I0A i duapIP oo I Dwnerset Load . 4ale28] 14 too dfmilar ta IUGivwesIPoslOwne rACT LoaE . callectPratacal [ add resd
2uint1T8, ubint128) . secuntlRequested | inter faded fpeals TUai swapViPoo 10werdctions . 5o LEXLY

Variable TUniswapViPoalemerActions.collectPFrotacel{addreii, wint 10, uink120] . smgunt#Requested {interfaces/peal/ Tl iswapiPoo | Gwnerdet lons . 301F38) is too similar to UniswapWiPool.collectProtocalladdress uinkd28, uin
138}, amcgnt 1Requested {UniswapWIFoo L. solEEEL)

Yariable Unissap¥3Peol,collectiaddress, intdd intdd ulnti28,wint128) . ancuntBRegees ted [UniseapVifool. solddBd) iz foo similar to IlnilswapViFoollctions.collect|sddress;intdd int2d,wint]1 38, uint 128)] . smount IRequested (dr
terfaces/poolfIUn1swapVEPeolACT ions . SolRLE]

variable IUniswapViPoalOsmerActions.oollectProtocslasdress, uintlse, ulntl28] .. assuntdfequested (interiaces/pial/ IUAisuapddPoolOwnerAct Lons . S01F20) 15 too SEimLlar to UsitwapVIPool.Collect|ssdress, iaT24, int24, wint1lE,
uint12E) . anoust IReguested [UniswapViPeal. alrdis)

Yariable [UniswapViPsalActiond-£ollect (addrass, IAat24, I6t24, uint1 28, wint 138) . essunt®eques ted | iater Teced fpos L/ TUA S swapVIPFoa LAt Lond . 301847 ) 1% too di8ilar to UaiswapvifFool.collestPratecal{addreids, ulntl28 uist128) .4
meentlkequedted (UniswapVIPool-0LFES1)

Variable IUniswapViPealOwserActiond.collect®rotocol{addreis, mint1M, uint120] . amountdfequested (interfacespeal/IUaiswapiPooiOwnerkctions  401029) 15 too similar to IUaidwseWIPoolActices.collectiaddress, intdd, intid,
wintliBwinild8}, smcuntlRequested {interfaces/poals/ TUniswapy1Poo LActions . so L8}

Yariable Unissao¥3Peol,collectiaddress, intdd. intdd, ulnti28. wint128) . ancvuntBReoues ted [UniseaoVIFool, solddbdl iz foo zimilar to UnissapViFool.colleciFrotocollsddress.wintlF®, udnil28) . smounilReguested (UndsweaciIPool,

VBriable Dnlpsap¥iPasl. 1 1aah[sadroes, sintime., ulntaah, bytea]. SalanteRATier (UniswapviPool sclsRlRl L1 too similar to Uniswapvi@ool.flashiaddross, ubntasn, uintaeh, Bytes ). balasce Al ter |DAivwepvIPooL,. 30 FEIL]

Variable Unitwap¥iPeal, vwap [sddress, boal, int 250, wint 168, bytes ) . balancetBefore (UniisapVifes]. ol@?75] 83 feo vimilar &0 UniisgpViPeal, flash{sddress, wint 2?58, uint 256, bytes] balanceifefore (Uniswap¥iPool. solesgl]
Yariable UnisswapViPeosl. swapladdress, boal, int250, wint 1l bytes ] balancedBelfore [(UniswapViIPeal, sold775] i3 foo similar &0 UniswapViPool.mimtladdress,intdd; intdd.mintld8 bytesh, balancelBefare [Unis=apViPeal, sol@479])
Yariable Unissap¥3Poal. flashiaddress  wintd5E uintd56, bytes] . balancedBefore (Uniswap@iPool.sol&Ed2 ) 15 too similar to Ueiswaps3fool.ming {address, int2d  intdd  uint 128, bytes] balancelBefore (UniswapsiPool.soledTs)
Variable Unissap¥3Peol. flashladdress aintEsE ulntd56, bytes] -balancedBefore {UniswapiIPool.soleBd?) is too similar to UsiswapWiPool.flashladdress, ulst256, uint256 bytesh. balancelBefore [(Unis=apViPoal.solf383)
Variable UnlswapVIPesl. suagladdress, baal, 1At 256, uint 160, bytes) . balancebBefare (UnlsvapVIPesl. solsTT5] 3 e slailar e UnlieapViPasl. suspladdress, beal, IAe25E, uint 1Ed, bytes). balancelBelfame [UnlisapVIPeal. 10l87E1)
Variable UnifwapVaresl.aiat (addrads, IAt24, Iat24, uintldE, byted)  balancetBefore (UniisapiIPes]. LolM4TE] S5 tes dlailar to UnliwapViPecl.sist(address, ntd4, intld, int 138, bytei) . balancelBefare [Unlisap¥aPeal. #oleaTe)
Varkable nltwapViPosl. aint [addrads, int24, Int28, nintld8, bytes) . balancoblefore [UnliwapViPes], iolmdTR] 23 8es dlailar to UnliwapWiPesl, pwigladdress, bool, Iat256, aint 168, bytes), balancelBelfare [Unlisap¥iPssl, solaTall
Variable Unioesp¥iPcol. flash(sddress mint T4 vintdSh, byted) . balance@fafore (UnivwapiPool. soleidd ) i too similar to UsiswapviPool.swapiaddress bool, int 354, uint 184, bytes] Balanceifafore (Uniswap¥iPool_ soleTal)
Yarisble UnipeapViPeal.mist |sddress, Int2d, int2d,wint 1%, bytes) . balancediefore (UniswapViPecl, S0UMTR] i% 000 3imilar 60 Unisw=apViPeol, Tlashlsddress, wintIhe, uilnt250, bytes ] balanceiBetore (UniswapvlPoo L. 5o LeEgl)
Yariable UniseapVIPeal, feeGrowthGlobsiddles (Uniswap¥i@oal.5ol87T] 15 ©00 similar 0 UnissapViEPool, feeGronthGLobsiinlse [(UniswapVErool. sole7e)

Variable IUniswaphiPaolState.positions (bytesdd] . feebrowthIns ideblastdlzE [interfaces /poo L IUnlssapViPealSnate, soldd3] is too similar to DUnissapVIPsalState. positions(BbytesId). feeGrowthins idellast B (interfaces g
ol IinlswapVEPealState. sol#sld]

Wariable UnlswapViPesl. wpdavePesivioaiaddress, iatdd, iat 24, iat 128, int24] . feetrewthias fdebXila (UnisuepWiPesl . salad430] i5 tes sisdlar te UnlwwepiPesl._updatePositionisaddress, inedd, inedd, baeida, ist24]) . deelirawthTnsdc
#1XI28 (nldwisVaPssl, falr430)

Wariable IUniswapIPoolState, ticke|intid). feelrowt hOut s ide@K128 {interfaces/poal /TUs ivwap¥iPoo I State. soliTal 1i foo iimilar to TUniswapVlPoolState.tickiiintid].fechrowthOutsidelXi2R {interfacei/pooly Itnd twaeViPoall
fate, 3plT])

Variable IUniswapViPoolDsserdctions. setFeefrotocoliuintS, uint@), feeProtecold Cinterfaces/ pools Itnd swagiIPooi0wnerdct Lons  s01808] 15 too similsr to Beiswap¥iPool.setFesProtecolinintl, wintl].feeProtocoll (Unilswaph e
ol 50 LEEIT |

Varfable Unlssap¥3Pesl. flash|asdress, aintEss, ulnt2S6. bytes) - feefrotacold (UnissapViPool. solsa2l) i3 too similar €0 UnlswapVIPool.flash{address, uintdss, ulnt256,. bytes) - feeProtacoll (UniswapVIiFoal. SSLEBIT)

variable UnlswapViPssl. sotFecPratocal (uint® ulint®) . fecPratacsld (UsifwapiiPoal.s016837) i3 too siallar te DaifuwapViPoal.sotFesProtscal {uinthl, uinth] . fecPratocall [UnlswapViPoal.ssleB¥)

variable Unipwapvipssl. flashisddrens, ointTiE, uint256, byted) - feeProtecold (UniswapviPeal. aolsfg?l) i3 toa gimilar to Uniswapvifcol.setFeeProtocel (uintd, uintd). feefrotocall (UalpuegviPosl. soledis)

Variable TUniswapViPoolOwmerActions. setFeefrotocol (uintl, uintll. feeProtocld (interfaces/pool/ IvnivespViPooitwnerdct ioms, s0l018] i% too similer to IUniswigViPoolOwnerActioms, setfeeProtocolivintl,wintl). feePratocal]
[interfaces fpsols IBad mwapIPool Bwnerdot Lons , 301810 )

Wariable Unissap¥3Pool. flashiasddress  eintd5s uinkd56, bytes ). feeProtocold [UnissapWifool. sold821) iz oo similar €0 IUniswapWiFooldsnerActions.setFeefrotocolivintd, uintd). feeProtocoll [(interfaces/poolsIUnis=apyIPoa!
DenerAct ions. sol®lb)

VEFEable Unlssap¥3Pesl. setFeePratocoliubnts, ulnts) . feefratocsld (UsisuapVaPool. so0leE37) is too sEmilar to UsEsuapVaPool.flash(sddress, ulmt2SE, winTEsE, Bytes). fesfrotacall (UalsuagiaPosl. sol6227)

variable IUnlisapViPeo LD rAct iont. detFeePratocal (ulned, ulatBl. NeeProtsiald | iaterfaded psals Iia l tuadIPos | Ownie rAC L Load . 20 LFE0] 15 too fimllar to UaiiuapiiPoal.flashladdress , uint2S6, wint IS8 bytesl . TeePratacsll (v
fimapVEPeol. LSl@A2T)

Variable UnitwapViPosl. detFeel ratocolivint®, uint®)  feefratocalld (WeiiwepViPool. s0loEd?] is too siailer to IUaliwecViPoslbwnerdctioss, ietFfeaPratocolicintl, wintl) . feePratocall [laterfaced/pool)/ TUniswapVIPoa 1 wmarAct)
ont, 0 LR

Yariable Uniswap¥3Poal. srapshot{umulat ivesInside(int24, int24), secondsPerliquidityOut sidelowe rX123 (Uniswap¥IPool.sole173F 15 too similar to Uniswap¥IPool.snapstatCusalativesInside|int2d, Int24 ). secondsPerLiguidityte
s idelpperd1FE [UniswapViFool. selelT4)

variable IlniswapiPaalSeate. positions (bytesid] . tohenidvedd [inverfaces/poolsIlnlsapiPoslState. 501885} 15 too similar to IUaisuapVIPoslState.positioniibytesd3d). tokensDundl | interfaces/ponl/IUniswapVIfoalState.sal
FiE)

Variable IUniswaphIMEntCal Iback. unliaapVIMintCal IBacki{nint 25E, ulntdSE, byted) -amsuntddued [ Satarfacoifeal lhashsUnlfwapVIHLARCal Lhach. 2alM1d] i too siallar to JUAEiuegVIMARECALIEaSK . ol fusp VAN LAECA L Tbat k (uist 256, u!
AE1SE, bytes) .amsunt10wed [interfaces callbacky TUnidwapViHint{al lback, iolols)

Yariable IUniswapy¥wapCallback, unissapViSwpCaliback] intd %k, int 2598, bytes ), smcant@belta {interfaces/callbacks/TUniswapV Bwapliallback, sol#él7) is too similar to Indvwepd)Sweelallback, uniswap¥)Swsplal Lback [ inE356, inti
b bytes ), ampentlDelta | interfasces /oal iback/ IUnissapViwaplailback. 5ol R1E]

Variable Position.updatelPasition. Infe, int138, ulnt256, wint2SE) . TeeGrowihins Loed)12E (librariss/Position. soiFd7] 15 tob similar to Positloa.updste|Pesitlon.Info, Intl2E, ulntl56, ulnt256) . fesbrowthinsioelxl2l (Librarid
siPosition soledd)

Varfable Posirion. updatelPosinisa. Infs, Ennddd, ulat2S6, int 256 ) . vakensleedd | Likraries/Position.sclebi=68] 15 too simdlar to Pesitisa.updstel|Pesiviea.Infe, SAt1FE ulnedS6, wint2S6] - tokesidwedl [Libraries/Posiedsn. sali
Ef=T61

Variable SqriPricedath, getdssunt@Deltaluint 160, vint16e, int118) . sqrifaticsdadt (Libraries/SqriPricetath, soleied) i3 too sisilar to SgriPricedath.getAscuntédeltaluintléd, uinti6l, intiif] - sqriRatiobesd (librariessSqred
ieeHath, so @Rl

Yariable SqrifriceMath. getdncunt iDeltaluinE 160, uint 168, wint 138, bool b, sqriRat ield96 { libraries SqriPriceMath, sol#®123] is too similar to SqriPricedath.getbscuntlfeltalwint 1bd, uink 168, uint 128 Bool] sqrifet ioBESE | 11k
ariess/SyriPriceMath. solLE1Ed |

variable SqrifriceMath. getArount@0eltalulnt 168, uint 160, Ent 138} . sqriRat leld96 (libraries/SqriPriceHath.soled) 15 too similar to SgriPriceHath.getAscuntiieltaluint 1ES ulnt 168, uint 2B Boal) csqrifkat ioBXSE | libraries,)
CartPricaHanh. 46 10155)

Wariable SqrtPriceMath. getAscuntR0eltalulnt 160, uint168,wEnt12E, boal ). iqriRat icdX06 [ Libraries/ SqriPricaMath solf154] ii too similar to S9riPriceHath. getAscuntBOeltaluint 168, uink 160, uint12E, Eoal) -sqrilat LoBKEE {1ik
ariedsEartPricabath, solriis)

Varisble SqrifriceMath,getAscuntiDelts (uint160, uintl60, wAntl, bool ), sqriRaticadat | Librariey/SqriPricedath, solfl8d] 13 too simllsr to SqgriPriceMats,.getAscunt@feltaiuintlee, uint 16, 1nt120) . sqrifatiofsd (libraries)
SgrtPriceMath. so Lol |

Variable SqrifriceMsth. getAnount IDeltaluint 160, uint 160, wintl123, bool b, sqriRatiedd96 [ libraries/SqriPriceMath.so0l8]123] is too simllar to SgriPriceHath.getisountiibeltaluint16d uink 168, uint 128 boal] . sqrifet ioBKSE {11k
aries/SyriPr loaMath. solel55h

variable Sqrefricedath. getAsount IDelealuine 168, uint 160, wEnt]1dE, boal ). sqriRariaddds [ librarses/SartPriccianh.s0lo123] 15 ton simllar ta SartPriccHath.gerdssunt1Belrajuint 168 uine 168, int 128 csqrikat ipBESS (libraries,
SartPriceHath. saletid)

Variable SgriPriceMath. getdsount0eltalulnt 160, uint168, Snt1TR) . dqriRat ol (Libraried / SgrtPricelath. soled ) id too disilar to S3rtPriceHath,.getiscuntibeltaleint 169, uinE 160, inE02R)  dgrikat iolKSE (1ibraried/Sqril
loeMath, sol#Z1F)

Yariable SqrifriceMath. getAncunt iDeltalulnE 160, uint 168, AnT1I8), sqrifat o096 ( Libraries/SqriPricedath.solfZi3) iz too similar to SgriPriceMath.getbecuni®Celtaieintlbd, uink s, uint12B kool sqrifatioBNss (libraries)
SartPriceMath. sole]155)
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variasbhle Sqrefricedath.getdsountiDeleaiuintlts, uinei60, st i26) - sqreiat ioa)ds | LibrariessSqrePricemath. pols2lB) i5 s ailmilar ta Sqrefricedath. gerdsount@Deleaivint 168, uint 168, nintl2E, boal) - sqreimat iohngs [LiBraries,
SgriPriceMath. soleissh

Variable 5qriPriceMath,getdsgunidle lialoint]id  uint i@, wintl1 il Eool) sqrifat ioARSS { L1 raries/5qriFricedath, solFlS4) L3 300 imilar fo SqrifriceMath,geidsduntile LEaluint 18R, uint 100, Int120)  Sqri=at LoliSd {1iGraries.
EgriPricedath.solEZ15p

Variable SqriPriceMath.getdsountibelialuint]ed  ulnt i68, int 12E) . sqrifat iod)5E | libraries /SqrifriceMsth. soi#21B) is too similar to SqrifriceMasth. getfAsounidleltaluint 168, uint 168, int 12B) . sqrifat ioBESE | Libraries/Sqrif
lceHath.solE2b3 )

Varfable SqraPriceMath.getdsount®ielialuinn 188, ulint 060, int 12E) - sgrefat Lok | Librarles /SqreiPriceMath. solo2@2) f5 tes siailar e SgriPriceMath. gerAsount i0elraiuine 188, uint 168, uint12E, boal) - sqrefat LoBds {libraries,
CqrtPricoHath. seleigd)

Varisble SqriPriceMath,getdsounti@feltaluintldd, uint 200, wintl2E, bool) aqrifat ioh9 (Libraries/Sqrifricesath, sol@iS4] iy too sisilar to SqraPriceMath,getizcuntiDelsa(uint 168, uint 160, uintl28, bool) . uqralet Lob0dd | 1ik
sriezs/griPriceMath. salelEd )

Variable SqriPriceMath.getdsountiDeltalulntlEd, uintiG0, 1nt12B) . sqriRet LoAnSE | Libraries/Sqrifriceath. sol#218) §% to0 sinilar @0 SqriPricesath.getAmountiDeltalulnt]e, uint 160, wintlZE, bool) . sqrifat LoBXSS {Libraries)
SGrtPrioedath. SoLE1EL b

Variable SqrePriceMath.getisountefeltaluwint 158, uint i60, GinT12E, Boal) SqriRat nAKSE [ LiBraries/SqrePricemath. Solois4) L5 tes Similar 1o SqrePriceMath.getisaunt@Oelna(uint1Se, uist 160, IAT128) . sqrist LoBRGS {LiBraries,
SQrtPr LeaHath. S5 LFTE3 )

variable SgrePriceMath.getdssuntibeles{eint1Ed, uint 60, isti20) . sgrelat oAdsd (Libraries/SqrePriceMath, Lole2 18] i3 tes gimilar ta SgrePriceMath, getdscuntiDeleaiuint 168, uint 160, Int126) . sqreiut Lob00ss | LiBraries/Sqreli
lceMath.3aleg]e)

Variable Tick.getFeeGrowthin: ldeimappinglintdd == Tick. Imfol, intd, 1et2d, et dd,wint 250 wintESG ), feeGrowt BAboved izl [Libraries/Tick, suif83] it top similar to Tick.getFecorowthins ioeisappinglin®sd = Tick, Infol, 1nts
d int28, int2d, wintISE uintIS6) . feeirowtAdbovelN1IZE [Libraries/ Tick. sologd]

Variable Tick.getFesGrowthing ioe(mappiaglint2d == TEck.Info), imt34, 1nt2d, int24, wint 256, wEntISE ), feeGrowtAle Loa@XI2E (Libraries/TAck. Sols72] i1 tob similsr to TScK.getFeeSrowthIeps boe(mappisglintid == Tick.Infol, ints
4, AAT24, INT 24, mERTIEE ULAEISE] . feeGrowtABe laul 1 2E [1iBraries/TEack. S2L0T3)

Variable Tick.getFestrowthindldelsapplagllntdd == Tick. IaTa), dAt24, 16E24, 1At 14, uiAt2SE, ulntT58) . featrowt RO LobalRX1TE (Librarias/TEcKk. folPE5] i3 ted dlailar ta Tick.cpdatelmappieg[Lntdd == Tick.IAfal, iat24, 1AT124, 11
138, uinf s, vint 258 eint 168, LntSs uint)d, boal ,ulnE1 28] . feetrowt BGlobal 16138 (librarled/Tick. i5l#114)

Variable Tick.epdatelimappinglinfdd = Tick.Infol,intid, intdd, int1i0, eintd, uink 230, wint B00; intSh, wint 33, 600l wint138), TeeGrowihGlobal@CL2R (Libraries/Tick, 3al@115] i3 foo similar 8o Tick.epdafelimappinglintdd == T
ckoInfol jint2d; intdd; int 138, udn 350, ulnt 250, @int 1E@, LnkSE, uink33, bool ,uint 128, feelrowthG Lobal X118 [librariesfTick. solf116)

Variable Tick.getFeeGrowthinsideimappinglintdd = Tick. Imfol, int2d, int2d, int 24, wint 256, wintF56 ), feeGrowi bl lobal@dlsE (libraries/ Tick. soldb5] §% tod similar to Tick.getFeeGrowthinsideimapping [intdd s Tick. Infol; isi
T4 ENTE4, ANT24, WLNTTSE, ulnt256) « feehrowt G Leba L1128 (lisrarles  Tick.SaL@EE)

Variable Tick:erossimappirglinndd == Tick.Iafa), LAt24, uist2S6, uEnt2Se, ulne 168, 1656, uiati2] . fectronthilatalax12s (lisrarles,/ Tick.soLP1Ti) 15 too similar to Tick.updatelmsgeinglintl4 == Tick.Infal,Lnt24, intdd, LAtld:
LUIAT2SE At TSE, uiat 160, IntSE. uintdT. Baol, uint1ZE) . TeabrowthilchballXiZe (Nibraries /Tick, solril6)

Variable Tick.crosilmappinglint®d => Tick,Info), int2d, vint256, wint2%8, uinb 180, intS6, uintd2]. feebGrowt bl LlobalAX128 (libraries/Tick. solfl71} ii too similar to Tick.getFeclrowthInside (mspeingl int?4 == Tick,Infal, intdd,
AnE2d, ink 2, it 250 wint 286 ), feebrowthzloba l1N12E (Librasries/Tick., voldnh )

Variable Tick.epdateimapping intdd == Tick.Imfol,dntdd; int 24, dnt 128, eint 358 udnk 356, uint U608, int56,wint 32 bool, wint1 28}, TeebrowihGlobal@CIZE [Libraries/Tick, sol#115] i% oo similar o Tick.crossimappimglin®id == Tix
k-Info) int2d, eint 256 ulnt 256, ulnt 160, int56  uint32) . feebrowthGloballxi28 (Nibraries/Tick, sol#l72]

Variable Tick.getFesbrowthingldeimappinglintdd == Tick.Imfo), dnt24, 1at24, int 24, uint256, uintIsE ). feetGrowthGlobal@1zE (1ibraries Tick. sol@#es) i35 vod similar to Tick.crossimappleglintdd == Tick.Infol,imtdd,uint256,.a!
neass, ulat 160, intS6. wintid) . fecbrowthiloballXi3f (ldbrardss /Tich. saloi?2]

variable Tick.cgdate(mappinglintdd == Tick.Iafa), iat2d, iatdd, Iat120, wint 258, ulnedSE, uint 160, intS6, wintdd, Boal, eint138) ., TeebrowtbGlobal 1 2E [Libraried / Tick. 40lm1S] i3 165 slailar 1o Tick.getFesbrowthind ldelaapping
Aimtdd == Tick,Enfod, antid, intld, ant o4, winf B3, uint 0] . feehrowt bl laba LIX 1S 1 Libraries/Tick. soLibta )

Variable Tick.crossimappinglini®d == Tick,Infol, intdd, uint 250 winta M, uinb 168, Int536, uint32]. feebrowthh loba LAX1ZE (libraries/Tick, sol#171) 15 too similar to Tick.cress{sapaingiint2d s> Tick.Infol int2d,uintids, uints
S6uint1ER, AnkSE, uint 33 ). feelrouihilobal L6178 [libraries Tick: sol&1TX)

Variable Tick.getFesGrowthins ldeimappinglintdd s Tick. Infol, imtdd, it 24, int 24, uint 256, uln 56 ). TeeGroathIns 188128 (1ibraries/Tick.sal#6T] s ton similar te Tick.getFeebronthlng ideimappisg(intdd == Tick.Iafol, isi
24, intkd, Antd4, winndSE, ulntd56) - feelrowthInsideldid8 (librarles Tick.sale&7)

Refarence: hited:ffaithub.coaferyticrilithar/wiki/Betactor-Docoagntat iontvariable-nasei-are=too=ginilar

UndvwapWllaciory, enableFeplaguni (udni 24, inf 24 (UniswapVIPaciory, 1o lMel-T1) vies Literals with too many digifs:
- require|besl ] fee < 18998080) [Uniswap¥EFsctory.sol#El)
BitHath.msitSignificantBit (wint256) {libraries/BitMath.sol®13=-45) uses literals with too sany digits:
= ¥ ww Gulbd [librarfes/BitManh. solals)
BitHath.mastSigaificantBie (minn 58] {1ibrarics/BieMath-salol3=45) ufes 1ieerals with rss masy digies:
= x == Bxlbbl@dobbieatbiid |Libraries/BLrsath. pole2i)
BitHath.mastSigaificantin (uintid) (likrariessBicmath. solold-45) vses literals with too many digits:
- & == Gx108de00n [lLibraries/BitHath, sole2a]
FizedPolnt12B.slitherConstructorionstantariablest)d {libraries/Fixeafoint]dd, solee-8) vses Lliterals with too many digits:

= (1B = 8K @ [ liBraries/FixedPolnt128. 30187)
FizgdPolst96. slitherfonstrectorlenstantVariables|] [librarfes/FixedPeintBE.s0lFT=00] uses literals with too sssy digits:
96 = Bxld 22l (Libraries/FincdPaint Db saled)
TichkHath. gatiqrimaticat Tick(tatd4 ) (Libraries/Tickmath. goled3=54] vies 1iterals with f5¢ many digits:
- ratic = @x 2D 99 {librarieys/TickMath.soleiTh

Reference: hitps:sigithub.comforytic/slither/wiki/Detecior-Docmentat lonkco—-asny-dlalts

enableFeenount (Ulntdd, inedd ) shaald be declared external!
Uniissap¥IFactory . enablefeeAmsunt{uint 24, iAT24) [UnlswspVIFaLtory .40 LP61=T32)
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FullHath. . sulDiw (uinedS6, uist 256 wint2S6l (lisraries/Fullmath. islelse=106) performs a sultiplication cn the redult of & division:
-dencainator = dencainator / ftwos {libraries/FullMath.scleéT)
=iny = [1 * genosirator] ~ 2 (Librariess/FullMath.soles7h
FulltHai®.sulDiwludnR256, uint 256, wint 2860 |libraries/FullMath.soldld-186) performs a sultiplication on the result of & divisfion:
-denpainator = derssinater / twas f Libraries/FuliHath.soleeT)
=ify *= I = denonimator = Env (LibrariesrFollHach. soledl)
FullHath.sulbiw(uing 356, uint 256 wint IS8l (libraries/FullMath. solelé-186) performs a sultiplication cn the result of & division:
~dencainator = dencainator f twdd {Libraries/FullMath.soledT)
—iny ®= 3 - genomirator ® inv (Libraries/PaliMath, solesd]
FullHai®m. pulDiwludn®d56, uint 256, wint 2560 (libraries/FullMath. sold#ld-186) performs a sultiplication
=denpminator = dersminater f Dwds f Libraries/FuliHath.soleET)
=iry *m I = genomimator ® Env (Librarics fFullHath.solekd)
FullHath. . sulbiw (uine 356, uist 256 wint 256l (liBraries/Fullmath. ssleis=106) performs a sultiplication ca the regult of & division:
-dencainator = dencainator / ftwos {librariess/FullMath.scleéT)
~iny *= 2 - genomirator ® inv (Libraries/PaliMath, soleed]
FullLHath . sulD1w L uln356, ulnt 256, wintBE) | libraries/Full®ath.solfle-186) perfones & sultiplication on the result of & division:
d ator = de tnater f twas f Libraries/FullHath.saleET)
=iy *w I = denomisatar = Env (Libraries rFollHach. soleds)
FulltHath sulbiwiuingd 56, vint 256, wint 2960 (libraries/FullMath. soleid-186) performs a sultiplication en the result of & division:
-dencainator = dencalnator f twds {Librariess/FullMath.soledTh
=iny *= 2 - genominator ® iny (Ribraries/FallMath, soless)
FullLHath . mulD1w [ulntd56, ulnt 256, wintBE) | libraries/FullMath.soUfle-196) perfones & sultiplication on the result of & division:
=progh = presd ; teas | Libraries/FuliMath.ssleTz)
=rgsult = predd * iy { Libraries/FullHath. solelsd )
Oraclo.cbgarvetinglef0racie. Obiarvat iea655X5 ], uine 32, uistdd, dntdd wintl6 wint 138, uint 16} {Libraries/Oracle. sole245-347) performs & sultiplication on the redult of & division:
—[beforelrAs. tickimmulative + ([atOrafter.tickComylative - beforedrat, tickCusulativel 7 cbservationTiseDulta)l = targetDelts, beforedrat, tecondsPerbiquidityConylativeXlI® + uint100{ (wintI M (at0rarfter. secondsf
eriiquidityCusaiativedllB - beforeldrat, seconisPerLiguidityCusulstiveXi2e) & targetDelisl /7 ohservationTimeDeltsl ) (libraries/Orscie, soiFdTs-13%]
Tick. tickSpacimgToMasliquidityPerTicki iat24) [Libraries/Tick.solfdd=49) perfores & sultiplication oa the result of a divisien:
=minTichk = (THchMath.HIN_TICK F tickSpaciergh = tickSpacing (LShrariss/Tick.zoled5)
Tigh. tichSpacimgToMasl iquidityPerTick] int24) [Librarios Tick.sal@dd-49) performs & sultiplication & the result of & divigien:
—eaxTick = (TickMath MAX TICK ¢ tickfpacing) = vickSpacing (Libraries/Tick, soledf)
Reference: hifps:ffgithub.ceafcryticrslitherfwiki/Betectior-Docomentat ionkdivide—tefore-—aultiply

ihe result of & division:

o
=

UniswapViFool-dnitializeuint B8] [Unlssap¥iPool.sole2T1-289] wses & dangerous strict equality!
= regquirg|besl, stringl{slath. yrifricexDs == B,AL) (UniswapVIfool.soleTr)

UniswapViFoal swaplafdrois Bool, int 256, wint 168, bytes] (UaijwapdiPool.soles9E-TEE) uiei & damgerous SLFict equality:
- atate. sqrifriceid == step.sgriPricoiextids (UsiswepyiPool.solrésd)

Reference: hitps:/ffgithub.cosveryticrslither/wiki/Detector-Documantat ionfdangercm-2trict-egualities

ResAtrancy Ln UaitwsgViPool. modifyPositioniUnlivepiaPool. HodifyPositionParass) (Unlis=api3Posl, zol8386=-372)!

External calls:

= pagition m _updatePosit ion| parans.cunigr,parand.t icklowsr, parasi. ¢ ickipper, parasi. LiquidityDeles, slatd.tick) {Unigwapiifoal.soleild-a25)

= {niskCusalative, teceediPerliquidityCusalativeXi2B) = obhiervations, echaarvetinglel(tice, @, 81080, tick, slot0. chaarvat ionlndex, Liquidity, s1otQ, observaticnCardinality) (UnivwapViPool. solekee—404)

— (51t observaticnlndes, s Lot observaticefardirality) = obseryations.writel_slioth.sbservationisdes, blockTisestasg(), _slot®.tick, LiquidityBefore, slotd. observationCardinality, _sletd.observationCardinality
Mext ) (Unirwap¥IPool. solez4]-348)

State wariables written after the callls):

= liguidity = LiguiditvyMath.sssbeleall iguidityBefares, parans. liquiditybeltal (UsisvapiiPoal.saledel)

= [slote. obiarvaticalndexr i latd. obigrvaticafardisality) = ebiarvatigni. writa|_slotl.sbigrvat ionlsdex, ElockTisgstamg(], _slovl.tick, LiguidityBefars, alstl.obijarvationCardinality, slotl. obiarvationCardinality
Mext)h (Usivwap¥liPooll. solel4l-34aE)
Resntrancy in UadswagViPool,collectProtocolisddress, udntl28, uint128) (UniswapViPeal., solmaan-08a);

External calls:

= Transferdelper.safeTransfer] tokemd, recipisnt, amaunt®) (UniswapVifeal. salegsal

State wariasblss written after the calliszl=

- protefolFPees, tokenl —= asountl (UsiswapiiPosl. solebEd)
Reentranty in UndswagviPool, increasedbservationCardinalityexe (wintld) (UniswapiPoal. solerid-26T):

External calls;

= phservaticaCardinalityedides = pbeervations.growlobservationCardinalityentold, observationCardinalityMext) (Uniswapiirool. solf2e-263)

State wariables written after the callls):

= flotd,obiervat ieslardimsal ityhest » abiervatlonCard sl ityNeatded [UnlssapVIPesl. salrdad)
Reentrancy in Daiduegiikeal. initialire(uintléa) {UsiswapwiPoal. soleXTi=260):

Eaternsl calls;

= [cardinality, cardinalitwext) = pbservstions.initislizel| bilockTimestamo()) (Undvesev3IPool, toleITel
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Resatrancy &n e idwapiIPool. Snitializedwintl60) (UniswapViPaol. ioleaT1=289]):
External calls;
- [cardinality,cardinalityhext] = obyervatices,initialize(_blockTimestaspil) [UniswapViFool.sol#2TE)
State variables written after the callisl:
= 5lotd = Slot@(sqriPriceX®s, tick, 8, cardinality, cardinal ity8ext ; @, tree) | UsiswapyIPool.sol82T8-286)
Resntrancy Ln UsiiwapiiPool. svapladdress bool, int2SE uint 1, bytes ) (Usisuap¥iPool. solesst=-TEE)
Extarnal calls:
- [eache, tickiumulat ive, cache. secondiPerLiquiditylonulat iveX18) = cbservat loni.cidervelinglelcache. BlockTiseitanp, 0, siot05tart. tick, slot@dtare .obiervat ioalndex, cache. LiguiditySnart, s lot@stare. chieraationdi
rédinality) [UniswapViPoal.sclMoe-704)
- [observatiealndex,obrervationdardinality] = obrervatises writelslot@5Start .obzervationindex,cache.blockTisestang, s lot@5Start, tick, cache. LiquidityStart s lot@5tart .observationlardinality, slot@5tart.observatic
nlardinalitydest ) {UniswapyIFool. 5o leTi-742]
State variables written after the callis):
= feclrowthilsbaldxild = srave. feclrowthGlobalX12E (UniswapViPesl. sale?6h]
= feelrowlhGleballXldd = state. feeGrowthGLotalX12E [UniiwapVEPeal. wolo76s]
- liquidity = state.liguidity {(eivwapviPool. soleris]
- [3lotd. sqrEfriceXss, 2 1otd, tick, s 1okd, obrervat lonlndex, s lotd.cbservat ionCardinality] = (state.sgqrifriceXsd, state, tick obiervationindex,chbservationlardinality) (UniteeseWiPool, solET4]-T48)
Reentrancy in Uaiswap¥IPool.swapiaddress bool, int25€, uint16d, bytes) (UniswapViPool. soles5-7R8];
External calls:
= [eacke.tickimulative, cache. secondsPerLiguiditylesulat ivex138) = ebservat ions.stserveSinglelcache.blockTines tamp, B, slotBStart. tick, slot@5tart .observat loalndex, cache. LiguidityStart, slot@Start. observat Londy
rdinality) [UnifwapViPoal. sols6um-706)
State warlables written after ks callisl:
- #lo%d. dqriPriceXid = ifate. iqrifriceXdd (Ueiiwap¥iPool. goleTil}
Reentrancy in UnivwapiIPool. swapiaddress bool int2586 ulnk 16, bytes ) {Uniswap¥IPool. solBSSE-TRE];
External calls:
= [cacke.tickiumulsat ive, cache . secondsPeriiguiditylomulariveX138} = cbservat ions.cdservefinglelcache. blockTinestang, 8, slot05tart. tick, slotdStart .observatioalndex, cache. LiguidityStart, s lot@5tart .. obse rvationdy
Fdinaliny ) [UnifwapVIPeal.soleGii=T06)
= [obisrwatisalndex, chisrvationfardinality] = shigrmatisas wuritelsletdStare . obiarvationlndex, cache. SlockTinsivams, slotdsStare. tick cache. LiquiditySeart  slatdStare .obiarvationlardinality, s LoTRStart . obgarvat i
nCardinalityblext) (UsiswapViPool soleTie-742])
- Transferhelper, safeTransfer | fokenl, recipient , uint2%6{- smountl}b]l (Unlrwsp¥IPool. 2olET7a]
- balencefbetore = balance@l] (OnivwapVIPoOl .50 L8715 )
= {success.datal = tokend staticcallifabl. encodedithSelector{ IERCZB ininal. balancedf . selector  address{thisl}) (iniswepIPool, sole141-143 )
IUniswaph ¥SeapCalibackimsg. semder ] .ol api I Suaplal Ihac i [ ascwntd, amaunt], data) [UnissapViPoal. sol#776]
requirglbeal, STriag i balancebisTorns . add (U IAT256a8ount® )l ) == Balancedl],IIA) (DaEiwapViPool.sol8TTY)
= {futceid, data] = tokesd, iraticcalllabl.recodedithielectar{ IEAC B iniaal . balancedf. selectar address(this] 1] (UnivaspiiPeal. saleidi-143)
Trans farhe lper, isfeTranifar | Echenl, recipient, vint256{- asount@}] (Dnliwep¥iPool. soleTig]
balancelBefere = balancell] {UnivwapviPool.soleTal)
= {success.datal = tokenl.staticcalifabl. encodedithselectori IERC 2N Indies]. ba Lancedt . s lector, aodressithisl}) (niswapiIPoo L, S0 L8151 -152 )
IUniswapV¥ssapCalibackiesg. semder ] coniswap i Suaplal Tbec k| ancentd, smauntl  datal [Unissap¥IPoal. solé7821
= requlirelbsal, strisgllbalancelBetone. sdd|uint256(aaauntll) <= Balanceli], ITA) (UaEswap¥IPoal.saleTa3)
= {putcois.datal = tokeal.svariccallfabi. mcodedithSelector] JERCI B iniaal . Balancel . salactor addressithisl }] (imiswapiPosl. soleiSi=152)
Ltate variables written after the callisl:
- slotd.unlocked = true (BniswepViPool, soletdd)
Reference: hitpsissfgithub.ceadcrytics/slitherwikiDetector-Documentat londreent rancy—vulnerablilities-1

UniswapViPool.mintdasdress, int 24, int 24, int12E, bytes ) . balaacedBefare (DaiswapyIPool.soled78) 15 & Local variable mever ialtialized

Un i swapViPeal. mintdasdress, int 28, Int 24, o T 128, Bytes ) . balaacelBefare (DaivuapViPeal.sal8479) 15 & local variable ssyver iaitialized

TichBivasg. naxe Initial ixedTickWiehindnees rd|mapping(int 1l »= uistdS6], int2d, int24, bsol)  wardPos_scope @ [Llibraries/TickBitnap. scl®6s) i3 & local warisble never Lnitialissd
Unixwap¥IPool. wpdatePoriticnladdress, intdd, int2d, int 120, int24] ¢ Lippediower [Uniswap¥iPocl, pol@d92] ix a lo<al wvarisble never initislized

Uniswap¥iPool. _updatefositioniaddress, intdd, int24, int 120, int24) . § Lippedipper [Uniswsp¥iPocl.sol@393) i3 a lecal varisbhle never initislired

TickBitmag, nextindtisiizedTickWiihindnesiord {mappinglintlh == uint256),int24, int2d,kool).bitPos_scope_1 [libraries/TickBiteap.sol#05] is a local warlabie never initialized
Sqrifriceath. petientSqriPriceFrosdaount @Roundinglipleint 168, uint 128, uiat 356 baol ] . product_scope_& { Libraries/SqriPricedsth,. sol#d9] is a local variable pever indtialired
SOrtPriceath. getHex i SqriPrice Frominount BROUNIAAGUD (ENT1ER, ulnt 128, IRt 256,030l ) product [l1ibraries/SqriPriceath. sole3¥) 15 & local wariable mewer imitialized
Reference: hungs://github.comferytie/alitherfuikl Detector-Docunentat isasuninit ialized=1stal=variables

UniswaphiFea L, swapd sddress Boo L, dotdSh, wint 109, Bytesh [UniswapviPool. sol #506-T08] Bax external calls inside & loop: (cache '-IE"':.Uﬂl.lll.l'.'-'l't‘a{-l‘ih!'-!-‘!iﬂﬂﬂ!lpl'."l.I:..-'-ﬂl':r':.l.l-lllﬁt'-'-'t‘x'lzﬂl = ‘:ﬁ!-l‘l'I-'-\“.'-Uﬂ'.h-l.1='!-|:‘r'\lll.lluﬂi|'|‘!|l!-!!"-'h
blegkTimestamp @, % Lok@Start .t ick s ot @St art , obmarvat donTndex, cacke, Ligaiditystart, s lot@Start, observationCardinalityl {Usiswap¥IPool. sol#s3-706 ]
Referencer hifpsidsgithub. comcrytic/slitherfmikiDetector-Documentation/fcalls-ins ide-a-loop

variable “Unissagh3Posl.suspladdress, bosl, intd55, ulst 168, bytes) step (DalvuapViPool. soleE42 )" im UniswapVIPesl. swagladdress, beal, intd56, ulntl6h, bytes) (UniswapViPeal.sols506=T83) potentially used befere declaratise
: atatg.adsuntigac il iedieasining = 8 LL state.sgriPricokil s jgriPricslisitafs (taifwapViPool.solredl)

varfable *TickSitaap.aextInit ialinedT ichWithintnedord [napping | it 16 == wintX5E), intM4, int2a, boslb.bitPad (Nibraried/ TichBitans. sales?) ' in TickBitaap.sextInit LalinedT iekithinOneWordlsapping | inE L6 == win® X&), inkM
adritdd, Bk b (lLakraries S Tichlitasp, soledd-7 7] patentially wied before declaration: (wordPes,biiFedl = pasitionicoagresied + 10 [Libraries/TickBitmap., saidni]

¥ariahle "TickNitean.pextInitialiredTirkWithisdnsdnrdlasnninnl inf 16 s> sinf@FNAL. inEH_ inE2d kool bownrdPos i lihrarisc/TickRifmas. cn1f? ' i Tirdiitesn_rexilnitializadTirkd thisdnsdordiascinod inf 1A s> odn# 154D . AinEl

Referencel hitpsiffgithub.conforyticmslather/wiki/Detector-Deusent atlonfpre—dec Larst lon-wsage-of-local-variables

Resntrancy in nis=api3Poal. flashiaddress, uint 256 ulnt2%56, bytes] {Uniswap¥IPool, sol#791=E34 )"
Extarmal calls:
= balaasebBefore = Balassel|) [UniswapViPeal.islegis)
- ligdcais, dat = Pohgnl. itaticcall|asi, encodeWithSalector| TERC M ir inal BalanceOf . ielectar, addretd (EhEE 1)) [niliwspViPeal. dolaldl-143]
balancelBefore = sell) [uniswapvireal.sclennk)
= [success,datal = Sgkenl.staticcallishi. encedeWitihbe lectior] IERC MM ina | Ea lancel T, selecior, pddress | Ehix ) 1] [UniswapVIPoo L, 300FL51-15d)
TransferHelper.safeTransferitokerd recipient  asount@l {Usiswap¥IPoo] . so0LEER5 )
TransTertelper- sateTransTer (tokenl; recipient . asountl) (Uaiswap¥IFool.soLesRE)
IUniswapV3Flashial lbechl meg. senderb. uniswapVIFlashial lbachl feed, Teel, datal [Uniswap¥iPool.sslegiE)
balaacsBAlter = Balanesdd ] [UnlisapyiPasl. salsdln)
= (Success. da pohgnd. staticcalll needeWithSalector| JERC2Mininal - balanceldi. selecear, addrass( ehis 11 [UnlswapiiPeal. polridi=i42]
balaaceiafter = Balanceill] (UnliwvapviPssl.solmdil)
= (success, datal = tokenl.staticcalllabi.encedeWithSelector| IERCZMMininal. balancedf. selector, address (Ehis) 1] (UniswapVIPcol., s0l@l51-152)
State warisbles written after the callisl;
= TeeGrowihGlobal¥dlzl = FullHath.mulDivipaicd - Teesd, FixedPointl2B.0U28, liguidity) (Undvesp¥3EPool.zoléd24)
= fesbrowthGloballelZE &= FullHsth-mulDivipald]l = feesl, FismedPolstl2B-0028,. _Uiguidity) [(Unls=sgVIPosl.soled30)
protacolFees. tokend += ulntl28{fessi] (nissapyiPosl.sols333])
= pratecalFess. tahenl 4= ulneldalfessl] (nissagyiPesl. woledda)
Reentrasty Lo UnliwesVIPss]  iusd(addreds, bosl, LatdS6, uint 160, Bytes) (UnifwapVIPaal. icleSRE-THE] =
Extercral calls:
- lcache, tickCumulative, cache. secordsPerliguidityCumalat ivei28) = observaticni.observebinglelcache, blockTimestamp, ¥, s Lof¥5tart. Cick, s iotB5tart . observat donlndex, cache, LiguidityStart o Los@btari.cbrervat bondy
rainalityl {UnivwapVIPool. 0 LPLSS-TR0)
= |observationInges,observationCardinality) = cbservations.writelslotdStart.chservat lonindes, cache.BlockTines tanp, s Lot @5%art ., tlck, cache, LiguidityStart s lot@Start.observat fonCardinality, slot@Start.observat ic
rlardinal itylent ) (lalswagVWIPool . sola734-T42 )
State wariables written after the callis):
= profesolFees. tokend += frate.proftecolFee {UniswapViPool.selaTEl)
- pratssalFedd. tokEnl +m FTANE. proafesalFee (UA1fwapVIPoal. So1eTEd)
Reference; hitps:/fqithub.coaforyticrslither/wikisDetector-Docusentat lonfreent rancy-vulnerabllit des-2

Feentrancy in Unis=agV3Poal, burnlinkdd,; inf3d  uint 128 [UnivespVIPoail, s 831 T-543
Extermsl calls:
Iposition, ssount@Int, ssount1Int] = sedifyPosition(HodidyPositionParass (esg. sender, ticklower, tickipper, - Lnt356 amsunt) . talntl28(}11) [UniswapVifeol.solesir-530]1
IslaTh-abie rvat Lonladey, S1o10 sbservat Eonlfardinality] = observatlead.writel _sloth.observat ionlndex, blockTisssvang(], slovB.tick, LiguidityBefare, sloth.observat ionCardinality, s1ovl.sbde rvat Lonlai
dimalinyiext] [UniswapViPesl. soleidl=348]
= (eickCumylative, secondiPerL lguidityCony lat ivexXid8l = ctsarvat ioni. chiervedingle(tine, B, 8lotd, nick, s1atd, obiervationIndes, Liguidity . slovd, ohiervaticsfardiraliny) [UniswapViPcal. solekii-di4d)
Event esliifed affer the callish;
- Burnilmsg.sender,ticklower, ticklipger, sncunt , sncunid ancunt B b (Usl vwspVIPool . S0 les-d2 ]
Resntrancy in Undswsg¥IPoal. collect{address, intdd, inT24, ulnt 128, uint1ZE] [Uniswap¥iFool.sol8dme-5131:
Extermal calls)
= TrargTerHelper-sateTransTer(tokend, reciplent . a8ountd ) (UalswapiIPool. o 1eses)
TrassferHelper-safeTransTeritakesl, recipient asountl] |UsiswapViPoal. 50 1o530)
Event Rltied afcer the <allif):
= Collestimsg, pendar, rediplent, tlckiower, ticklsgar, mcuntd, asauntl] (UaiswepviPool,. salrgil]
Feentrancy in UndiwagViPosl, collectProtocol (address, uint 120, aint 178 (UaiswapWiPool. ol EE48-A0E)
Extermal cailsg
- Transferdelper. safeTransferitokesd, reciplent  aeount@) (UaizwapyiPool.zoLe59)
= TrarsferHelper.safeTransferitoken]; recipient  asountl)l | Usiswap¥IPoo] .50 LEEEd )
Event emitted afver the <allish:
= CallsctPratocol(asg. sender, recipient, assuntl, asountl) |UsisuapViPosl.soless?)
Rt rasty La UnlfwagdIPssl, flaih | addrass, uint 256, ulnt 256, byted] (DalfwapViPosl, soledgl=B34):
Extarsal calls;
- balsncegbefore = balescemi) [UniswapVIrcal.sclEanzi
= {success,datal = Eenll. staticcallisbi, encedeWithSelectord JTERCIM™Mir ima ] alanced! . selecior address | Ehis 1] [Unis=apVEPcol, solfl4]-142)
balancelBefore = balane [Uniswapl 3roal. soleand)
= lswccess, datal = tokenl.staticcalliswd. encedeWithSelector| TERCZEMinina . balancedl . selector, sddress | thiz 1] [Unissap¥IPeal. solel51-152)
TransferHelper-sateTransfer (tokesd, recipient  aeountd] (Usiswap¥IPool .50 Lesds)
Tratdfermelper-sateTransTer(takeal, recipient  aountl ) |USEtundiIPoal. foLrEdE)
TuniswapViFlask{al Lhach|mig. sender b, uniswapViF Laitlal lbec | fecd, fenl data) (UniswapViPsal. sslefbd)
balgacelhfter = balanced]] [(UniiwspyiPsal. col@gin)
- (sugcess,datal fekenl. staticoal Llasi, encedeWithSe Lector] IERCA0MIr i | Ba Lanced T . selecior, address | Ehas 1 1] [UniswapY P L. soill4]-242)
balancelAfter = Balanceld] (Uniswao¥3Peal,soifdlll
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= lsuccess datal = fokenl.staticcalliasbl.encodeWithSelector| TERCZEMIninal . balancedd . selector  address i this) 1] [Unissap¥3iPool. sol#l51-152]
Event emltfed after the callish:
= Flashiasg.sender recipient aaountd, asowytl, paidd, paidl] (UnissapViPesl. soladidd)
Resit fasty L NIPss . reateibgarvat ionCardinal ftyNect [Uint 6] (0 PuseNIPoaL S0 LE2S5=2E87 )2
Extorsal L H
- ghiery gnCardinalifyexiNew = choervations.growilchaery
Event emlitted after the callish:
= IncreaseliservationCardinalityMext (observatienCardinalityextDid, observationCardinalitylextiew] (UnisweeV3IPool. sol#255)
Resntrancy in nlswagd3Pesl. init falizeluint 1681 (nissapViPosl. 3ol8271=-185])
Extarsal calls:
= [e Lity, cardinalityMext) = cbggrvatong-initializel BlockTisgitasp|]) (UniswapViPsal.sslo2Te)
Event emitied afEer thi pllia):
- InitdalizelsqrifriceXsd, tick) (Univwap¥lPool.solorzis]
Feentrancy in Unis=agViIPoal mint (address, int24, int 24, uint 128 bytes) (Uniswap¥iPool.solad5T-487]1:
Extermal calls:
lameuntBInat , asoentlDnt b
R 1 AT0 - B84 6 Fvil
[UniswapiiPeal .,
0B S gkl §

borfardinal it yNext0ld, chbservat ionlardinal ityRext] (UniswigVIPool, solEHs-380]

onFaraasirecipient, tickLower, t
Ety)] = obhiervat

chllpper, fnt¥5E [ a
lath.esgarvat fonl

ant]telntlIZ3(]]] (UniswapViPeol.solfqEs-473]
aekTimssnasg( ), _slovb.tick,

SR W iTE] _§ ol quidityBafars, slath.sbgarvat fonCardinality, slovl. sbssrvat Lonlai

diralinyhaxt]

adiPerl L quid ity FERE-A04)
- balancedbefore = balan [UniswapykPaal.
= (success,datal = fokenl.staticcalliasvd. encedeWithSelector] DERCZBM1rima . baLan
balancelBefore = balasmcell] [UnissapéiPoal. #4EL)
(SuCcess, data) = tohenl.statlccalliasd. encedeWlthSslector] TERC2OMIAENS L. B Lance0T . selecter, sdaress | this) 1] [UnissapViPeal. s0LFL51=152])
TuniswapViHintlallback{atg. sender) . uniswapViintCallbacki asount i, ansunt 1, da [Un L smaphiPosl. woladd2)
gl Balanca@Balsrd. pddlasoustl ] <= Balaasal]]), HE] (UhaliwaciPosl. sola483)
8l = fohend.staticcall cencedeWithfelector] TERS I8N 1.Balancedf . sekecior, address (Shisn )] (UniswapViPeal, solridl-143]
efore, sddlamountl] <= balaacelil), Hl) . ML EY]
2nl. staticcalkl (EncedeWithSe lector| IERCZMM1nima L. ba lance0! . selector, address |

my Lot iveX1X8l = obsarvationi.chiervefingle(tine, 0, 21000, 2ick, 310, obiervat ionTndex, liguidity slotd. abiervat ierfardinalityd (UniswapViPgal.

O . selector, address i ihis ) 1] [Uniswap¥EPeol, sol#Fla1-142]

511 [UniswapyiPeal, solel51-152]

Event emlitbted after the callish:
HLRE (B . SEndEr, re ENT, CICKLOWET, TLCRUpPE T, SROUNT , BR0un T, M3Unt1) [UniswapVIfPoal. 501 R4EE)
[address, boal, Int 356, uint 16D, bytes) (UniswapViPaol. soleShE-THE] =

- [cmcha, kG umu i ache, seconds PerliquidityCunglativei28) = observaticni.observe lelcache,. blockTimestamp, 8, s lot@Stars . tick, slot
rainalityl {Wniswap¥IPool. so LGS T
- lobservakionIndes, observatienCardinality) abservations writelslotdStart.chservat Lonindex, cache.BlockTines tanp, s Lot B5tart, tick, cache. LiguidityStart s lotdStart.observat lonCardinality, slat@5tart.observatic
rlardinalityNest | (UalswagWIPool. sole734-T42 )
Trassferdelper-safeTransTer (tokeal, recipient . w
balaaccBBelare = ba el ) [UniswapyIPeal. ssleTTS)
Viuserss o erll. staticcal
allbackingg, sender) Liwap¥ FiwapCal Ll wrk
Slance@Before, sddluint o sncunt@l ) <= balancedl ),
= {success, datal token, staticcalllabd, encedeWithSe Lector| JERCZEMininal. baLancedt . selec
TramsferHelper.safeTranster (tokesd; recipient uintI56( - asauntdl ) (UniswapVIPool.soleT7d)
balancelBefore = baleascell) [(UniswapViPool.sal@TEL)
] pedgnl. staticcs e L ASa Lector | TERC2BM kgl - Balanced - selacrar, address | this 1] [UnlswaphIPeal. salelsSl<152)
kinig.sender { fwapV X milback( el ansunt 1, dat
Before, addluinkdB0 | smcyntll ) <= bhalancell), 1RA)

obiervatignindex, cache, LiguidityStart s Lokhtart . cbiervat Londy

[= amountl)) |UsiswapivIFool.soleTT3)

Selector| TERC2EMininal . Balan

iE% 00 [UnlswapyiPeal. saleldal=142)

Ladaress |

[{F 08T

tor,address(this) )] (UnissapVEPeol. solFl41-142)

[Ln L imapV i Pasl . Lo
sl
celf . seleckar, address |

L, S0 lELS1-152)

mitted after the o
BAQ L sender,re
At hub.d

unitd ;amountl; state. sgriPricex®6, state. Tiquidity, state. tic
£ Wik DETeL Lo r=-Darmesnt T Lo resnt ranc y=vulne rabl 11

Relerenoe!

anitiabizaleint 168N {UAdfwapWIPool. S0leXTR-260) uics tiBGitasp

parisans:

L, 5kringl{siotl. sqriPricexS®h == @ . AT) | weag'IP o wolF27]

swapWIFo0 1. swap { address ool int sULNENGE, bytes] (UniswepV3IPoal, 30l8596-738) uses timestamy for comparisons
Dangerous cosparisons:

LSpec §

SLLCRNEET =

SLECkNexL =

cacke, feeFrotoce

state, Liguid

wiabm. cnriPeie

& CoBgarlisnd

L. solesal]

eaaining s 8 &L state.sqraPricex®s 's syriPricel isitd96 [UndswaphiiPe
ehMEth. MIN_TICK (UniswapViPsal. ialed653)

cEath. MAX_TICK [UniswapViPsal. poledss)

L> @ [Uniswaphs ' £

|

WG mm cten_wnriPreicsbidect 300 0] ocsnd APl . onl@ma®l

state, Liguidity = 0 (UndvwegVaIPool. 3010639

state, sqriFriced3d == siep.sqriPriceMectd9s [UnivepVIPool, s0ld593])
FTALE. FOrIFricedds !s ftep-SqriPriceStartist [UnlswapyIPaal.solsT2E)
state. tick != siatBSeart. tich (Usiswvap¥iPool.soleTid)

cack, LiguidityStary im grate. 118 ity EPsal . sak@Tis)
itate,protocolfee > @ (UniswapyiPcal. o
state, profocolles = @ (Unisw=apVEFsal. sa
anpentl < @ dUniswap¥WiFool.sold#TT1)
reguired boal, string ] (s lance@Before, sod(ulnt 156 aneuntd] ) <= balanced( ), TIAF (Usiswap¥IPool. SoleTi? )
asgentl = @ |UniswapViFool.solaTTd)

reguire| baal, s glibalancelBelfare. addiulne 258 {ansuntl] ) == Balancell(), TIA} |UasswapViPosl. soleTE3)
[dras. qrePr Leekex 100 < gartPrliedl LEARMO6] (U liusgVIPesl, Lolass3-671)

Istep sqriFriceNextish > sqriPricelleitgn] (UnlswapViPool, solmmol-611)

Feference; hitps: #fgithub.coaforyticfslitherswiki/Detector-Decusent at i ondblock-1 inest amp

Ful tHath . sulbiw (uink356, uint 256, uintI56F | Libraries/Fulldath.sol#l4-186) uses assesbly
INLINE ASH [1ibraries /Ful lMath. 5o 0826=38)
THLIHE ASH [libraries/FullMath.ssie3s=37}
TMLIHE ASH [Llibrariess/FullMath. oles3-54)
IMLIRE ASH | Libraries/FullFath, s l@30-53)
IMLINE ASH [ Libraries/FullMsth, sole60-63)
IMLINE ASH [ libraries/FullMasth.sol871-T3}
IMLIHE ASHM [libraries /FullMsth. sol877=T3)
TickHanh.getTickArSgriRacisluine I68) (libraries/TickHath. solosl-284) uses asscmbly
= IMLINE ASH [Librarless/TickMath., pol@6R=T3)
- TMLIWE ASH [librariessTi
- IMLINC ASH [ librarless/TickMath.so
= IMLINE ASH [libraries/Ticksth.sol#8d-E5)
- IMLINE ASH [libraries /TickMath. sol889-93)
IMLIKE ASH [libraries/TickMath.soledd-53)
INLIHE ASH [librarles/TLickMath. 2o @do=183)
= JMLIHE ASH ries/TickMath, io el B4=307]
- IMLIHE ASH aries/TickMath, 1olrl14-1191
- IMLEWE ASH [ libraries/TickMasth, sol#las-125])
- IMLINE ASM [librariess/TickMsth.solel26-1311
IMLIKE ASH [libraries/TickMath.solel3z-137]1
INLINE ASH [libraries/TickHath. $o1813E6=143])
= IMLIHE ASH [libraries/TickMath.sslelid=140])
- IMLINE ASH [Librarieis/Tickmath, iolEl5e-155]
- IMLENE ASHM | Librarles/TickMath. 5o 0l 50-261)
- JMLINE ASH | libraries/TickRath, sol#l6F-167)
= IMLINE ASH [libraries/Ticksth.sol#16E-173])
IMLINE ASH [libraries/TickMath.3ol8174-179)
IMLIHE ASH [libraries/TickMath.soielBb=-185]1
= TMLEIHE ASH [librasilef/TickMath. isl@lBE=191]
- TMLIHE A%H [lib 1961
UrisaTeMath, divRaundinglipis 3 Libraries Aesafeath, ol FI2-161 uies asieably
- THLINE ASH [libraries/Unzafedath.sol#13-15]
Reference! https:ffgithub.conforyticrslither/wiki/Detector-Darusent 5t 1oneas senlb Ly -usage

Differeat versdons of Solidity if uged:
= Wersfon uied: [°=0,F.&%, ‘==l 4.8%, ‘=@ 4 8§, 8.0°, ‘=@, 5,8%, ‘>=@ 5 Bob,.8,.0°, "==8.6,0°, "==B.7.0']
- ol TG |NGDelegatelall, in }
- =l 7ol (UnivwapWIPool. S0 LEZ)
finterfaces FIERCZMMIndna | . S0 LF2
terfaces /il suapiIFactory . sold2 )
terface s M Il suagaAPea L. 10LF2 )
interfacesfItnis IPsalbeplayer. sale2]
terfasad Foallba LUniswap¥WIF Ladhlal Lhack, #o1LF )
terfaces/callbachy IUniswapVIMintCal Lback, 5o LFd)
(interiaces opllbachy TUniswapVISwaplal Lback, o LF2}
250 {interdaces ipools DUl swap¥aPooiAct Lons . soilE2 |
i iaterdasrs s freend i Tunr S AP I M r i wsdSTars. <n18rh

i
V¥

]
T
]

B.5,.08
B.5.8
B.5.8
#.5.8
=8.5.0
#.5%.0
W 5,0
B.5.0
h_%. A

i
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Fragea wersloresl, 5.8 | Librarles/Seapath, solfz) sllows old werslons

Fragma wersiorosd, 5, 8. B.8 (libraries/Tick.sole?) iz too coeplex

Fragma wersiosmsi. 5.8 (libraries/ TickBiTesp. sol82) allews old wersions

Pragaa wersloseed. S 0. B8 (Librarles/TLCWMATH- S5L02) 55 1os complex

Pragaa serilesesd 6.8 (libraries/TraniferHelper. solel) alleows ald weriissad

Pragsa werdlesosl, 5.8 (librarles/Uniafelath, solr}l allews old versicni

Reference; hitps:/fgithub.comfcryticralither/wikisDetector-Dacunentat ionfincorrect-vers losi—of-salidity

Low lewel call in UniswapW3Pool.balanced|] [Uniswap¥IPool.#0iflaB-145)1
[sucLess, A8Ta) = tokesd, sTaticcalliabl.encoseWithSelector (IERCIOM LA isal. balancedr , selector, sddress(thish bl (UaituepyIPool. s010141-147)
Lew Llewel call fn UsitwapiiPool.Balaniel|] [Unls=aaViIPssl. solmise=155]2
[futddds, d5ta] = takeal, sraticealllabl. sncodcuithSslactar (IERC I LAISS] . balancedl , fselaitor addreia (thial ] (DR EfuaeVIPoal . Fa 10151152}
Léw leweh call in Trandtertss Lper. safelranifer|address, address, ulnkdan) (Libraries  Traniterte lper. 2o lFld-2215

- [surcess,datal = token,calliabl.encodeslithSelector (IERCHMINinal, transfer.selector, to,valuel b (likraries/Transfertelper.sal#15-29]
Feference; hitpsifigithub.conforyticislithers/wiki/Detector-Datumentat londf low- leve l-calls

Variable UnissapViPesl. updatePesitiealaddress, intdd, int24, Intl2B, int24]) . _TeeGrowthGlobaLRCIZE (UnissapV3Posl. sol8388) 55 1oo similar o Uniswap¥3Posal. _updatePesitlon(address, Int24, intdd, IntI2E, int24) . _feeGrowthdic
BELLNITE [UnlfwapViPaal.sal@3Em)

variable Uniiwvap¥iPesl. collactiaddreid, Entdd, LAt uinb 128, uint128)  asoustBfegueited [UniiwapViPcal. islBdfd) L tca dimilar Es UniswapViPssl.collect (addreid, at2d, Lakdd uistl2E, wintl 38}, aecunt1Bequedted (UndfwapVil
ol 20155

Wariable Uniswap¥3Pogl, collectisddress, infd, inf 3, uinfl28, wint1 280  anpunt BRegues tesd  [UniswapVIiFool. selfsfdl L3 foo similar to IUniswapWiPooldwnerdctions.collectProfecol{sidress winkl8, uint128]) camgunt IReguested ()
nterfaces pool S TUn ] swap¥ 3Poa Lweerbot ions. sol 8210

Variable IUniswap¥iroolbctions.collectaddress, intdd, int24, uintl 28, uintlig) . smoun téFequested | interfaces fpool/ IUniswapViFoolActions . s01847) 15 too sisilar to ISedswap¥IPoolActions. collectiaddress, intdd, intdd ulntli
B uintl1d8) . amunt lRequested | LnterTaces/pools/ IUniswapVIfoolActions . soladE]

variable IUniswapViPooliessrict ions.collectProtacol{addrass, aint 138, uint128) . amauntdequested (intarfaces pcal/TUalsuapViPos I0wneract Lons .30 1828] 1% too fimllar to IUnLsuesviPosiOwneractioss.collectPratocoliadd resd
LUInt1IE, uint118) . ssuntifequested |interfaces/poal/IUaiswap¥iPooldwnarket ions. soLizl)

variable IuniswapyiPsalictions.collect(addrass, int2a, int28, uint1 28, uint 120])  sscunidSequeited |interfacesfpoal s IUniswapWiPoolactions, sol@7) is too similar to UsivwspviPool. collectinddress, int 28, int2d uint 138, uinkl]
Bl camount IRegeested [Unls=apViPeal, soifdq5k]

Wariable Unissap¥3Poal, collectProtocoiladdress,; uintl2B; uint 133 b, ssauntiSequested |(Uniswap¥IPool. sol®#E58F 15 too similar to IOndswapSIPoolACT loes, ool lectdaddress int 24  Ant 3 uint 128, uint12E) camountlRegeested [interi
&0es 7 pon L TUn L swap ' 3HPoo LC T Lon s . soLedE)

Varfable IUnissap¥iPoalbctions-collectiaddress, intdd, intdd, uintldE  uint 138 ) . assuntéisquested | iaterfaces//poal fIUni swapVIPoolictions. 501847 ) is too similar to TimiswesViPoollwnerdctions.collectProtocoliaddress, ulat]
6, uine i) . emsunt IEsquasted |isterfeces/posl s TUal swapViPoolCunarct ions . soleXi)

variable Uniswap¥3IPoal.collectProtocollsddress, uvintl2h, wintli). sscunti®equested (UsiswapViPool.solPE3R) 15 too sisller to Usiswap¥iPool.<ollect{sddress, int24, int24, uint I8, uint128) . sacuntlRequested (nisweeViPool,
wolrans]

Yariable Unissap¥3Poal,colleciProtocolladdress, wintlZB, wint 113 )., saqunidSequested (Uniswap¥IPool. sol®E5@) is too similar to IOniswepiIPooilwnerdotions, collectProtocol (address, uint i28, wint1FE ), amount IRequested (inke
Taces # posp ] Tk & s pV IPo0 I0ene rbot Lons . soLEFLE

Variable Unissap¥iPosl.collectProtocolliaddress, uintl2E, uintl i3 ). sssuntbfequested (LniswapiIPool. soleE5@) 15 too similar to Uniswap¥iPool.collectProtecollsddress uintidd; uint126) . asount BReguested [UnlssapyIPosl. sold
E51)

variable Iuniswap¥iPoolinesrice ions. collectProtocal{addrast, nintidS, uinei28] . smountdiequeited (interfacesfpoal  IlsisuapiPooibwnardct lons . dolrdd] 13 too similar ta IUsiswessiPosidctissds. collectladdreds, intdd, Lntdd,
vintlsBmint 18}, sscqnt1Requesied | Intertacess/poals IUn] swap IFon LACE lons. so LA}

varisble Iuniswap¥iPoolemeractions.collectProtocslsddress, wint18, uint128]. ssquntdfequested (interfaces/poal/IUniswep¥iPooiOwnerdctions . s0lF28] 1x too similsr to Uniswsp¥iPool.collect{sddress, int2d, int24,wint118,
uint12B) . anount IReguested [UnissapiEPoal, sol®455%)

Variable Unissap¥3Posl. collectiaddress, intd, intdd, uinti28, uint1ZE) . amouniBRegues ted [UniswapViFool. soledGd) Ls too similar to IUndswapViPoolbctions.collect|sddress, int 28, int 24, wint1TFE, ulnt128) . smcunt iRequested (ir
terfaces/pool IUnl swapV¥iPealAcr ions- salndl)

variable IUnifwapViPoolbctiong.collectiaddress, intdd, iatdd, aintlids vine138) . essunTiigquested | iatertaces pesl s/ IUni fwapiViPoolactions . 501847 ) 15 too sisilar to UaiswapiyifFool.collectProtecol{address uinelldd uinti2E) a
eountlhequested (UniswapVIfool.solrkil)

varishle UniswapyiPssl. collect{sddress, intdd, intdd, uint 120, uint128) . secust@Reques ted (UniswapViPcol. wolsdgdd Qs fza vimilar to Uniswapylfsol.collectFrotocolisddress, uint 1?8, uint120] . ssountlAequested (UnitwsgviPoal,
SoRERs1d

variable TUniswap¥irool0ssmerdctions.osllectProtorel]sdiress  wint138,uintl28] . amguntdfequested (interfscesfpool/IUaiswapVIPo0 l0wnerdotions . s01838) 15 too similar to Uniswap¥3Pool.collectProtacoldaddress uint 128, uis
118} . pmoant 1Reques ted (Uniswapifoeol. soLEESE)

Variable UnilseapViPesl. isapladdress, banl, intI56, uintléd byves) . balancebBefore [(UniswapViPesl. sola7T5] 5 ves similar re UniswapViPesl. swiplsddress, boal, intdS56, wint 168, byvec). balancelBefare [UnlseapVIPeal.sols?il)
Variable UnlfwapyiPesl.aist [addreds, intld, Iat24, aintls byves) . balancebBefore [(UnlisapViPesl. polmdTh] &5 ves similar ro UniswapgViPosl. Tlash{eddress, wint 356 uilntdSE6, bytes] . BalanceiBefars (UnifwapViPool. soletdy]
variable Uniiwap¥IPesl. iwag[addreds, beal, Iat230, wint 108, bytes), balancetBelore (UniiwapViPesl, sold?Ta] I8 tod slmilar £o UniswapViPegl.mint{eddreds, int24, int24, wintldl, bytes), balancelberore [Uniswap¥IPoal, iolidaTa)
Variable Uniswap¥iPes| ,1'I.1.5.h|.lu-d'-‘.rn--\.ll.,l..'.niHﬂ..|||nl';lful:|.h.h-'}l..‘\.ll.lnl;qliﬂn1nn- {UniswapviPool, 10ledd2 ) it too similar to I,In:.'g.-.ln'-':IPuu'l.rll.nlhl..qurlrr,-:.5..|||'\.I.T',.I".,J',n1?H’-,h]l‘.-e-q.;l.l;ln'..lnrﬂr'.ulrurr II,In|I|.w.I||:.'-‘5P-:H}|,I|..',|U!I]3_I
variable Uniswap¥3Pool.mimt [address, int24, int248, uint118, bytes), balancedBefore [(Uniswap¥iPeal, soldd7B] is tod similar te Uniswapy3Paol.wimt{sddress, int24, int24,wint178,bytes), balancelBefore [Univeap¥3Poal. soledre)
Variable Unissap¥3Posl.ssapladdress, ol , int256, uint 168 bytes) . balancedBefore [UniswapV¥3Peal. sol8775] 15 tod similar te Uniswap¥3Pool.flashissdress,wint?sE, ulnt256, bytes] .salanceiBefore {Uniswap¥iPool. soleeddl

Vnrinhle I ol iPes] . flschisddrsce miar PR i nr ISR hersa] bl sarsdd frear Dlindcwnnf o] oal SR1EN 1o ram cimdlare ra find ceon® 3@an] _fiachiaddracs i nf ISR GiiarI6h Rutecl Al ssrslidrer dila s cuneABnnd - cnlemil )
- J--.ﬂ. S.E ||1E1:r|n|;f5.!!"r||pu.:||:|u IELJ:HJI
— zafl, 5.8 [interfaces s IUniswapVIrealDeployer. solil)
= ==l 50 Linterfaces/calloacks IniswapvIF Lashial Lbeck, 50182}

= »afl, 5.8 [Lnterfaces /calloacks IlaiswapyIHint{allback, soleXh

= wifl. 5.0 [Lnrerfaces/callbachs Tl Erwap3Swaplal Lhach. soleZ)
all. 5.8 [Laterfaces/paal/ IUnl eapgVIPesLACt 1864 . falrd]

= =afl. 5.0 [Lnterfaces/poals[unddwapyiPsslDerivedState, iolel)

- »all, 5.8 [interfaces/poolsIiniseap¥IPoolivents, solR2)

= =2l 5.8 [interfaces/pools IUnls=apy3Pool Immutables. solLez]

= »af. 5.8 [interfaces/pools IUnls=apy3Pos L 0wmerAct Lon, solez)
wll. 5.0 [inrerfaces/ponl/ IUnivsapyViPeaslStane. salok)

= »=fl. 5.0 [Librariei /BLIHath, o 1e2)

= =ufl. 4.8 [Libraries/FizedPcintld8. soled)

- >3, 4.8 [Libraries/ T ixed sintsh, 30 leg)

- 2@, 4,80, 8.& | libraries/Full™Math,30l#2]

= wafl, 5.8 [libraries/LiquidityMath, solad)

= w=fl, T.@ [librariess/LowbasSateMath. #0le2]

= »oll. S el B8 (Libraries/dracle. saled)

= =afl 5 8=<0.8.8 (Librarles/Paditicn, joled)

- ==l 5.8 [libraries SafeCast, 10182}

- >afl, 5.8 [Libraries SqriPriceMath, sol&d)

= »=f.5.8 |libraries/Seapssth. solel}
winl. 5. BB B8 [ Libraries/Tiek-5a102]

= el 5.8 [Librasles/TichBitsap. s5lal]

= wal. 5. 8B 6.8 (LibrariessTickMath. jolod]

= =al, 0.8 [Libraries/Transferbe lper, 3o0lf |

- >80, 5.8 [Libraries/Unsafedath.salez]

Referencer hitpsofrgltheb. conforyiic/slither Sl il /Detertor-Documentat ionfdif ferent=-pragea=di reci ives-are-used

LenfaidSafelath.mal (ulne 356, uiat2SE) [LibraricslowtaiSatcHath, saled7-20] 5 never uicd ond should Be remscd

LowGasiatelath. subluintdS6, wint2S6) [Libraries/iowCassateMath, solrFl9=211 is never uied and should Be rescved
I:Ir_\:f\,p,h1.-J|rrﬂ.‘.r:h:ﬁr.lclg_ﬂhl\.-.ru:.l;:unlb_’w:.]'_'|..|1.’.1‘!?.u:n1 1, wintld, wint 1l {libraries/Gracile, sol#lf)-104) iz never uisd and should be resoved

Drache, et Surroend ingdbservat lonsi0racle.Observat bon [E5535] wint 32, wint 32, int 24, ubnt 16, uing128, uint 1G] (Llibraries/Orecle, s0l8108-230) is never used sad sheuld be resoved
Drad Le o[ Oracie Observation [65535 ) ,ulnt i, ulnt16] (libraries Orecle. sols1BEB-128) 15 never uied and sheuld be resoved

Dracle. initializelOrache. Dbservation 65535 ,ulnt32) (libraries/Oracle. s0l852-63) i3 never used and should be removed

Oragle. Leelulat 3y, ulatdd, ulatddF (Librariss /0Fetle. 0 \FL2B=148] 1 raver uded &5d ihoold Bbe resoved

Oraele, abierve{lracle. Cbdarvit Lon 85538 ]  aint X3, wint X2 ], intdd, uiat il , uint 20, uintlb] [LibrarieidfOracle. ia10388-124] i1 never uied and iBsuld B+ feasved
Orache, obierveSinglelOracle. Coservat bon [E5515] swint 32, wint X2, int 24, wint 14, wink 120, uint 18] (libraries/Oracle, sol@245-107) i3 never used aad shouwld be resoved
Oradhe, trans formiQracle, Dbservatlon,uini32, Antdd uint138 )} {libraries/Oracie, ;0838450 i3 newer used and should be resgved

Oraclie.writel0recle. Ohservation [5535] juint16,uint32, Int24, uint 128, wint 16, ulnt1s) (libraries/Oracile. sole73=-101) i mever used and should be resoved
REference: RtUps:frplihub. confcrytic/slither ikl /Detector-Dasusentat Lonfdead=cade

-1 [Enterfaces/IERCIBMininal. solrk) allows ald werilons

5.0 (Anterfaces/Iundswagifactory. sale2) allows old versions

5.0 [(interfaces/Inivwag¥IPool.50lfZ) allows old werslons

Pragea version-s@,5 [interfaces/InivsepIPooiDep Lloyer, s0l#F2 ) allows old versians

Pragaa version-ss,5 [enterfaces//callbach/ TuniswapV¥EFlashiallback.s0L82) allows old wersioss

Praggma version==8. 5.8 [Enterfaces/callbach/TuniswapViMiniCallback. sel82] allews old versions
H
3
5
5
5
5

Priggaa verslon=ell, 5.8
o
o
B
b
-}

Pragea version=e@, 5. @ [Lnterdases/callbach/TuniswapVibuapCal iback. solol] allows ald versions
o
o
o
b
.}

Pragaa version=sg,
Pragma version-s@,

Pragaa versions=ag, [interfacesfpools/ IUnivwapVIPoo <t lons 50 LFE) allows old wersions
Pragma version-a, [Linterfaces/fpoolf IlnivwapViPon 1BerivesState. sol#2] allows old wersions
Pragea versiom-sd, [interfaces/paol/ e irwapYIPoolEvents.sol82) allows old wersions
PFragma wersionesd, [interfaces paaly I iswapiiPoo L Issutables. solsd ] allows old verstons
Prisssa v rs ionsell, [EATErfacesaaals Ths EfwapIPon L0wne FACE Lons . S6LET] allins ald weriloas
Pragaa version=ed, 5.8 [interfacai peal/Italiwapv)PoalState, i5lrl] allows &ld versions
Pragma verslon=el, 5.8 (Libraries/BitHath. 5al#2] allows old wersions

Pragea version-e@, 4.9 [libraries/FisedPolnt]liB.sol82) allows old wersions

Pragea version-sd, 4.8 [(Libraries/FloedPoint96.50082] allms old versions

Pragea versiom-sg. 4. 808, 8.8 (Librariss/Fulllavh.soLe2) i tos complex

Priggaa werflon==8,.5.8 [Librariss LiguldicyHath. i51e2) allins sld werilons

Priggaa verslon=el, 7.8 [(LibrariedflowGaitaretath. 40182) allowi ald werilsas

Pragea version==@, 5,89, 0.0 (Libraries/racle.sclil] i3 too coaplex

Praama wercinnesd. 5. 8o A0 (lihrsriszi/Pocitinn. cnl#Fl iz foa comnlies
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ors . 30 LRI}

Variable IUnissapVifoolfeserActions. setFeefrotocel (uintd, ulntdl., feefrofocoll (interiacesfpool/ IlnivwaeVIPooilwnerdct ions, 30 LFIR] is too simdlar to BniswapVIPool.seiFesProfecoliuintB, wintB]. feeProtocoll [(UniswapVif
ol.50leEIT )

Variable Unlswapi3Pesl. setFeePratocol(ulnts, ulnts) . feefratoceld (UaiswapVIPool. s0l#E37) 15 too simllar to UaiswapWiPool.setFeeProtecol{uintf, uintl) - feefrotocoll (UniswapViPoal.soleB3Th

varfiable Unlssap¥iPesl. setFeePratocaliuvintd ulntd)  fecProtocsld (UsisuwapiiPosl.50leE37) is toa siallar te UsiswvapiViPool.flashiaddress ulstdS6 wintdiE bytesh. fecfrotecel]l (UaliwesiPosl. 3010837]

Yariable UnlinapiIPesl. wasgshat Cusulat Eveilns Ldel atde, nt24): seceadiPerl bquidityiut d idelows rX 138 (UniswapVIPoal-4alelT3) i3 too sisilar to UnidwapViPool-saapibstCusalativesngide(inedd, iaedd). iecondiPerl iguidityd
tiddelipserdidE [UniswapViPcal. gclalTa)

Varioble TuniswapViPsalState.positions(bytes)?] . tokensOwedld (interfacespaol/InitwapviPoolitate, sol/id) is too sinilar to IMaiswspViPoolState.positionsibytesd2), tokensOwedl (interfaces/poals/TUniswapViPonlState. sal
Ll

variable IUniswapYMintCaiiback.unissapyY®intCaliback{wintZE, ulntd56, bytes] amauntddwed (interfacesallbeacks Iiniswap VI intiallback, z01814) 15 too similsr to IUndssapV3MintCallback. wniswapVIH intdal lbsck{uint 256, &
nt 356, bytes | amaunt i0wed [ EnterfacesSoal Lbeoh/ Tini swapV3IHintCal Lbach. solals]

varfable IUniswapVisaplallback.unissapyISvapCalibacki int256, intEEE, bynes ). ansantBbelta {interfaces callbach/TUniswap¥iSwaplal lback.sol#i7) is too sisilar to DUaiswee¥iSesslallback. uniswapViSwaplal Lback(intd56, intd
56 Bytes ). assunt1belta {iaterfsces /oallbacky/ IUnlswapViSwaplal Lback. salols)

Varfable Positicn. updatelPeiinicn. Infe, Ennldd, uint 356, pint 256) . Teetronthins 18e@M12E (LibrariairPesinicn, dolsd7) 15 too sinilar to Pesiticn,update(Pessition.Infa, int138, uintdss uirt228) . fesclrowthissidelXi2a (Librards
i/Pediticn, LalmdA)

Variable Position.update({Positicn, Infe, Int128, uint 256, wint 256 , tokensOwedd {Llibraries/Position.scl#tl-80] is too simdlar to Positicn,updatel{Positics.Info, intlXE,uintdSs, uint256) . tokensdwedl [libraries/Position. soli
E3-761

Variable SqrifriceMsth. getAnount iDeltaluing 168, uint 168 wintl1d2, book ). sqrifat isdd96 [ Libraries SyriPricedath.so0l8133] is too simllar to SgriPriceMaih.getbmountéleltaluint1od uini 158, int128) . sqrifst ioBXSE | libraries)
SartPriceHath. 018 b3}

Variable SqgrtPriceMsth. getAsount iDelealuine 150, uint 168, wintld3E, boal ). sgrtRariald0s [ Librarics/SyrtPriceanh.s0la133] is too simlilar te SartPriccManh.getdssuntiBeltaluintlbn, uine 158, inti28) - sqriiat LoBXSE | libraries,
SartPriccHath.salelid)

Yariable SqrifriceMath. getAscunt@Deltalulnt 160, uintl68, int138) ., sqrifatioE (Libraried/SqriPriceHath, solddd) ii too sisilar to SqrifriceHath,.getiecuntébeltaioint16d, uint 88, uint 128, bool] . sqrikat iobled [libraries,
Sqrifricedath. 101r155)

Varfable Sqrifricedath, getisountR@DeltalulnE 160, uint 1B, wint123, booll, sqriRat icldDh [ Libraries/SqriPriceMath.solfl54] 15 too similar to SgriPricedath.gethacunidfe ltaloint 1, uink 150, uint128,Eo0l] csqrifat ioBXSSE | Lik
aries/SgqriPricedath. sole155)

Variable SqriPricedsth. getAnount@Deltalulnt 168, uint 168, uintl2e, booll. sOriRaTieA96 (Libraries/SqgriPricetath.solel54] 15 too simlilar to SgriPriceHath.getAmountlbeltaluint e, ulnt1Ge, Int128) . sqriRat LoBExSS | Libraries,
SqriPriceHanth.solEX15%)

Variable SqriPriceMath. getAssuntRDelea(ulne5g, uiATLIEn, SRT1TE). sgreRaTIsleDE (Librariss /SertPriceHath. so1leel) 15 too finllar to S§rtPriccHath.getAssuntebeltalaintles, ulneisa, 1nti20] . sgrtRat LoBXEE | Libraries /SqrePi
fealath, solebdl)

Variable SqrifriceMath, getasgunt@Deltalulnt 160, vint 18, int 138}, sqrifaticd (Libraries/SgriPricedath, soledd) is too sisilar to SgrifriceHath, gethecunt IBeltaioint 168, uint 168, int128) . sqrifat fobXsd (librariessSqrif
iceHath, sol#Z 1%l

Variable SqriPricedsth, getAsountiDeltalulntl6, uintl60, wintl2s, booll. sqriRatieos (Libraries/SqriPriceMath. sol®123] 15 too similsr to SqriPriceMath,getiscunt@feltaluintled, ulntl6e, uint128, bool] sqriRet LoBXSE | L1k
aries/SgriPricedath. sole155)

Variable SqrifriceMsth. getAnountiDeltalulnt 168, uint 168, nt 138}, sqrifRaticdds (Libraries/SgriPricedath.sol#2i3) is too similar to SgriPriceHath.getdmcuntlbeltaimint 168, ulntis8, int13B) . sqrikat ioBXSE [ librarles/Sqrifi
leeHath. solez1d)

variable SgriPriceMath. getasountiDelealulne 150, uintl6h, wintlds, bool) . sgrtiar s [ Libraries/SartPricelanh. so0loi33] is too simllar to SartPriceHanh.gethssunt iBeltaluintléd, ulneis, uistli2E, Eaal) . sgrelat (ob0ls | Liki
aries/SartPricolath. solriid)

Yariable Sqrifriceath, getAsgunt@Deltalulnt 160, wint 108, int138) , sqrifatiofidt (Libraries SqriPricedath, sol@idd) is too disilar to SgrifriceHath, gethecunt1Deltaioint 168, uink 188, uint 120, Bool)  sqrifat iolosd | libraries;
SartPriceHath.solR e}

Variable SqrifriceMsth, getdncuntiDeltaluink 1608, uint 168, int 178}, sqriRaticldSh (Libraries/SqriPricedath.sol#fFi3) is too similar to SgriPriceMath,getdscuntileltaieint 16, uintifd, int B28] . sqriRat ioBAXSE [ libraries/Sqrif
loeMath. soleped)

Variable Sqrufricedsth. getAsount@belta(ulnt 168, uint 168, wint1 28, bool) . SoriRaTied96 ([ Libraries/SqrifriceMath.s0la154] 1s too similar to SgriPriceHath.getAmoun Dhbel taluin 16, uint 168, Int128) - SqriRat ioBxSS [ libraries;
cartPriceHath.solebid)

variable SqriPricoMath, gatAscuntiDelealulnt S, uintles, int1TE). sqrifatlclgs (Librarias/SqriPriceHath.soleid) 1 too sisllar to SgriPriceHath,gatAscunt 1Beltaleintléd, ulnt 160, uint128, Bool] dgrtRat LolXss [ Librarles,
CartPriceHath. solelgd)

Yariable SqrifriceMath, getAsountR0e LEslulnE 100, wint 0, wint 18, boal ), sqrifat 1oaNs) [Ribraries bqgriPriceMath. solrldd] 1% too similsr to SgriPricedath.gethscunilbe i talwint i, uinb 160, uint1 o8, B0 L] sqrifet Lollss | Lik
aries/SgriPricedath, solf1ed}

Yariable Sqrifricedath. getAncuntiDeltaluint 160, uintl68, Int12E) . sqriRatloldDE (LibrariesfSgriPricedath, sol®zi8) 15 too simdlar to SgriPriceMath.getéescuntételtaleintled, uintlsd, uint12E,000l)  sqrifatioBNss |(libraries;
SqriPricedath.sole155)

variable Tick.getFeeGronthingise (mapping|{intdd == Tick.Info),int2d, intdd, intdd, ulnndS6, uistlSe) - feelrowthAbeyefk1ld | Likraries /Tick.sol#E3) is too similar to Tick.getFesGrewthInside{mappingiintd == Tichk. Infa), ised
4, Ant24, int24, wEntI5E, ulnt 3561 . feebront hAbewe L1138 { Librarles /TLCK. soLeEd)

variable Tick.getFeeGrowthingide (napping|intdd == Tick Infa), int24, Entdd, Entdd, olnt 356, uvint2S6] - feelrowthBelowl X138 | Libraries/Tick. gol@d}) is too similar to Tick.getFeelrowthInsidoimapping(intd4 == Tick.Infs), intl
A, int 24, Int 24, wint IS, uint 256 ) . Feebrowt hBelowlk 128 {libraried/Tick. 4aloTl)

Yerigble Tick.getFeebrowtbingide(mapping|antdd == Tick.Infolint2d, antad, antdd, winiil, vint250] . feelrowthhichalOEid8 (labraries/Taick, soldfd] 1s too similer to Tick.getfechrowihins ideimapping[infdd => Tick,Infol,1mt
S ANt 2l ANt UL EESE, uist 250 feehrawt b loba L 1X128 (Libraries Mick. soles6)

Variable Tick.crossimappisg (intdd == Tick.Infol ; int2d, eint 256, ulnt256, uint 168, int 56, wint¥2) . feebrowthGlobal®Ol2E (libraries/Tick. sol®lT1) is foo similar o Tick.crossimapping|intdd == Tick.Infol ;intZd uintd%E, uintd
56, ulnt1ed, 1ntSs, ulnt32) . feelrorthGlotal 1138 | Libraries Tick. sale172]

variable Tick.updatelmapping|ineld == Tick.Enfa), intd4é, Sntdd, tAtldE, uinedS6, uintdS6, winnled, innSs ulnt3d besl, uinti28) - feelrowthilaba lBXi28 {Libraries /Tick. soleils] is tos similar mo Tick.getFeslrowthingldeimappise
fimt3d == Tick.Infa), Entkd, Entdd, bnedd uint 336, uint238)  feclirowthllichallXi28 (Libraries /Tich, poloss]

Yariable Tick.croiilmapping[intdd m> Tick.Iafol,int2d,mint 256, uinEd56, uiat 160, int 56, wint XX ) . feeGrowthalobal@A12E (Libraried/Tick.4alfiT1) id fco dimilar te Tick.getFesGrowthindide(aapainglint2d => Tick.Infa),intdd,
intid, imt2d, wint 256, wint IS8 ). feeGrowtbGloba i LLEE (libraries/Tick. sclatd)

Variable Tick.uodateimappinglinkdd == Tick.Infol.intdd. int2d. intl1d. ulnkdSh.uint2Sb.wint16S, iniS36. uint32. beal . uink120] . feebrowthblobalOKL28 { Libraries /Tick, s01#115] is too similar %o Tick.crossimappimalintid == Tig

State variables writien after the Callisi:
= sHotl.syriPriced®f = state.sqriPfriceX®E [UniswapWifool.sal#T51)
Reentrancy in UniswapViPoal. fvagd eodrass, boal, Iar256, uint 160, bytes) (UniswapViPeal. soleSie=7848)2
External calla:
= lcache.tickCumalative, cacke, seconduPert iquidityCusalat iveXif) = ohservarticns,shservesinglelcache. blockTinestans, 0, slotoseart, tick, slot@Stare .abservat ionindex, cache. NiquidityStare , s lot@Stare . obiervat iondy
rdinafity] (UndswapiAPosl ., » o LNES9- Tk}
= (ehservationIndes, observationCardinality] = siservations.write(slot@stars. obse rvat ionindex, cache, blockTimes tanp, s LotdStart. tick, cache., LiguidityStart, s lotStart. sbservat lonCardinality, s lotRStart, observatis
nCardinalityhent] (Unlswapy 3P l. sol8734=-T42 |
= Transferdelper.sateTransfer(tokend, reciplent wint 355 (= 1k (Uni W3Fool.sol@TTI)
= balancedEsfors = balsacedl) (UniswapViPaol.ssleTrs)
= [success, datal = tckand. staticcalliabi. encodeWithialectar [TERIMMininal balanced!, ielector, addrasslthis) )} (MaiiwapiiPool. saloldi-142)
Ton i pwapViSwspdal Lback (ngg . senderh, uniswapViwapCalibackasountd, sescatl, data) (el vuspViPool, soLeTT6)
requirelbool, st ring) (balence@Defore, sdd (ulnk 2506 (aecunt0l ) <= balancedl(], ITA) (Uniswap¥IPool.sol#7TTh
- (success, datal = Gokend.staticcalliabi, encedeWlthSelector| TERL20Mininal. balancedt , selector, address(this) b b (U ivwap¥IPool . solEL4L-14F
Transferte Lper. satelranster(tokend, reciplent  ulntEss (- asaunt@) b (UniswapVIFool. soleTTa)
balancelBefore = balancell) [Uniswap¥WIfool.selsTEL)
= [fuccess,oatal = wakenl.srarticcallipsl. encadewithielecrar| TERCZ0MIninal. . Balancedl . salector, address (This) b} (M iswapVIPosl. Solo1SE<152)
Toa fwap i Swaplal Lback{aig . sanderh, un iswapViiwaplallback( asountl, ancentl, dbtal (UaliwepViPool, soletad)
require(Baal,string) (balsacelbefore, sdd[uint 298 (macunt1)) <= balancedl], TIA) (UniswapVi®oal . soleThl)
- [success, datal = Sckenl.staticcallissi. encedeWithSelectar{ILRI20Mininal. balonced! , selector, address (thish b {UaivwspWiPool. soLB1SE-1520
Stafe variables writfen after the callish;
= slot@.unlocked = pree (Unilswaph3@ool. 5o l878T)
Referemce: MtipssSSglthed. conforytic/sLivherfwiki/Detector-Bacument at Lonsreent rancy-vulngratilinies=1

SqrUPriceMath, gaRNesLSE rt P Loef roaAscun b BRsund ieglp (uint 160, wint 118, ulnt 256, book ). preduct _icope 8 [Librarles/SqriPriceMath, soled%) 15 & Local variable sever inftialized
Tickfiteap. mextInit inlizedTickuithintneword(mapping{int il == ulntFid], int2a, Intd8, bool ), bitPos_scope 1 (Libraries/TickBiteap, solmds] is a lecal warisble never Snitialized
Und vespVIPss L, mint (address, int2d, Ant2d, pint 120, bytes ) . balancedbefore (UniswapvdFool.soledTa) ix & locsl varisble never dnitialized

Univeap¥3Poal, _updatePositioniaddress  Ank 4, inf3d  Ant128, ink24 ), fLippedipper (UnivwapiIPool. 5018393} i & local variable mever initialized
TickBitaap.meutIndt a1l izedT Lok i thinonewo rd(mapping | Ant 26 s uint256], Intd4, Lnt2d, beal ) wordPos_scope @ (Libraries/TickBiteap.saUe6s) i3 & Wocal wariabie never initialized
SqruPriceMath. gethedtSyrt PricefrondseuntbRsund iaglplulnt 160 wint1T8, ulnt 256, bosl). preduct [ Librariss/SgrtPricelath.sol#39) £5 & local varlasle never Ladtialized

Unil swagh3Pes . ndnt (address, Laedd, Lneldd, uint 128, bytes] . balanceiBefare (UaiswapWiPFool.soledTR) is & local varisble newer initinlized

Uil bV APeS . _uptatePoi it ionladdredd, Ent e, LA, Ent 128, LAt ). fligpediowd f (LaliwigViPool. 0 L0392) 18 & local variable Aever inktialised

Reference; Bttps: i githel, conforytic/sLitber/wiki/Detector-Becument at lonfundnit ialised-1local-variables

Und swaph3Poa L swap [ address, bool, Int 255, ulnt 168 . bytes] (Uniswap¥3Pool, s0185596-T22]) has external calils inside & loopr [cache.ticklumulative, cache.: secondsPerl lgeiditylumu Lat iveX138) = cbhservations.observeSinglelcache,
BlockTimestanp, B, sloteStart. tick, slat@start . observat Lealndex, cache. LiguidityStart, slot@start, observat ieaCardinality ) (UniswapVifaol. soleaos-706]
Referemce! BETRSE /it conforytic/sLinker, Wik /Detector=-0as unent At Lon B all f=1n3 lde=a=12ap

Warisble 'UsidwapViPool. dwaplaidresd, boal, SATISE, ulnt 169, bysed ), dteg (UaifwapvIPoal. soLe64 " 1a UnliaigiPasl, dwid (Addredd, basl , LAtTSE, ulAt 160, byted] (UnlduaghIPes], doLFSO6-TER) potentially uied befers declaratise
i shtate, sepuntSpecifled®fesaining = @ B& state.sqriPriceXSt I= pqrifricelindtdsd (UnivwapViPfool. solddl)

Wariasble 'TickBifeap, nextInitialiredTickdithinDnewordimappinglint 16 == wint 2560, ing 4, int &4 bonl)bdtPes (libraries/TickBitmap.sol®52)" in TickPitmap.neatInitializedTickeithingaeWord (mapping [ing 16 == @intF36h, intdd
shntdd boold [libraries/TickBitmap. solodz-77] potentially used before declaration: (wordPos bitPeos) = positioalcospressed + 11 [libraries/TickBltmap. soldb5]

Varisble "TickBitsap.nextInitialiredTickithinleshord]sapplieglint]ls = wint256) Aot intdd bool) wordPos | Libraries/TickBitesp. soleF52)" 1n TickBitmap.mextInitializedTichkithisdnevord(sapping] intls == udntI5E] ; intd
4, tntdd, book) (Librarles /TickBiteap.soLed2=77] patentially wied before Seclaration: (WordPos, bitPas) = pasivisnlceseressed = 1) (lLibraries/TickBitmap. saLe6s)

Referencs: MtipssSfglthel. conforytic/sLitherfwiki/Detector=-Bocusent at Lonrpre=3eclarat ion=usage=af=local=varistles

Reenbrancy in Uniswap¥IFcal., flashleddreis  wint e, uink 230, bytes) (UaliwagiiPool, solFral-A2);
External callss
- balancedBefore = balancedl )l [UniswapVIPaol.sal®Biz)
= [success,datal = tokenB.staticcallysdl, encedeWithSelectar| TERI2MMininal.balancedf . selector addressithis) b b {Dsiswap¥IPool.solel4l-142)
= balancelBefore = balaacell) (UnisuapViPacl.sslergaz)
= [gucceis, datal = tcmgnl. staticcalliasd, encodeWitbSelectar | TERIZMininal balancedf ., selactor, addresslthis) b b {Us ifwapWiPoal . solelSi=152)
- Tranifertelper.safefransifer tokend, reciplient  asount@ ) (Usiswap¥iPoal . soleked |
- Traniferfelper.safefransfer(tokend, recipient asountl ) (U iswapWIPoal. soliess |
= 1S vwapWIF LashCal lback | msg, sender | uniswapIF Lash{allback| feed, feel datal [Uniswap¥3Pogl ., s0l#308)
= balanceddfter = balaacedd ) [Uniswapy2Poal. solegln)
= [success datal = tokenb.staticcalliasi. encodeWlihSelectar| TERI2MM ininal . balancedf . selector, addressithis) b b (s iswap¥IPool.solol4i=142)
balancelAfter = balaacell) [UniswapViPeal.salegll)
= [fuconis,datal = Echgnl.staticcallissi. enocdewithSalectar | TEMI2MMininal Balancedf . delactor, addresi(thisd )} (UaiiwapWiPoal. sol@15i=152)
Seate varisbles writien afier the callish;
- feabrowthGlobalBX1ZE += FollHath, pulDiv(paidd - feesd, FisedPointl28.0020, liquidity] (UedswesvIPool.so i)
= feelrowthlobslIX1ZE += FellMath.pulDivwlpaidl - feesl,FixedPolnt12B.0020, _liguidity] (BedswepIPool.solf21d)

= mratnrniFess. fakienf ea clet 2R fescl] (i vealdiPeal . onl#A72 31
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=descainaior = dmoalnster f twod (Libraries/FullHath.4ale6T)
-inv == } - denominator ® inv [Libraries/FullMsth, zoledd)
Ful IHath, muiRiviuirt 250, @int 2%, uint X5k | libraries/FullMith. sel@ld-186] performs a suitiplication oa the result of & divisien;
—derminakor = denosdinstor f twos (Libraries/FullHath.sol#6T)
iy == ¥ - denssinator ® e [Libraries Full®ath, soleds)
FullMath. sulBiv{uist2SE6, uintIss  uineXsE ) | LiBraries /FullMath. saLrl4=106] performs & sultiplication &4 the result of a Sivigiea:
=procil = prodl S twos (LEbrariesfFullHath.soleT)
~redult = prodd ® fnv (LEbraries/Ful lHath. solelsd)
Gracle.ohserveSingleOrache Observation[fs335] , vint32,uintd2, int34, wint1b.mint 128, wint 16} [libraries/Oracle,sol8245-287) performs & sultiplication on the result of a division:
~{peforedrit, tickiusulative + [lat0rafter.tickCumlative - beforedrdt, ticiCusuistive) J observatloaTimedelta) ® tarpetDelis beforelrat. secondsPerligaiditylumulat iveX]1?® + uint1600 (wint IS8 avdrafter. seconask
erbiguiditylesulatives1TE = beforelrki, secomdsPerLiquidityCusuiativeXi28] = targeilelia) f observationTimeleltal) [(1ibraries Oracle.solEXT5=-2E50
Tiek. tickSpacingTodasL iguidivyPerTicki int24) [1ibraries/Tick. salpdd=4%) perforss & sultiplication &a the result of & divizisa:
=alaTick = [TickMath.MIN_TICE / tichSpacisg) * tickSpacing (LiBfaries/Tick, soleds)
TEck.EickSpad ingToMaxL iquid ityPerTick(int24) [librariei/Tick. dolidd-4%) performi & sultiplication o=m the resull of & diviiics:
—aaxTick = [Tickmath,Max TICK f tickSpacimgl * tickSpacing (librariessTick, soleds)
Reference: bitps:ffgithub.conforytichslather/wikiMetecior-loomentat lonfdivide-before-aultiply

Ul suagaPool. EnliializelmintIS8) (UniswapVIFool-solF2T1=289) st & dangercus SErict eguality:
reguire(baal, stringl (S1otB.sqriPriceXDE se B, A1) |Uniswap¥ifool.seledT)
Ul tuBgIPeal . fwbpladdress, bool, SntESE ulne 164, byeed ) (UaitwapVIPool. solrSiE-TH0) uitd & dangercus SErict equality:
- siate, sqriPrice®l == step.agrifriceMextX96 (Usivwep¥iPool.solPisdl
Raference; httpsiffglithub.conroryticrelitherswiki/Detector-0ocumentat jonfdenge rous-strict-eqguatities

Reentrancy im UnissapV3Poal. scdifyPos it ion Und veepW3Pool  Hodl fyPosit ionParass | (Und vesph3Pon L. 50 LEIE-3T2 i1

External calls:

= popition = _updatePogition{parani. cungr parasi.ticklows r, parand. Eicklpper, parasd, LiguidityDalta, slot®. tick] [UnifwapViPesl, pal@dli=331%5)

~ [tickComylanive, secondiPerliquidityCusclativeXi 28] = observatices, shierveSicrgleinise 8, 51010, sick, slate, observationIndex, Liguidity, slotl. siqarvat fonCardinality] (DeiswapViPool solekid-—404)

= {8t cinervationIndes, s lot@, obiervatienfardica Lify! = observalicni.writel _siotl.ciaervationlndes, blcckTimestamply, $1ct@, tick, LigquidityBefore, _slotd.chiervat iontardinality, siotl.ciservat ionCardinality
Weat] [Undswag¥aPool, sols3d]-248)

State variables writtes after the callis):

= Liguidity = LiguidivyHsth.sfdbeltalliguiditybefore, parans: LiguidityDelial (UniswapVifool-sale361)

= {sloth.cxgervationInse, slatd. obgervaticaCardisaliny) = obisrvatiens. writel_siotd.cbgervationlnses, bleckTisestamp(), slatd. vichk, LiguidivyBefore, _flovh.chsarvationCardinality, siotd.ssservationCardinality
Hext] [UndiwagViPocl., o4 l-HE)
Regntrancy im UniswapViPsal. collectProtocal (address  uint 130, uint128) [(UnidwapWiPos]. tolmi4n-BEa)

External calls:

= TransTerselper.safeTransferitokend recipient  smsauntd) {UniswapVEPooal. sold359)

State varlables written after the callisl:

= pratacolFess. tokenl == assustl (Uaftwap¥3Pool.solRBE)
Recntrancy im UniswapVaPosl. increascltsarvat ionCardinalityMexe (uintis) (UniswapViPool. soledss=367])=

External calli:

- ohservationCardinalitphexihew = obdervations.growlobservat ionCardinalityHextdild, obiervaticonlardinalityext) [(UnitwsgViPool, solddsa- D010

State variables written after the callisl:z

= slot@.observationCardinalityext = pbeervatieafardinsbitynenties (Unlswapy3Poal, sols264]
Reentrancy im UnisswapV3Psal. initsalize(uint168) | DalswapdIPonl. solE2Ti=268] ¢

Exteérnal calls:

= {eardinslity, cardinalityMext ) = stdarvationd. iaitialize| blackTisedtanal )] {U&ifvap'iPoal. sole2T6)

State varisbles written after the callis):

- sletd = SlotBisqriPricexsh tick,®,cardinality cardinalityiext, B truel (UniveseVIPool.solEI70-2B6)
Reentrancy im UniswapV3Poal. ssapladdress, bosl, ink356, uint 168, bytez] (Unds=agV3Pool, so18596-TERb

External calls:

= {emche. tisRCusalative, cache. secordiPerliguldlioplusulativex]ld) = sbservations.observesinglelcacke. blockTinesranp, B, s1aVESEart. cick, slat@Start . observatisalndes, cache. LEquidityStart, 31aE85Stare .obse raat Landy
rdinality] (DadswaeiiPool. salndga=TBE)

- {eddarvat fonladex  abisrvalicalardinality) = ebdervationi.writelalctostart. chiervat icalndex, cache.blockTinnitaap, dlatistart. tick cache. LiquidityStart, dlat@sStart .obiervat laafardiaal i1y, slotB5tart . abiarvat ic
pCardinalityiest] (UndsuagVIPool, sol87T14-T4Z)

State variables written after the callisi:z

= feeGrowtbGlobal@il2E = state. TesbrowthhilobalX]123 | Uniswapy3Fool- solaTea )

= PeebrowthGlobalidl2E = state. feclirowthhlobalx]dd |Uniswaphifool.saleTel)

= liguidity = srate. Ligeidity [UnisvapVIPesl. sels7ss])

= {SNStl, g5rtPriceXOf, s1ath. Rick, s 1otl, shinrvat isnlndex, d Lot sbhiervat loaardinal ity) = (ERate, PqriPriceXDs, itate, Lick, abjervatisalndes, chinrvat Lorfardinality) [UniiuagViPssl, soloaT43-T45)
Reentrancy im Uniswap¥iPesl, pwspladdress, bosl, int2 88, vint 100, bytes) (UniswspviPocl, volerSod-TER);

External calls:

= {cwthe. tickCumalative, cache. secondsPerLiguidl tyCusulativex128] = abservations.observeSinglelcache.blockTinestanp, @, 5 latkStart. tick, slot@5tart . observat lealndes, cache. LiquidityStart, slot@5Startobservat londa

LTS TR T PR T, 1 PP RPN |5 S T

afardinalityRext] [(nijusghiPesl. 3olaTi4=T42)
State varisbles writtes after the callis):
= pratocolFess. ickend += stabe,proftecolFes [Unlswap¥IPoal, soldvnl]
protocolfess. tokenl += state, profecolFes [UnissapiIPeol. soleTed])
Referencer hitps: fgithob.confcryticfslither/wiki/Metectar=-Doomentat iondreent rancy=vulmsrabl Lit ies=2

Regntraasy 18 UnliwipVaPrssl. buralintdd, AT 34 ulnt 128} (UsiivapviPoal.fales1T-54%):
External calliz
= {pasitlon, sncunt@Ing  mountlint] = _sodifyPosit ioniBedifyPosit ioaFarans (nsg. sender, f ickLower, f1cklpper,— InE2530 ancaunt ). SoInt12BLE] ] [Und s=apVAPeol, s0 L2 2 -5 100
= [slotd.observationdndes, s Lot observatlonCardinalityl = sbservations.writel_sloth.observationindes, blockTimestampl], _siotl.tick; liguidity@efore,_slotd.observationdardinslity._slotd.observationla)
dinalityext) [UniswapéIfaol.sole3d]1=-345]
[tickfumulan ive, secendiPerLiguidityCusalativeXiZ8] = obiervaticed. observeSinglelnime B, s loth.vick, slath. ohservat isnIndex, llguidity, slotl.ebgervat ionCardinality] (baiswapViPool.soledis-484)
Eviat cElttsd after the Sallish:
= Burnleig. dender, ticklower, Eicklipper, aatent , aecanti, sacuntl) [UniswapyiPeal, soledad)
Reenirancy im Uniswap¥i3Pool, colliectiaddress  intdd  intdd, wintl i, uinf128] (EndvwapiPooi.soldd59-513);
External calls:
TransTerHelper. saTeTrans Teri tokend recipient ; amouni@) [UniswapVIPoal. solE585])
Transferdelper.safeTrans fer(tokenl, recipient, amiuntl) (UniswvapiIPeal. sola5e0)
Eveat sELlttHd BECEr the SALLif):
= Collect{msg, sensder, reciplent  tickiower, ticklpper, ancantl, sacuntl) [UnilswapViPesl,soledll)
Reenirancy im UniswspViPoal, collectProtocolladdress  ulnfl28, uintT20] [UniswspViPocl, so M40-R40 |
Exbernal calls:
Transferselper.safeTrans fer(tokend, recipient , amauntd) (UniswapiIPeal. solegsm)
Transfertelper. safeTrans fer (tokenl, recipient, amauntl) (UniswaplIPeal. solsgbd)
Eveat eulttsd after the callish:
- CollectPratocalintg. sender, recipient, secontd, sacuntl) (UniswapViPcal, solmgiT)
Reenirancy im UniswapVAPool, Tlashladdress wintdSbowind I8, byfesh (Uniswapéi®ool.solfTH]1-8341;
External callss
= balancedBefore = balancedl] [(UniswapVEPoal.solsasz)
[suceess,datal = tokenf.staticoall{abl.encodeiithbelector (IERCIMENISS] . balance0d . selecter, address{this)]) (UnlswaphVaPesl. soleldl=-143}
= balafcelBsTare = bBaléssell] (UnRlgsapgVaPssl.ialaded)
= [ducceis,data) = toheni.itaticeall{abi. ancodeuithielector (EERCHHLNInal  balanself  selector, addresil this]]) (Uniiwap¥iPosl, polriSi-153)
= Transfertelper.safeTransteri tokerd, recipient, amquni@s (UniswapViPeal. soldtnh)
= Tranzferdelper.safeTransfer(tokenl, recipient, smquntl) [UniswapVIPoal. sol#anb)
- Dmiswaps3FLashiallbstklnsg. sender ). uniswapVIFlashCaliback feed, feel  data) (UniswapVIPool.soleEee)
balancebiiter = balascel|] (inissap¥IPonl.solsZ1i]
[Fuceess, dans) = takenb.staticeall{abi.cncadehithSslectar([ERCIDHLAIASL , balsAscOr . e lectar, addres3ERES]]) (UnlswapVaPesl. falridl=142)
= balancelafter = Balestell] (UniiwscviPosl, solegii]
= Lsuccess,daial = Rokenl.staticcalilabl.encodeNithbelecior (LERCIMHINIma L, balancelf . se lecior, address iRl 1) (UniswapVAPosk , 30l@Fi01-15d
Event esitted after the callish:
= Flashimsg.sender, recipient  mmount, seountl, paldd, paidi} {Usiswap¥IPool.soleB33)
Reentrancy im UnissapV3Pesal. increaselbservat lonCardinalityMext{uintls) {UniswapVIFool. solddss=357 )2
External calls:
= ghaervaticnCardinalityheziiew = chanrvations. growlobanrvat ienCardinalityWextdld, observaticaCardinal inpext] (inisuspViPesl, soledEl=2E1)
Eveant ealfted AfEer the callish;
= ImcreaseCiservat ionfardinalityMext (observatienfardinslityNeat0ld, abservat Lonlardinalit yMectHew] [UniswapVIPoal, soLF206 )
Regntrancy im Uniswap¥2Poal. initialize(uintled) (UndswapaPool. solEZT1-289) 1
External calls:
{cardinality, cardinal itydext
Eveal psilfted Aafter the Callis)
= ImitialiceldgriPriceddd, tick) {UniswapViPaal. icldZER)
Reentrancy im Unis=apV¥IPoal mint(address, ink2d4, intdd, vint 120, bytes] (Undr=agVIPool, so LS T —LBTh;
External callsz
famounUblnt  assantlIinth = _sodifyPesitien(HodifyPosit fonParaas| reciplent tlckiower, t Sckipgser; nt 256 amaunt ) - toInt133( 1] [UnissapVIPoal. 30l8465=473)
= [flovh.sbservationledss, sloth. ebservationCardinality) = sbservat fons.writel_sloth.cbservationledex, BlockTissstamsl], _slotd.vick, LigsidieyBsfore, _slotd.ohservatioadardiaality, slovh.shservationlai
dinalitwHext) [UnifwapVEPsal.olndd1-3481
= Lticklemulafive, iedcndiPerbiquiditylusg lativeXi28) = obiervatised, chierveSicrgleleise 0.4 lct0. tick, 1ot ohiervat icnlndex, Tiguidit ¥l Loth.ctdervat ionCardinality] (BsiswapViPool . io0leisd-404)
- balancedlefore = balange@i]) (UniswapVEPesl,solfd480]
- [success.datad = tokend.staticcall{abl.encodeithSelector ([ERCIDHLNIngL, balanceld . selectar, sodress(this]]) (UniswasoV3Posl.solsi41-142)

= ggervationi. initializre| BlockTiscstanslb) (Vs suapVIPoal.saleXTE)
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Fotnliranty Ln DniiwseTdPool, suapLagaress, Bool, Nt e, uint iGN, Brles] LIniiwigvaPoal, solin =001 ;
Paternsl calfy;
- [cacke, tlchCumulative,cache. secondsPerliguidity
rdimalityl (UniswapVIFool. saleees-706)
[observatisalndex, observatioalardisality) = observations.writelsiotdStart. observat ionTmn
mlardinal ftyMext ) (Usiy ool saleTI4=T4)
= IranfferHelipar. dalel FrassTar(Eakenl, ra gnt, uint2S6i= amsentl]) [UnissapviPsal. sl
- balSe@Beliare = Balance@l] [UnliwagViP o lF Sl
Peicas, data) = tokenl, siaticcaliiabl. encode T L
- TUniswap¥3Ssaplal tbackimeg. sender ] unds=ap¥35apCal lkac datal {Uniseap¥IFool.sol
= reguire|besl, stringl anced@sfore, add{wint2BE anount@) ] <= bhalancedi) ITA) [UniswapVEPaal. s
{swccess, data) = tokend. stat iccalllabl.encosewithSelector[IERCSH Lninal . b
= TeanklarHe fialeTrassforl takenl, | L25E(= amdorilB]] [UnissapVl
meel|) mBpM PSS .
tokenl, sfat iccall cler(IERCIMN inimal . balancedr . el
- TUniswap apl ackimig.se d {u Paol
= reguirel 3tring ) {balancelBefore. sdd{ulnt 2561 ano ITAD [Uniswap¥EPaal.sol
155, datal Toke
&r the calll

umylat iveX138) = ohrervations, observesi

oriIERCIBNInimal, hajancedf  solectar

L. walsTHE)

plEtg. sendar, reciplsnt , b

18, asountl, state,. sgrePriceXds, state, Liguidity state.tick] [Uniswapil
Refgrence: RLEgE: ) thub. comy'c -

har/wiki/Metectar-Docoasntat {onPrgent raas y-vulngrabi

Uniswap¥IFool.dnitisfizeiuint 168l (Uniswap¥WFool.sol#2T7]1-289] wies tisestasp for comparisons
Cangensus nL

reguire|bsal, stringl{sio

Fwl PV IPG0 L. S A Boal,

Pangersys

TBE) ufis tLSESCOAH

ParLs

= pgrifriceliniiX9d (UniswapVIPool. soldtd] )

I-.‘IJ.r_I-..H]H_:rIl[i.
BckMath, MAX_TIOK

cache, feePratocol = B [Undswapi3IP

state. liguid (U i wap P00
= Rtate.fqre
STate,. g
- 3tak
cache,

piPoal . Soleed3)
rosl, solevis]

t {UniswapV
flguidityStart 1= state, Llg
state,profecolFee = @ [Unds=apV3IP

Elanoustl]] <= balancali ), ITA) [UniswagV

L. k2@ T

mtl]l] <= balan E0, ITA) [Unisw=apyl
(UniswapVIPon L. 50 LeREI-GT1)

50 LPEEI-BT1)

AT ET TR F" T

L. S0l ETHY)

Reference!

FulltHath
ML IR

- THLIN

- IMLINE

TM L IRE

IHLINE

ML TN

- IMLINR
TickMath,.getTickAtSqr bR
- IMLINE ASM

- IMLINE ASH

IMLINE ASH

= TMLIME ASM

IMLIRE ASe

- JTHLINE ASHM ]

- IMLIRE ASR (LibrariesSTickMath, sold39-1830

- IMLINE ASM [Libraries/TackMath, solei0d-1987]

KMath, soLA1-204) uies asseably

gl cache, blockTimestang, @, s Lot @5tart . tic

o, Cache. DLochT imestamp, SNoTESTart- tick, cache. LiguidityStare, slovdStart. chservationfardinal ity , sIotBSTart. observatic

[UniswapVifool. solrl41-1421
[Uniswap¥ifFool.soldldi=142)

lUndswapWlPFaol.solifldl-1521

|Uniswap¥iFool.sol#l5i=-153]

[Libraries TickMath, sol8126-131)
IMLIKE [libraries/TickMath.sol®l3z-137]1
INLINE ASH [(libraries /TickMath.solel3s
TMLINE ASH (libraries/TickRath.sslelées
LLibrariesys I LEkMath. 50N S0
[ Likr
[likra s TLckFath, so LG F
[libraries/TickMath, sole]l G
[libraries Tickath. sol#] 7
[Librarles  TLckMath. 5o lelBb=1
[Libraries/TickMath. salelBb=1

UrisaTeMath, dl
INL

VesdaTeMath, soldls-18) uies asiembly

Differest wersions of Solid
= Varfion dvisd: [“=
= w1, 7.6 {NcDwl

el B B B°, el 5.B%, ‘w5 008 8.0, ‘ss8.6,.0°, “s=8.7.8']

imal . o LEE)

IFECtory. solez)

JPpol. 5012}

AP IDef Layer . sal e ]

pllback, soled

AtEr Tis &) Tl s

finterfaces callb TundswapVIF Laghd

3.0

3.0

5.8

5.8

5.0

5.0 {iatarfacedseallb: Llback, 3al
.0 cedfeal Lh

3.0 A 1T

5.0 1 Cesfpaal s

5.0
5.8
=
5.0
%.0
1.8
4.8
4.8
5.0
7.k

rarigtrAIEHath igLEz)
braries/FixedPoint1Z8. salfZ)
raries/FivedPoint96.50182]
(Libraries/FullHath.sole)
braries /LiguidicyHath. salek]
BT LR - TRa Y]

braries/safeCast.solez)
hraries/Sqrifricedath. sol®z)
braries/SeapHath.soLez)
CLEbraries / Tick. salel]

1

Referencer mentationfdif ferent-prages-direct ives-are—used

braries/lewGasSalcHath. s0led7=20) iz newer used and should be resoved
] 64/ LeniaiSalcHath. sa1r19=211

s ufisd Nd be FEsgved
Likrar
Lo Obdervation [63535] . ut - Lk, u Il mintlel {Libr
Oracle.grow{diracle. tidon (65535 ] udnt 18, uint16) {(libraries Oracle, sol@10B-128) i3 never used and should be removed
Oracles imitislizelDracle. Coservat Lon IES535]) ;ulntI2l | libraries/0rscle. 50 2-63F 15 mever used and Phould b rescved
Oracle: ltelulst32, uint32  mint32) [libraries/Oracie. solféi28-148) 15 never used and should b= reseved
goobgarve (Oracle. Dhiervat laal65535] ,uint32? aint32| ], tnedd, oinel6, uistl
e Obiery [65535] ,uintdd, o
S8, mEnt 1EE § 1% fgver gied snd ib
G, uintdd. intid, wint1iH, 1%, uln braries Oracle. sal
ithe vkl /M ter tar-Dasumentat L nnfdesd-code

t16] [libraries/or

ild be Fessned

Rrfarence: hitot: Sfaithub.cnmfrreticd
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[libraries /0Fecle. #018I00=314] 15 A&vEr
cle.salrd4S5=287) I3 sever wied aod should be ressved

RriS3-184) i% never uied and should Be remgved
i /0vacie, solFEON-T18 ) 1§ never pied and 3§

uded and sRaUld B FEESUEH

181} 18 never uied and should E& resgved

ks lofdstarti.cbservat ionlrdes, cache., LiquidityStart s LokdStart . observationdy
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nalyred {97 Contracts With TS detectars), 532 resultis) Towsd
Find ¥ e :

Results
Some false positive errors were reported by the tool. All the other issues have been
categorized above according to their level of severity.
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Closing Summary

Overall, smart contracts are well written and it's a fork of Uniswap-V3.

Some information issues were raised and the NSK Swap Team acknowledged it.

Disclaimer

Quillhash audit is not a security warranty, investment advice, or an endorsement of the NSK
SWAP. This audit does not provide a security or correctness guarantee of the audited smart
contracts. The statements made in this document should not be interpreted as investment or
legal advice, nor should its authors be held accountable for decisions made based on them.
Securing smart contracts is a multistep process. One audit cannot be considered enough. We
recommend that the NSK SWAP Team put in place a bug bounty program to encourage
further analysis of the smart contract by other third parties.
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.
About QuillAudits

QuillAudits is a secure smart contracts audit platform designed by QuillHash Technologies.
We are a team of dedicated blockchain security experts and smart contract auditors
determined to ensure that Smart Contract-based Web3 projects can avail the latest and best
security solutions to operate in a trustworthy and risk-free ecosystem.
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audits.quillhash.com
https://www.facebook.com/quillaudits
https://www.linkedin.com/showcase/quillaudits
https://twitter.com/quillaudits
https://t.me/QuillAudits
https://www.reddit.com/r/QuillAudits/
https://medium.com/quillhash/smart-contract-audit/home
https://www.instagram.com/quillhash/?hl=en
https://discord.gg/WYb8Gfz8yy
https://www.youtube.com/channel/UC5Yt_8qEaAr-PiTMmGBuPCQ/videos
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