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Scope of Audit

The scope of this audit was to analyze and document the Family Shark
Safe smart contract codebase for quality, security, and correctness.

Checked Vulnerabilities

We have scanned the smart contract for commonly known and more
specific vulnerabilities. Here are some of the commonly known

vulnerabilities that we considereaq:

Re-entrancy

Timestamp Dependence
Gas Limit and Loops

DoS with Block Gas Limit
Transaction-Ordering Dependence
Use of tx.origin

Exception disorder

Gasless send

Balance eqguality

Byte array

Transfer forwards all gas
ERC20 API violation
Malicious libraries

Compiler version not fixed
Redundant fallback function
Send instead of transfer
Style guide violation
Unchecked external call
Unchecked math

Unsafe type inference

Implicit visipbility level

~




Techniques and Methods

Throughout the audit of smart contract, care was taken to ensure:

e The overall quality of code.

e Use of best practices.

e Code documentation and comments match logic and expected behaviour.

e Token distribution and calculations are as per the intended behaviour
mentioned In the whitepaper.

e Implementation of ERC-20 token standards.

e Efficient use of gas.

e Code Is safe from re-entrancy and other vulnerabilities.

The following technigues, methods and tools were used to review all the
smart contracts.

Structural Analysis
INn this step we have analyzed the design patterns and structure of smart
contracts. A thorough check was done to ensure the smart contract is

structured in a way that will not result in future problems.
SmartCheck.

Static Analysis
Static Analysis of Smart Contracts was done to identify contract

vulherabilities. In this step a series of automated tools are used to test
security of smart contracts.

Code Review / Manual Analysis

Manual Analysis or review of code was done to identify new vulnerability
or verify the vulnerabilities found during the static analysis. Contracts were
completely manually analyzed, their logic was checked and compared with
the one described In the whitepaper. Besides, the results of automated
analysis were manually verified.

Gas Consumption

INn this step we have checked the behaviour of smart contracts In
production. Checks were done to know how much gas gets consumed and
possibilities of optimization of code to reduce gas consumption.




Tools and Platforms used for Audit

Remix IDE, Truffle, Truffle Team, Ganache, Solhint, Mythril, Slither,
SmartCheck.

Issue Categories

Every issue In this report has been assigned with a severity level. There
are four levels of severity and each of them has been explained below.

High severity issues

A high severity issue or vulnherability means that your smart contract can be
exploited. Issues on this level are critical to the smart contract’s
performance or functionality and we recommend these issues to be fixed
before moving to a live environment.

Medium level severity issues

The iIssues marked as medium severity usually arise because of errors and
deficiencies in the smart contract code. Issues on this level could potentially
bring problems and they should still be fixed.

Low level severity issues

Low level severity issues can cause minor impact and or are just warnings
that can remain unfixed for now. It would be better to fix these issues at
some point in the future.

Informational

These are severity four issues which indicate an improvement request, a
general question, a cosmetic or documentation error, or a request for
iInformation. There is low-to-no impact.




Number of issues per severity

Type High Medium Low Informational
Open O O 3 5
Acknowledged O O O O
Closed 0, 0, O O
Introduction

During the period of July 14, 2021 to July 19, 2021 - QuillAudits Team
performed a security audit for Family Shark Safe smart contracts.

The code for the audit was provided by Family Shark Safe, and their hashes
are mentioned below:

File: CoinToken.sol

Platform: BSC / Solidity
Smart Contract Online Code: https://bscscan.com/
address/0Ox52Be45401De7fb88F9f8Fb6F336252009E55CcES59#code

MDS5 hash: 155F1335BO4B9C28A7E4E9934/780B750



https://bscscan.com/address/0x52Be45401De7fb88F9f8Fb6F336252009E55cE59#code

Issues Found - Code Review / Manual Testing

High severity issues

No issues were found

Medium severity issues

No Issues were found
Low level severity Issues

1. Possible to gain ownership

Line Code

217 function renounceOwnership() public virtual onlyOwner {
emit OwnershipTransferred(_owner, address(0));

~owner = address(0);

}

Description

Possible to gain ownership after renouncing the contract ownership. The
owner can renounce ownership and make contract without owner, but
they can regain ownership by following the steps below:

1. Owner calls the lock function in contract to set the current owner as

- previousOwner.
2. Owner calls unlock to unlock the contract and set owner =

- previousOwner.
3. Owner called renounceOwnership to leave the contract without the

owner.
4. Owner calls unlock to regain ownership.

Remediation
We suggest removing these lock/unlock functions as this seems not to

serve a great purpose. Otherwise, always renounce ownership first
before calling the lock function.

Status: Open




2. Infinite loop

Line Code

612 function includelnReward(address account) external onlyOwner() {
require(_iseExcluded[account], "Account is already included");
for (uint256 1 = 0; 1 < excluded.length:; i++) {

If (_excluded[i] == account) {
_excluded[i] = excluded[ excluded.length - 1];
_tOwned[account] = O;
_IseExcluded[account] = false;
_excluded.popQ);
break;

Description

In IncludelnReward & getCurrentSupply functions for loop do not have
excluded length Iimit , which costs more gas

Remediation
exclude length should be Iimited.

Status: Open

3. Centralized risk in addLiquidity

Line Code

841 function addLiquidity(uint256 tokenAmount, uint256 ethAmount) private
{
_approve(address(this), address(uniswapV2Router), tokenAmount);

uniswapVZ2Router.addLiquidityETH{value: ethAmount}(
address(this),

tokenAmount,
O, // slippage is unavoidable

0, // slippage is unavoidable
owher(),

block.timestamp




Description

In addLiquidity function, owner() gets Tokens from the Pool. At some
time, The owner will accumulate significant tokens. If the owner Is an
EOA (Externally Owned Account), mishandling of its private key can
have devastating consequences to the project.

Remediation

addLiquidityETH function call to be replaced by address(this)receive
and to restrict the management of the tokens. This will protect the
tokens From being stolen if the owner account iIs compromised.

Status: Open

Informational

4. Use the latest solidity version

Line

/

Description

Code

pragma solidity 70.8.4;

Using the latest solidity will prevent any compiler-level bugs.

Remediation

Use 0.8.6, which is the latest version at the time of this audit.

Status: Open

5. Spelling mistakes

Line

6/0

Description

Code

//to recieve ETH from uniswapV2Router when swaping

receive() external payable {}

Typing mistakes in comments.




Remediation
Please correct spellings

Status: Open

6. external instead of public

Line Code

577 function deliver(uint256 tAmount) public {
address sender = _msgSender();
require(! iIsexcluded[sender], "Excluded addresses cannot call this
function”);

(uint256 rAmount,,,,,,) = _getValues(tAmount);
_rOwned[sender] = _rOwned[sender].sub(rAmount);
_rTotal = rTotal.sub(rAmount);

_tFeeTotal = _tFeeTotal.add(tAmount);

}

Description

If any function is not called from inside the smart contract, then it is
better to declare it as external instead of public as it saves some gas as
well.

Remediation

We recommend applying OpenZeppelin ReentrancyGuard library -
nonReentrant modifier for the aforementioned functions to prevent
reentrancy attacks.

Status: Open
/. Missing zero address validation

Description

Variable validation is not performed in below functions :
* deliver

e swapAndLiquify

e SetRouterAddress

Remediation
We suggest validating variables before the execution of the task.

Status: Open

~



8. Critical operation lacks event log

Description

List of Missing event log :
e deliver

e takeDev

e takelLiquidity

e addLiquidity

e removeAllFee

e restoreAllFee

Remediation
Please write an event log for listed events.

Status: Open




Functional test

Function Names Testing results
lockTheSwap Passed
name Passed
symbol Passed
decimals Passed
totalSupply Passed
balanceOf Passed
transfer Passed
allowance Passed
approve Passed
transferFrom Passed
iIncreaseAllowance Passed
decreaseAllowance Passed
isExcludedFromReward Passed
totalFees Passed
deliver External instead of public, Critical operation lacks event log
reflectionFromToken Passea
tokenFromReflection Passed

excludeFromReward

External instead of public

iINncludelnReward

Infinite loop

_transferBothExcluded

Passed




Function Names

Testing results

excludeFromFee

External instead of public

iINcludelnkFee

external instead of public

setTaxFeePercent Passed
setDevFeePercent Passed
setLiquidityFeePercent Passed

setMax T xPercent

External instead of public

setDevWalletAddress

External instead of public

setSwapAndLiquifyEnabled

External instead of public

receive Passed
~reflectFee Passed
~getValues Passed
~getTValues Passed
- getRValues Passed
~getRate Passed

~getCurrentSupply

Infinite loop

~takeLiquidity

Critical operation lacks event log

takeDev Critical operation lacks event log
calculateTaxFee Passed
calculateDevFee Passed
Passed

calculateLiguidityFee

removeAllFee

Critical operation lacks event log




Function Names Testing results
addLiquidity Centralized risk in addLiquidity
restoreAllFee Critical operation lacks event log

ISExcludedFromFee Passed
_approve Passed
~transfer Passed
swapAndLiquify Function input parameters lack of check
swapTokensForEth Passed
~tokenTransfer Passed
_transferStandard Passed
_transferToExcluded Passed
_transferFromExcluded Passed
setRouterAddress Function input parameters lack of check
setNumTokensSellToAddToLiquidity Passed
owner Passed
onlyOwner Passed
renounceOwnership Possible to gain ownership
transferOwnership Passed
lock Possible to gain ownership
unlock Possible to gain ownership
_msgSender Passed
- msgData Passed




Automated Testing

Slither
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_rOwned[s sender] = rOwned[sender].sub(rAmount) (CoinToken.sol#889)
rOwned[sender] = |”5HH4[5HﬂdH|] sub( ramount) (CoinToken.sol#619)
FﬂwﬁEu-leilJleht = rOwned[recipient].add(rTransterAmount) (CoinTo

rOowned[ recipient] = erneu:|e£1;1ent_. dd( rTransferaAmount) (CoinTo

_rOwned[recipient] = rOwned[recipient].add(rTransferamount) (CoinTo

"rana:ﬁrf:'ﬂw,to,awount,takeFee} (CoinToken.sol#8086)
Total = _rTotal.sub(rFee) (CoinToken.sol#666)

"rana er{from,to,amount,takeFee) (CoinToken.sol#2086)

_t0wnec "address(this)] = _tOwned[address(this)].add{tLiquidity) (CoinToken.sol#7

_tUwﬁEu__JE;udll_thdJIESSJ _tOwned[ devWalletaAddress].add(tDev) (CoinToken.sol#

_tOwned[sender _tOwned[sender].sub(tAmount) (CoinToken.sol#618)

_t0wned[ _tOwned[sender].sub(tAmount) (CoinToken. anl—guui
_tDwne-' H£1|1Hnt] = tOwned[recipient].add(tTransferAmount)

t0wned[ H£1|1Hnt] tHanHJ[|H£1|1~nt] udll rana:ﬁrAWﬁunti

Reference: https://github.
INFO:Detectors:
CoinToken.constructor(string,string,uint256,uint256,ulnt256,uint256,uint256,address,address,address,address) (CoinToken.sol#472-508) perf
orms a multiplication on the result of a division:

- maxTxAmount = ( tTotal # 5 / 18008) * 10 ** decimals (CoinToken.sol#485)
CoinToken.constructor(string,string,uint256,uint256,ulnt256,uint256,uint256,address,address ,address ,address) (CoinToken.sol#472-508) perf
orms a multiplication on the result of a division:

-numTokensSel LToAddToLiquidity = ( _tTotal * 5 7 108808) * 10 ** decimals (CoinToken.sol#486)
Reference: https://github. iﬂwfirytlifalltherfulklfDetectﬂr Documentation#divide-before- multiply
INFO:Detectors:
CoinToken.addLiguidity(uint256,uint256) (CoinToken.sol#833-843) ignores return value by uniswapV2Router.addLiquidityETH{value: ethAmount}
(address(this), tokenAmount,®,8,owner(),block.timestamp) (CoinToken.sol#835-842)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#unused-return
INFO:Detectors:
CoinToken.allowance(address,address).owner {CoinToken.sol#536) shadows:

- Dwnable.owner{) {Coin ,khr sol#204-206) (function)
CoinToken. 5||r“ e{address,address,uint256).owner (CoinToken.sol#764) shadows:

- |1h.du'¢'i} lEJIF_:ka.SJI#:CJ 206) (function)
Hefererce: Ittpa._ ithub.com/crytic/slither/wiki/Detector-Documentation#local -variable-sl
INFO:Detectors:
CoinToken.constructor(string,string,uint256,uint256,ulnt256,uint256,uint256,address ,address,address ,address ). feeaddress (CoinToken.sol#47

) lacks a zero-chet k on
- d ;dcll tAddress = feeaddress (CoinToken.sol#487)

CoinToken.construc t“|l5t|1r“ string,unt256,unt256,unt256,unt256,u1nt256,address ,address ,address ,address ) . tokenlwner (CoinToken.sol#47

CoinToken.constructor(string,string,uint256,uint256,uint256,ulnt256,uint256, 255, address ,adadress, 55 ). Tee - (CoinToken.sol#47
2) lacks a ze ~heck on :
:dcll tAddress = feeaddress (CoinTok
oinToken.c i (string,string,unt256,unt256,u1nt2
) lacks a zero-check on :

_owner = tokenOwner (CoinToken.sol#5083)
CoinToken.constructor({string,string,uint256,uint256, L1|t:EE ,uUnt256,u1nt256, 255, address ,address, s55 ) .service (CoinToken.sol#472)
lacks a zero-check on

- address(serv .transfer{msg.value)
oinToken.setDeviWal Le taccrﬁaaleccrﬁaa,._eccr (CoinToken.
- -:dcll tAddress = addr iEcir',khr 50 1
Reference: https://github.com/crytic/slither/wiki/Detector- -LFPIT tion#missing-zero-address-validation
INFO:Detectors:
Reentrancy in CoinToken. transfer{address,address,uint256) (CoinToken.sol#772-807):
External calls:
- swapAndLiquify(contractTokenBalance) (CoinToken.sol#798)
- uniswapV2Router.addLiquidityETH{value: ethAmount}{address(this),tokenAmount,®8,8,owner(),block.timestamp) (CoinToken.

en.sol#487)
56,unt256,u1Nt256, 255, address ,address, 255 ) . tokenOwner {CoinToken.sol#47
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- uniswapV2Router.swapExactTokensForETHSupportingFeeOnTrans ferTokens(tokenAmount,®,path,address(this),block.timestamp)
oinToken.sol#824-830)
External calls sending eth:
- swapAndLiguify(contractTokenBalance) (CoinToken.sol#798)
- uniswapV2Router.addLiquidityETH{value: ethAmount}{address(this),tokenAmount,®8,8,owner(),block.timestamp)
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Reentrancy Token.tra
External calls:

- _transfer(sender,recipient,amount)

- uniswapVZRouter.

nsferFrom{address,address,uint256) (CoinToken.sol#545-549):
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INFO:Detectors:
Reentrancy in CoinToken.
External calls:
- swapAndLiquify(contractTo
- uniswapV2ZRouter.sa

_transfer({address,address,uint256) (CoinToken.sol#772-807):
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- EﬂEFAFCLiCLifFffPFtF" TokenBalance) (CoinToken.sol#798)
- uniswapV2Router.addlLiquidityETH{value: ethAmount}{address(this), tokenaAmount,®,0,owner(),block.timestamp) (CoinToken.sol

vent emitted after the call(s):
Transter(sender, recipient,tTra nsterAmount) (C -1r Token,
- tokenT r5|5Th|ITr“r to,amount, ta k¢ ee) (Co1nT
'rerafellaercer,rec1p1:|t,t = |5TP|HF'L|t iEcir'cker.
- _tokenTransfer({from,to,amount,ts k¢ (CoinT
Transfer{sender, recipient,tTra nsferAmount ) iEcir'cker.
- tokenT r5|5Th|ITr“r . to,amount, ta kh:--; (Co1lnT
Transfer{sender, recipient,tTra nsferAmount) (CoinToken.
- _tokenT ransfer({from,to,amount,takeFee) (CoinT
Reentrancy 1n Coun Token.construc t“|l5t|1r“ ,5tring,ulnt256,unt25s

1 r B ™~ 5 i
HA72-208):

External calls:
- uniswapVZPair = IUniswapV2F
493-494)
External calls aﬁr:ir“ eth:
- address(serv .tra |5Th|lr5- ralue) (CoinToken.sol#504)
Event emitted sTthr tlh call(s)
- Transter({address(08),token0w r*r T ) iEcir',khr sol#505 ]
egntrancy 1in Edlr':ktr.aﬂep F“Ll-LlT r{u 3) (CoinT #B09-817):
External calls:
SwWap th|5—J|EtIII alft) (CoinToken.sol#813)
LlswapV2Router.swapExactTokensFo
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5,u1nt256 ,address ,address ,address ,address) (CoinToken.sol

_1
o
=

5, U

actory(_uniswapV2Router.factory()).createPair({address({this), uniswapV2Router .WETH()) (CoinToken.sol#

= 5
=1

-

rET HSupportingFeeOnTrans ferTokens( tokenAmount,8,path,address{this),block.timestamp)

'ujctkhrk'lf newBalance) (CoinToken.sol#815)
ap\ “H-Lth|.'chiCLicityE'F{;clLt: ethAmount}{address(this), to kenAmount,8,0,owner( ),block.timestamp) (CoinToken.

External calls sending eth:
- addLiquidity({otherHalf,newBalance) (CoinToken.sol#815)
- uniswapV2Router.addLiquidityETH{value: ethAmount}{address(this),tokenaAmount,®,0,owner(),block.timestamp) (CoinToken.

vent emitted after the call(s):
Approval({owner,spender,amount) (CoinToken.sol#769)
- eLLLlulelt:lutktlk 1f,newBalance) iEcir'dkhr.
- SwapAndLiquify({half,newBalance,otherHalf) (CoinToken.
Reentrancy 1in CoinToken.transferFrom({address,address,uint256) |

- addLiguidity Ictkerkelf,rewEelerce} [Ecir‘“khr
- SwapAndLiguify({half,newBalance,otherHalf) (CoinToken.
Reentrancy in CoinToken.tra |5Thr:r“rleccr¢55 agdress ,uint256) |
External calls:
- _transfer(sender,recipient,amount) (CoinToken.sol#546)
- uniswapV2Router.addLiquidityETH{value: ethAmount}{address{this),tokenAmount,8,8,owner(),block.timestamp) (CoinToken.
#B
- uniswapV2Router.swapExactTokensForETHSupportingFeeOnTrans ferTokens(tokenAmount,8,path,address(this),block.timestamp)
oinToken.sol#2824-830)
Externa '5115 sending eth:
- _treraTeltaercer recipient,amount) (CoinToken.sol#546)
- uniswapV2Router.addLiguidityETH{value: ethAmount}{address(this),tokenAmount,®,0,owner(),block.timestamp)

Event emitted after the callis)
- Approval{owner ,SFEFCEI,GF'LIT (CoilnToken.sol#769)
- _approve(sender, msgSender( ), cll“:'rrﬁa[aﬁrﬁﬁr][ msgsender| | )].sub{amount ,ERC20: transfer amount exceeds allow

oinToken.sol#547)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-3
INFO:Detectors:
Ownable.unlock() (CoinToken.sol#235-240) uses timestamp for comparisons

Dangerous comparisons:

- reguire{bool,string)(block.timestamp = lockTime,Contract is locked.) (CoinToken.sol#237)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#blo :k timestamp
INFO:Detectors:
Address.1sContract(address) (CoinT 27) uses assembly

- INLINE ASM (CoinToken.sol#
Address. verifyCallResult(bool,by

- ITLITE ASM [CJIF_thF 5 1+
Reference: https://github.com/crytic/s 11
INFO:Detectors:
Address._verifyCallResult(bool,bytes,string) (CoinT
Address.functionCall(address,bytes) (CoinToken.sol

(CoinToken.sol#175-188) uses assembly

-—FH.—'-

—~ 0o
T.l l..l.:l [

wiki/Detector-Documentation#assembly-usage

#1 ) -
Address.functionCall{address,bytes,string) (CoinToke - } | 3y g : F“Ll“ | : :
Address . functionCallwithValue(address,b: t es,uilnt256) j | en, 1 . ' } | ayer used and should be removed
Address.functionCallWithvalue(address,bytes,uint256,string) | 147 2 ayer used and should be

ytea} (CoinToken.sol#1 EE 1[?} 15 newve : should be removed
ytes,string) {CoinToken.sol#169-173) i 2 2d and should be
es ) tidlr'“khr sol#154-156) 1s never : =2 removed

Address . functionDele aCall{address,k
Address . functionDele aCall{address,l|
Address . functionStaticCa llleccr*aa Ib




Address.functionStaticCall(address,bytes,string) (CoinT

Address.1sContract{address) (Co1nT ,khr 50 L# 2:—1:?} | 3= :

Address .sendValue{address,uint256) (CoinT Pker.aclélfg— | BVE 20 and

Context. msgData() (CoinToken.sol#114-117) 1is ne .
SafeMath.div{uint256,uint256,string) (CoinTo )1 Ve sed and should Fﬁ
_GTPV th.mod{uint256,uint256) (CoinToken.so 1+el—Ef} 15 BVE : should be remo:
SafeMath.mod(uint256,uint256,string) (CoinToken.sol#92-10 | aver used and SF“Ll“
SateMat tryAdd{uwnt256,unt256) (ColnToken.sol#20-26) 1s : and shoul remow
SateMat AryDw{uwnt256,unt256) (ColnT Ken.sol 15 and shoul remoy
SafeMath.tryMod{uint256,uint256) (CoinToken.sol 15 and shoul remov
SafeMath.tryMul({uint256,uint256) (CoinToken.so] 15 : and shoul remov
SateMath. tr'ELIIL1|t_EE,Lilt:EE3 (ConToken.so 15 f used and 'cLZ remoy
Reference: https://github.com/crytic/slither/wi ~tor- E--LFhIt tion#dead-c
INFO:Detectors:

Pragma version™0.8.0 (CoinToken.s 1.3? rﬁ:haaitetea a version too recent to be trusted. Consider de
solc-8.8.0 is not recommended for :1:' n

Reference: https://github.com/cr tl- fs it F*r’wiki;tetec -Documentation#incorrect-versions-of-solidity
IHFD Detectors:

i Ley hl call 1in Address. sendValue({address,uint256) (CoinToken.s
(success) = recipient.call{value: amount}() (Coin thr
call in Address.functionCallwithvalue{address,bytes,uin
[success,returndata) = target.call{value: “EILP*|'GtG; oken.sol#150)
all in Address.functionStaticCall{address,bytes,string) 0 in thr.ﬁblﬁlet—lE:}L
[success, returndata) = target.sts tl"cll'bctc; (CoinToken.sc 1+1FI
call in Address.functionDelegs t Call{address,bytes,string) (Coin Token.sol#169-17

- (success,returndata) = target. lh'cttuclllbctcf (CoinToken.sol#171)
Reference: https: ff;lt|LL.CCF;CF3t1-- Li tk*r’wiki;tetectcr—ECCLreltstlclﬁlzm—l_fel—cella
INFO:Detectors:
Variable Ownable. owner (CoinToken.sol#194) is not in mixedCase
Variable Ownable. lockTime {CoinToken.sol#196) is not ir Fif¢CCESE
Function IUniswapV2Pair.DOMAIN SEPARATOR() (CoinToken. 7) 15 not 1n mixeaCase
Function IUniswapV2Pair.PERMIT TYPEHASH{) (CoinToken.sc 1+ | 15 not 1n mixedCase
Function IUniswapVZPair .MINIMUM LIQUIDITY( ) fE“ir‘dkhr #282) 15 not 1n mixedCase
Function IUniswapV2Routerf@l.WETH({) {(CoinToken.sol# LN mixedCase
Parameter CoilnToken.setDevWalletAddress(address) [Co1 : not 1n mixedCase
Parameter CoinToken.setSwapAndL iquifyEn Ilﬁﬁlh:: 1 | . #¥657) 15 not 1n mixedCase
Parameter Cou1nT fer.cachlete'ex:eeiLilt_EE;._cruth lCulF_ en. .s;-} ' 1n mixedCase
Parameter CoinToken.calculateDevFee{uint256). amount (CoinToken. #732) 1 1n mixedCase
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|1r“3 (CoinToken.sol#147-152):
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Parameter CoulnT
Parameter CounT
Parameter Co1nT
Parameter ColnT
Varis ColnT
Varis ColnT
Varia ColnT

|

etsw c|AF“L1'L1T ‘Ena
~ulateT sf'hh'Lll
:EtEEtf: (uin
latel 1qu 1ty
lLle tACCIQSS |
(CoinToken.

enabled (CoinToken.sol#657) is not in mixedCase
1t tidlr'“ker.acl#?ff} 15 not 1n mixedCase
1t (CoilnToken.sol#732) is not in mixedCase
). amount (CoinToken.sol#738) is not in mixedCase
en.sol#442) is not in mixedCase
} 15 not 1n mixedCase

2. (CounToken. 15 not 1n mixedCase

“eric CownToken. 11-L1-1t--ww (CounToken.sao 1+4:4 15 not 1n mixedCase

Variable ColnToken. maxTxAmount [Ecir‘ck:r.a l#460) is not in mixedCase

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#conformance-to-solidity
INFO:Detectors:
Redundant expression "this (CoinToken.sol#115)" inContext (CoinToken.sol#169-118)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#redundant-statements
INFO:Detectors:
Reentrancy in CoinToken.constructor(string,string,uint256,uint256,uint256,uint256,uint256,address,address ,address,address) (CoinToken.sol

<L =T :—.i—.'.l
-..rq" _-I_-l_.lr

Externa rella'
- address(serv .transfer(msg.value) (CoinToken.sol#504)
Event emitted cTthr t|¢ call{s):
- Transfter{address{0),tokenOwner, tTotal) (CoinToken.sol#505)
Reference: Ittpa.;;;ltILL.ccr;_ rytic, alltk*r"lkl Detector-Documentation#reentrancy-vulnerabilities-4
INFO:Detectors:
Variable IUniswapV2Router@l.addLiquidity({address,address,uint256,uint256,uin
Fi‘ 15 too similar to IUniswapV2Router@l. echl-Ll-lt /{address,address ,uint25
nToken.sol#305)
?clchlt CoinToken. transterStandard(address,address,uint256).rTransferAmount (CoinToken.sol#866) is too similar to CoinToken. getValues|
LirtEEEﬁ tTransferamount {(CoinToken.sol#671)
Variable CoinToken. transferToExcluded{address,address,uint256).rTransferAmount {CoinToken.sol#876) is too similar to CoinToken. getValue
s{uilnt256).tTransferAmount (CoinToken.sol#671)
Variable CoinToken.reflectionFromToken{uint256,bool).rTransferamount {(CoinToken. #584) is too similar to CoinToken. getTvalues(uint256)
.tTranste |H th (CoinToken.sol#620 ]
Variable CoinToken.reflectionFromToken{uint256,bool).rTransferAmount (CoinToken. #584) 1is too similar to CoinToken. transterBothExclude
d{address,address ,uint256).tTransferAmount {(CoinToken.sol#617)
Variable Coti r‘:ker._t|c|STer‘:ExclL:eciec:reaa,ec:reaa,LirtEEE}.r‘reraferAFCLrt (CoinToken.sol#876) is too similar to CoinToken. getTvalu
es{ulnt256) AT ransferAmount (CoinToken.sol#620)
Variable CoinToken. transferToExcluded({address,address,uint256).rTransterAmount (CoinToken.sol#876) 1is too similar to CoinToken. transfer
EctFExcche:Ieccrﬁaa,accreaa,Lllt_EE,.t rE|5TE|HFLL|t tidlr oken.sol#617)
Variable CoinToken. transferStandard(address,address,uint256).rTransferAmount (CoinToken.sol#866) 1is too similar to CoinToken. transferst
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E,Lllt_

t256,address ,uint256).amountADes ired {CoinToken.sol
6

nt25E =
56,u1nt256,unt256,address ,u1nt256) .amountBDes 1red {C




oinToken. transftferToExcluded{address,address,uint256).rTransferAmount | Token.sol#876) is too similar to CoinToken. getValue

-"

Variable C
E[Lirt_EE, tT ransferAmount (CoinToken.sol#671)
Variable C ":kﬁr.reflecticr:rcr":ker[LirtEEE,hccl}.r‘reraferércht (CoinToken. #584) 1is too similar to CoinToken. getTValues{uint256)
.tTransferamount (CoinToken.sol#620)

Variable :1r'dkhr reflectionFromToken{uint256,bool ). rTransferAmount {(CoinToken. #584) 1is too similar to CoinToken. transferBothExclude
d{ address,address,uint256).tTransferAmount {(CoinToken.sol#617)

Variable CoinToken. tra |5Thr‘“Ef-1LF¢PIa:cr¢55 address,uint256).rTransferAmount (CoinToken. #876) 1is too similar to CoinToken.
es{uint256).tTransferAmount (CoinToken.sol#680

Variable CoinToken. tra ISTPF_“EIIILFQFIECCFQSS address ,uint256).rTransferAmount {CoinToken.sol#3876) 1is too similar to CoinToken. transfer
E t|Ef-1LP¢FIECCF¢55 address ,u1nt256).tT rélinlﬁrbth lidll ~k¢- sol#617)

Variable CoinToken. tl nsferstandard({address,address, Lirt:EE, ansferAmount (CoinToken.sol#866) is too similar to CoinToken. transfersSt
andard({address ,address ,uint256).tTransferamount (CoinToken.sol? j

Variable CoinToken. getValues{uint256).rTransferAmount lCulF en. #672) is too similar to CoinToken. getTValues{uint256).tTransfterAmou
nt (CoinToken.sol#680)

Variable CoinToken. getValues{uint256).rTransferAmount (CoinToken.sol#672) is too similar to CoinToken. transferBothExcluded(address,addr
EES,LiFtEEE}.t_FEFETeIAF-th (Co 1r‘“khr 50 L#617)

Variable CoinToken. tra ).rTransferamount (CoinToken.sol#887) is too similar to CoinToken. transf
erEct'Ef-lLﬁﬁﬁle:crﬁaa aqaress, L1|t_EE, t réliThldr'th IE 1r‘*khr sol#617)

Variable CoinToken. Pﬁtﬁ ralues {uint256,uint256,uint256,uint256,uint256).rTransferAmount (CoinToken.sol#689) is too similar to CoinToken.
transfterBo t|Eﬁ-1LP¢PIECCF¢55 agaress, Lllt_EE, t FEIETEIHFLLIt ttdlr‘,ker.acl#El?}

Variable CoinToken. tra nsferToExcluded{address,address ,uint256) . F_FEFthFAFCLFT (CoinToken.sol#876) is too similar to CoinToken. transfer
ToExcluded({ address,address ,uint256).tT rE|5TP|HF'Lrt (CoinToken.sol#876

Variable CoinToken. tra ISTPF:F“FEE-ILF¢FIECCF¢55 address ,uint256).r r5|5ferércht (CoinToken. #887) 1s too similar to CoinToken. getTVa
lues{uint256).tTransferamount (CoinToken.sol#680]

Variable CoinToken. transferToExcluded{address,address,uint256).rTransferAmount {CoinToken.sol#876) is too similar to CoinToken. transfer
Standardl{ address ,address ,unt256) . tT réliThldr'th [ Ca 1r‘,khr 50 L#266)

Variable CoinToken. transferBothExcluded{address,address,uint256).rTransferAmount (CoinToken.sol#617) is too similar to CoinToken. transf
erEct'ExclLﬁﬁﬁla:crﬁaa address ,u1nt256).tT FE|ETP|HF'L|t IE inToken.sol#617)

Variable CoinToken. transferstandard{address,address,uint256).rTransferAmount {CoinToken.sol#866) is too similar to CoinToken. getTvalues
(uint256).tTransfterAmount (CoinToken.sol#6320)

Variable CoinToken. transferStandard(address,address,uint256).rTransferAmount (CoinToken.sol#866) is too similar to CoinToken. transferBo
t|Ef-1LP¢PIECCF¢55 address,uint256).tTransferAmount (CoinToken.sol#617)

Variable CoinToken. get,clL-ElLllt_EEl r'reraferﬁrcht (CoinToken.sol#672) is too similar to CoinToken. transterToExcluded({address,addres
S,LirtEE-, tT r5|5T¢|Archt (CoinToken.sol#2376)

Variable CoinToken. tﬁ”elL*SfLirtiEE_Ll't 56,Uu1nt256,ulnt256,ulnt256).rTra
trans ferToE x lLrﬁﬁlec:rﬁaa a:cr¢55 L1|t Er, tT FEFthFAF-LFt fE ir‘“khr soL#87
Variable CoinToken. tra ). rTransferAm
erstandardl| address,address, Lllt_EE, t FE|ETT|HFLL|t tiflr'fkhr S0 I:EEE,

|5Thrércht (CoinToken.sol#689) 1is too similar to CoinToken,
G )

ount (CoinToken.sol#887) is too similar to CoinToken. transt

transterStandard(address ,address ,uint256).tTransterAmount {(CoinToken.
ts

Variable CoinToken.reflectionFromToken{uin

ran . ]
56, ). rTransterAmount (Coi en, #584) 1is too similar to CoinToken. transferStandard(ad

,r*aa address ,uint256).tTransferAmount {(CoinT 6
Variable CoinToken.reflectionFromTa khllLllt_EE, r
eccrﬁaa address ,uint256).tTransterAmount (Co1in £ = )
Gllcllh Co1n thr _tra |5Thrctcr35|'|ECCF“55,ECCF¢55 unt256).rTra
Ef-lLFﬁﬁleccrﬁaa address ,uint256).tTransferAmount {(CoinToken.sol#2876)
Variable CoinToken. transferFromExcluded{address,address,uint256).rTransferAmount (CoinToken.sol#887) is too similar to CoinToken. transf
PF:F“FEEIILP¢FIECCF¢EE address ,u1nt256) . tT FEIETEIHFLLIT ltdlr‘“khr sol#387)
Variable CoinTokel ht lalues{uint256).rTransferAmount (CoinToken.sol#672) is too similar to CoinToken. getValues{uint256).tTransterAmoun
t {CoinToken.sol#E
Variable Co ir‘:k¢ etRValues{uint256,uint256,u1ln 5,u1nt256,uint256) . rTransferamount (CoinToken.sol#689) is too similar to CoinToken.
getValue 5IL1|t_EE}. _EliTtlerth | Co 1r‘rker.5c : '
Variable CoinToken. transferBothExcluded{address,address,uint256). ferAmount (CoinToken.sol#617) is too similar to CoinToken. transft
er‘cExcchecteccreaa,eccr*aa ulnt256) . tT réliTP|HF'L|t (CoinToken. z '-;
Variable CoinToken. transferBothExcluded(address,address,uint256).r ferAmount (CoinToken.sol#617) is too similar to CoinToken. transft
erStandard({address,address ,u1nt256).tT FE|5Tt|HFLL|t tE,lr'cker.ac
Variable CoinToken. transferToExcluded(address,address,uint256).rT ferdamount (CoinToken.sol#876) is too similar to CoinToken. transfer
FromExcluded({address,address,uint256).tTransferAmount (CoinToken. : )
Variable CoinToken. transferBothExcluded({address,address, Lllt_EE, Feramount (CoinToken.sol#617) 1s too similar to CoinToken. transft
hrrl-rEﬁ-lLrﬁﬁleccrﬁaa address ,u1nt256) . tT FEIETblarbth lE;lI “khr 887 )
Variable E,lr‘:kcr.r:Tltut1:|—r:r':ktllLlrtEEE,hccl}.r‘rerafelHruLlt Z inToken.s ol#584) 1is too similar to CoinToken. getValues{uint256).
tTransferAmount (CoinToken.sol#671)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#variable-names-are-too-similar
INFO:Detectors:
renounce0wnership() should be decl external:
- Ownable.renounceOwnership( [C:ir‘cker.a:l#il&—flf}

transfterOwnership(address) should be ed external:

W2 -.trerafhrﬁ'rcraklztac:reaa; (CoinToken.sol#219-223)

| uld be declared external:
.lcrlellt:EE, IEPir‘cker.acl#Ei?—E
i externa
[ ] {Co1n “khr sol#235-240)
name( ) > dec g external:
LnToke :itfir‘,hq'a 1#5108-512)
symbol({) should be dec 2d external:
- CoinToken. y () {CoinToken.sol#514-516)

decimals() should :

5 )
ansterAmount {CoinToken. #584) is too similar to CoinToken. transferToExcluded|
a/6)

t

nsterAmount (CoinToken.sol#866) is too similar to CoinToken._transferTo
G )




Ownabole. LockluntZ256) (ColnT

() EFCLlc-he declared ex

Ownable.unlock()
should be declared external:
CoinToken.name{ ) (CoinToken.sol#5108-512)
[) should be declared ex _
CoinToken.symbol() (CoinTok sol#514-516)
[ ) should be declared
- CoinToken.decimals()
Supply() should be declarec
- CoinToken.totalSupply()
(address,uint256) should

transter|ac

- ColnToke
increasefl lowa

- ConToke ol address ,ulnt256) nken.sol#551-554)

- CoinToken.de
1sExc ludedFromReward( add

- Co1nT
totalFees() should

- ColwnToke
deliver{uint256)

- ColnToken.de
reflectionFromToken{uint256,bool) should

- CoinToken.reflectionFromToken{uint256,boo
exc ludeFromReward({address ) should be declared externs

- CownToken.excludeFromRewarad( add ) (CounT

exc ludeFromFeel(

- CoinToken.excludeF
includeInFee( add

- CoinToken. 1
setMaxTxPercent{u1nt256)

- | Y = L LLILIE

setMaxTxPercent{uint256) should be declared
- CoinToken.setMaxTxPercent{uint2

setDeviWal letAddress({address) should be
- CoinToken.setDevWal letAd

setSwapAndL iguifyEnabled({bool) should decls
- CoinToken.setSwapAndLiquifyEnabled(bool)

isExcludedFromFee( address) should be declared exte
- CoilnToken. isExcludedFromFee{ address ) |

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#public-function-that-cou

INFD:S51lither:CoinToken.sol analyzed {18 contracts with 75 detectors), 125 result(s) found
INFO:511ither:

5 . I'millm. kg 5% L - - ! % =0 ek 5




SOLIDITY STATIC ANALYSIS

SOLIDITY STATIC ANALYSIS

last results for:

contracts/CoinToken. sol

Security

Transaction origin:

INTERMNAL ERROR in module Transaction ongin: Cannot convert undefined or null to object

Pos: not avallable

Check-effects-interaction:

INTERMNAL ERROR in module Check-effects-interaction: Cannot convert undefined or null to object
Pos: not available

Inline assembly:

INTERMNAL ERROR in module Inline assembly: Cannot convert undefined or null to object

Pos: not availlable

Block timestamp:

INTERNAL ERROR in module Block timestamp: Cannot convert undefined or null to object
Pos: not available

Low level calls:

NMTERNAL E
Pos: not aval

RROR in module Low level calls: Cannot convert undefined or null to object

able

Selfdestruct:

NMTERMNAL E
Pos: not aval

RROR in module Selfdestruct: Cannot convert undefined or null to object

able

Gas & Economy

This on local calls:

INTERNAL ERROR in module This on local calls: Cannot convert undefined or null to object
FPos: not available




Delete dynamic array:

INTERNAL ERROR in module Delete dynamic array: Cannot convert undefined or null to object
Pos: not available

For loop over dynamic array:

MTERMAL ERROR in module For loop over dynamic array: Cannot convert undefined or null to object

Pos: not avallable

Ether transfer in loop:

MTERMAL ERROR in module Ether transfer in loop: Cannot convert undefined or null to object

Pos: not avallable

L

ERC20:

INTERMAL ERROR in module ERCZ20: Cannot convert undefined or null to object
Pos: not available

Miscellaneous

Constant/View/Pure functions:

MTERMNAL ERROR in module Constant/View/Pure functons: Cannot convert undefined or null to object

Pos: not avallable

Similar variable names:

MTERNAL ERROR in module Similar vanable names: Cannot convert undefined or null to object

Pos: not availlable

Mo return:

MTERMNAL ERROR in module Mo returmn: Cannot convert undefined or null to object
Fos: not available

Guard conditions:

NMTERMNAL ERROR in module Guard conditions: Cannot convert undefined or null to object
Fos: not available

String length:

MTERMAL ERROR in module 5tnng length: Cannot convert undefined or null to object
Fos: not available




SOLHINT LINTER

contracts/CoinToken.sol:25:18: Error: Parse error: missing ;' at '{’
contracts/CoinToken.sol:33:18: Error: Parse error: missing ;' at '{’
contracts/CoinToken.sol:40:18: Error: Parse error: missing ;' at '{’
contracts/CoinToken.sol:52:18: Error: Parse error: missing ;' at '{’

contracts/CoinToken.sol:59:18: Error: Parse error: missing ;' at '{’
contracts/CoinToken.sol:89:18: Error: Parse error: missing ;' at '{’
contracts/CoinToken.sol:96:18: Error: Parse error: missing ;" at '{’
contracts/CoinToken.sol:103:18: Error: Parse error: missing ;" at '{’




Disclaimer

Quillhash audit is nhot a security warranty, investment advice, or an
endorsement of Family Shark Safe. This audit does not provide a security or
correctness guarantee of the audited smart contracts. The statements
made In this document should not be interpreted as investment or legal
advice, nor should its authors be held accountable for decisions made
based on them. Securing smart contracts is a multistep process. One audit
cannot be considered enough. We recommend that the Family Shark Safe
Team put In place a bug bounty program to encourage further analysis of
the smart contract by other third parties.




Closing Summary

In this report, we have considered the security of the Family Shark Safe
platform. We performed our audit according to the procedure described

above.

The audit showed some low and some informational severity issues. It is
recommended to fix them.
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