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The scope of this audit was to analyze and document the Hybrid Doge 
CoinToken smart contract codebase for quality, security, and correctness.

We have scanned the smart contract for commonly known and more 
specific vulnerabilities. Here are some of the commonly known 
vulnerabilities that we considered:

Scope of Audit

Checked Vulnerabilities

Re-entrancy 

Timestamp Dependence 

Gas Limit and Loops 

DoS with Block Gas Limit 

Transaction-Ordering Dependence 

Use of tx.origin 

Exception disorder 

Gasless send 

Balance equality 

Byte array 

Transfer forwards all gas 

ERC20 API violation 

Malicious libraries 

Compiler version not fixed 

Redundant fallback function 

Send instead of transfer 

Style guide violation 

Unchecked external call 

Unchecked math 

Unsafe type inference 

Implicit visibility level 
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Techniques and Methods
Throughout the audit of smart contract, care was taken to ensure:

The overall quality of code. 
Use of best practices. 
Code documentation and comments match logic and expected behaviour. 
Token distribution and calculations are as per the intended behaviour 
mentioned in the whitepaper. 
Implementation of ERC-20 token standards. 
Efficient use of gas. 
Code is safe from re-entrancy and other vulnerabilities.  

The following techniques, methods and tools were used to review all the 
smart contracts. 

Structural Analysis 
In this step we have analyzed the design patterns and structure of smart 
contracts. A thorough check was done to ensure the smart contract is 
structured in a way that will not result in future problems. 
SmartCheck. 

Static Analysis 
Static Analysis of Smart Contracts was done to identify contract 
vulnerabilities. In this step a series of automated tools are used to test 
security of smart contracts. 

Code Review / Manual Analysis 
Manual Analysis or review of code was done to identify new vulnerability 
or verify the vulnerabilities found during the static analysis. Contracts were 
completely manually analyzed, their logic was checked and compared with 
the one described in the whitepaper. Besides, the results of automated 
analysis were manually verified. 

Gas Consumption 
In this step we have checked the behaviour of smart contracts in 
production. Checks were done to know how much gas gets consumed and 
possibilities of optimization of code to reduce gas consumption. 
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Tools and Platforms used for Audit 
Remix IDE, Truffle, Truffle Team, Ganache, Solhint, Mythril, Slither,  
SmartCheck.

Low level severity issues

Informational

Medium level severity issues

High severity issues

Issue Categories

Low level severity issues can cause minor impact and or are just warnings 
that can remain unfixed for now. It would be better to fix these issues at 
some point in the future.

These are severity four issues which indicate an improvement request, a 
general question, a cosmetic or documentation error, or a request for 
information. There is low-to-no impact.

The issues marked as medium severity usually arise because of errors and 
deficiencies in the smart contract code. Issues on this level could potentially 
bring problems and they should still be fixed.

A high severity issue or vulnerability means that your smart contract can be 
exploited. Issues on this level are critical to the smart contract’s 
performance or functionality and we recommend these issues to be fixed 
before moving to a live environment.

Every issue in this report has been assigned with a severity level. There 
are four levels of severity and each of them has been explained below.
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Number of issues per severity

Introduction 

 uring the period of August 16,2021 to August 18, 2021 - QuillAudits Team 
performed a security audit for Hybrid Doge smart contract.  
 
The code for the audit was taken from following the official link: 
https://bscscan.com/
address/0xece1728E4b431f8F571e30464c4DB9A579332493#code

Open

Type High

Closed

Acknowledged

Low

5 7

0

0

0

0

00

0

0

0

0

Medium Informational

Note Date MD5 hash

Version 1 16/08/2021 EE00F0613B1E26D7B687108FC481210B

https://bscscan.com/address/0xece1728E4b431f8F571e30464c4DB9A579332493#code
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1.

Issues Found – Code Review / Manual Testing

High severity issues

Possible to gain ownership

Description 
Possible to gain ownership after renouncing the contract ownership. The 
owner can renounce ownership and make contract without owner, but 
he can regain ownership by following the steps below: 
1. Owner calls the lock function in contract to set the current owner as
_previousOwner.
2. Owner calls unlock to unlock the contract and set _owner =
_previousOwner.
3. Owner called renounceOwnership to leave the contract without the
owner.
4. Owner calls unlock to regain ownership.

Remediation 
We suggest removing these lock/unlock functions as this seems not 
serving a great purpose. Otherwise, always renounce ownership first 
before calling the lock function.

No issues were found.

No issues were found.

Medium severity issues

Low level severity issues

Status: Open
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2.

3.

Line Code

612 function includeInReward(address account) external onlyOwner() { 
 require(_isExcluded[account], "Account is already included"); 
        for (uint256 i = 0; i < _excluded.length; i++) { 

if (_excluded[i] == account) { 
_excluded[i] = _excluded[_excluded.length - 1]; 
_tOwned[account] = 0; 
_isExcluded[account] = false; 
_excluded.pop(); 
break; 

} 
        } 
    }

Line Code

644

Infinite loop

Function input parameters lack of check

Description 
In includeInReward & _getCurrentSupply functions for loop do not have 
_excluded length limit , which costs more gas. 

Remediation 
_exclude length should be limited.

Description 
Check the values passed in the function is not < 0 and not > 100 because 
the Percentage is between 0 to 100 only.

Status: Open
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Line Code

841 function addLiquidity(uint256 tokenAmount, uint256 ethAmount) private 
{ 
_approve(address(this), address(uniswapV2Router),tokenAmount); 
        uniswapV2Router.addLiquidityETH{value: ethAmount}( 

address(this), 
tokenAmount, 
0, // slippage is unavoidable 
0, // slippage is unavoidable 
owner(), 
block.timestamp 

        ); 
    }

Description 
In addLiquidityETH function, the owner gets Tokens from the Pool. If the 
private key of the owner's wallet is compromised, then it will create a 
problem. 

Remediation 
Ideally, this can be a governance smart contract. On the other hand, the 
owner can accept this risk and handle the private key very securely.

Description 
Detects missing zero address validation. Constructor has routerAddress, 
fee address, tokenOwner, and service; check if this address is valid or 
not. There are many functions needed to add zero address check.

Remediation 
Line no : 644, 648, 652 following functions need to check for input 
params must be between 0 and 100,  setTaxFeePercent, 
setDevFeePercent, setLiquidityFeePercent.

Status: Open

Status: Open

Centralized risk in addLiquidity4.

Centralization Risks5.
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.Remediation 
Check that the address is not zero. excludeFromReward, 
includeInReward, excludeFromFee, includeInFee, setDevWalletAddress, 
setRouterAddress.

Status: Open

Status: Open

Status: Open

Informational

Description 
Missing event log for: deliver, setTaxFeePercent, setDevFeePercent, 
setLiquidityFeePercent, setMaxTxPercent , setDevWalletAddress    
addLiquidity,removeAllFee, restoreAllFee. 
 
Remediation 
Please write an event log for listed events

Description 
Typing mistakes in comments. 
 
Remediation 
Please correct the spelling.

Critical operation lacks event log6.

7.

Line Code

670  //to recieve ETH from uniswapV2Router when swaping 

    receive() external payable {}

Spelling mistakes
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8. Presence of unused code

Description 
If any function is not called from inside the smart contract, then it is 
better to declare it as external instead of public. As it saves some gas as 
well. 
https://ethereum.stackexchange.com/questions/19380/external-vs-
public-best-practices

Status: Open

Status: Open

Status: Open

Description 
This function name and parameter indicates to set percentage for 
maxTxPercent, but it sets _maxTxAmount for the contract. 

Remediation 
Variable and function names should be relevant to the task done inside 
the function.

Description 
Constant state variables should be declared constant to save gas. 

Remediation 
Line no 451,452 Add the constant attributes to state variables that never 
change.

9.

10.

Line Code

656 function setMaxTxPercent(uint256 maxTxPercent) public onlyOwner { 

        _maxTxAmount = maxTxPercent  * 10 ** _decimals; 

    }

Line Code

451-452 string private _name; 

string private _symbol;

Ambiguous function and parameter name

State variables that could be declared constant
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Status: Open

Status: Open

Description 
The visibility of the constructor is ignored. 

Remediation 
Line no: 480 remove word public from constructor.

Description 
This event has not been used in code. 

Remediation 
Remove unused code.

11.

12.

Line Code

480 constructor (string memory _NAME, string memory _SYMBOL, uint256 

_DECIMALS, uint256 _supply, uint256 _txFee,uint256 _lpFee,uint256 

_DexFee,address routerAddress,address feeaddress,address 

tokenOwner,address service) public payable { 

        _name = _NAME;

Line Code

480 event MinTokensBeforeSwapUpdated(uint256 minTokensBeforeSwap);

State variables that could be declared constant

Unused event
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Functional test

Function Names Testing results

constructor 

name 

symbol 

decimals 

totalSupply 

balanceOf 

transfer 

allowance 

approve 

transferFrom 

increaseAllowance 

decreaseAllowance 

isExcludedFromReward 

totalFees 

deliver 

reflectionFromToken 

tokenFromReflection 

excludeFromReward 

includeInReward 

_transferBothExcluded

Visibility of constructor ignored 

Passed 

Passed 

Passed 

Passed 

Passed 

Passed 

Passed 

Passed 

Passed 

Passed 

Passed 

Passed 

Passed 

Function input parameters lack of check 

Passed 

Passed 

Missing zero address validation 

Infinite loop 

Passed
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Function Names Testing results

excludeFromFee 

includeInFee 

setTaxFeePercent 

setDevFeePercent 

setLiquidityFeePercent 

setMaxTxPercent 

setDevWalletAddress 

setSwapAndLiquifyEnabled 

receive 

_reflectFee 

_getValues 

_getTValues 

_getRValues 

_getRate 

_getCurrentSupply 

_takeLiquidity 

_takeDev 

calculateTaxFee 

calculateDevFee 

calculateLiquidityFee 

removeAllFee

Missing zero address validation 

Missing zero address validation 

Function input parameters lack of check 

Function input parameters lack of check 

Function input parameters lack of check 

Critical operation lacks event log 

Critical operation lacks event log 

Passed 

Passed 

Passed 

Passed 

Passed 

Passed 

Passed 

Infinite loop 

Passed 

Passed 

Passed 

Passed 

Passed 

Critical operation lacks event log
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Function Names Testing results

restoreAllFee 

isExcludedFromFee 

_approve 

_transfer 

swapAndLiquify 

swapTokensForEth 

addLiquidity 

_tokenTransfer 

_transferStandard 

_transferToExcluded 

_transferFromExcluded 

setRouterAddress 

setNumTokensSellToAddToLiquidity 

owner 

onlyOwner 

renounceOwnership 

transferOwnership 

lock 

unlock 

_msgSender 

_msgData

Critical operation lacks event log 

Passed 

Passed 

Passed 

Passed 

Passed 

Centralized risk in addLiquidity 

Passed 

Passed 

Passed 

Passed 

Function input parameters lack of check 

Passed 

Passed 

Passed 

Possible to gain ownership 

Passed 

Passed 

Passed 

Passed 

Passed
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Automated Testing

Slither
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Results 
No major issues were found. Some false positive errors were reported by 
the tool. All the other issues have been categorized above according to 
their level of severity.
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SOLIDITY STATIC ANALYSIS
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SOLHINT LINTER

 CoinToken.sol:25:18: Error: Parse error: missing ';' at '{' 
 CoinToken.sol:33:18: Error: Parse error: missing ';' at '{' 
 CoinToken.sol:40:18: Error: Parse error: missing ';' at '{' 
 CoinToken.sol:52:18: Error: Parse error: missing ';' at '{' 
 CoinToken.sol:59:18: Error: Parse error: missing ';' at '{' 
 CoinToken.sol:89:18: Error: Parse error: missing ';' at '{' 
 CoinToken.sol:96:18: Error: Parse error: missing ';' at '{' 
 CoinToken.sol:103:18: Error: Parse error: missing ';' at '{'
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Disclaimer

Quillhash audit is not a security warranty, investment advice, or an 
endorsement of the Hybrid Doge CoinToken platform. This audit does not 
provide a security or correctness guarantee of the audited smart contracts. 
The statements made in this document should not be interpreted as 
investment or legal advice, nor should its authors be held accountable for 
decisions made based on them. Securing smart contracts is a multistep 
process. One audit cannot be considered enough. We recommend that the 
Hybrid Doge CoinToken Team put in place a bug bounty program to 
encourage further analysis of the smart contract by other third parties.
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Closing Summary

Overall, smart contracts are very well written and adhere to guidelines.  

No instances of Integer Overflow and Underflow vulnerabilities or Back-
Door Entry were found in the contract, but relying on other contracts might 
cause Reentrancy Vulnerability.  
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