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DISCLAIMER

Coinscope team does not guarantees that a
project will not remove liquidity, sell off team
supply, or any other exit scam strategy.

The information provided on this document by
auditing the respective project is only for general
information and should NOT be used as a reason
to invest in any independent project.

Our goal is to run as many diagnostics we can with
the information we have and is publicly available.

In the end of this audit we will objectively score
this project based on the table of contents listed
on https://www.coinscope.co/audit

Coinscope team under no circumstances will take
any bribe or payment for manipulating the results
of this audit. We will score and award a security
Gem that will stay on this project's information for
ever on our website.
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Website Diagnostics
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Website Report

e Performance
e Best Practices
e Accessibility
e SEO ranking

The only minor issues found are:

e Reduce unused JavaScript. Reduce unused
JavaScript and defer loading scripts until they
are required to decrease bytes consumed by
network activity.

e First Contentful Paint 3G marks the time at
which the first text or image is painted while on
a 3G network
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Roadmap

ROADMAP

PHASE1 PHASE 2 PHASE 3 PHASE 4

+ EMC g Coipgecy * Game development

+ Market research * Pre-sale sting
+ NFT marketplace * CEX and other DEX
development listings

+ Token creation + Token distribution

* To the Moon! #

* Website development * Pancakeswap Listing + \:‘,Fr marketplace

unc
* Deals with NFT creators * Whitepaper release * NFT merchandise

1 shop development
# Influencer marketin, * delpoallr s NFT merchandise And more will be
. Doxxed * shop launch nounced

Roadmap was found on the website and is
displayed above. They are on the second phase of
their plan, and they have healthy and doable
milestones, not overpromising like most projects.
They are currently working on marketing and
influencers, and after their successful launch they
are focused on doxxing, building a NFT
marketplace and game Development.

Potential dangers for remaining Roadmap
targets

e Listingon CMC&CG requires a lot of trading
volume and holders.

» A lot of development will be needed to fulfil
those targets. More hires should take place.
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Team & Whitepaper

Team was not found on the website.
This is not a blocker as many project owners will

prefer to hide their identities and decide to come
forward later.

Whitepaper was not found on the website.
As started earlier the team will create and deploy

their whitepaper on their next phase of the
roadmap.
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Contract & Tech

Contract owner can manipulate fees

Contract contains a transferForeign Token function
that can be used to take one holder's balance
into someone else.

Contract contains a sweep function that can be used
to take all the contract balance(fees accumulated) into
into any wallet.

v

mapping (address =
mapping (address =
mapping (address =

uint256) private _rOwned;
uint256) private _tOwned;
mapping (address => wint256)) private _allowances;

v v

mapping (address =

v

bool) private _isexcludedFromFee;

mapping (address => bool) private _isExcluded;
address[] private _excluded;

uint256 p e constant MAX = muint256(8);
uint256 pi _tTotal = 190000 * 1@%*6 * 18%**9;
uint2s6 p _rTotal = (MAX - (MAX % _tTotal));
uint256 private _tFeeTotal;

string private _name = "MafiasWorld";
string private _symbol = "MWORLD";
uintg private _decimals = 9;

struct AddressFee {
bool enable;
uint256 _taxFee;
uint256 _liquidityFee;
uint256 _buyTaxFee;
uint2s56 _buyliquidityFee;
uint256 _sellTaxFee;
uint256 _sellliquidityFee;

}

struct SellHistories {
uint256 time;
uint256 bnbAmount;

}

uint256 public _taxFee = 3;
uint256 pr e _previousTaxFee = _taxFee;

uint256 public _liquidityFee = 2;
uint256 pr e _previousliquidityFee = _liquidityFee;

uint256 public _buyTaxFee = 3;
uint256 public _buyliquidityFee = 2;

uint256 public _sellTaxFee = 3;
uint256 public _sellliquidityFee = 2;

uint256 public _startTimeForSwap;
uint256 public _intervalMinutesForSwap = 1 * 1 minutes;
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Contract Results

NENENENENENEN

Integer Underflow
Integer Overflow

Parity Multisig Bug

Callstack Depth Attack
Transaction-Ordering Dependency
Timestamp Dependency

Re-Entrancy
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Domain info

Domain Name: MAFIASWORLD.COM

Registry Domain 1D: 2653592735_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.wix.com

Registrar URL: http://www.wix.com

Updated Date: 2021-11-08T21:42:58

Creation Date: 2021-11-08T21:42:57

Registrar Registration Expiration Date: 2022-11-08T21:42:57
Registrar: Wix.Com Ltd.

Registrar IANA |D: 3817

The domain is bought almost 12 days before the
analysis of this audit and is set for renew in the next
year.

No billing or contact information is publicly shown
on the domain, as it has privacy settings on.
This is a standard privacy protection pattern and no

more information can be extracted at the time
being.
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Analysis

Website Score

Roadmap Score

Team Score

Contract Score
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Award

Our Award system

e 0-49 score points award you with Bronze
Badge - high risk.

e 50-89 score points award you with Silver
Badge - medium/low risk.

e 90-100 score points award you with Gold
Badge - low risk.

Your Score

N

MWORLD is a medium risk project, with a small
community and a very interesting roadmap. The smart
contract analysis showed that there is a function that can
be used by the owner to transfer any amount of tokens to
another wallet. Also there is a sweep function that takes
all the fees accumulated by the contract and transfers
them to any wallet. This risk can be eliminated by
renouncing ownership. Hosting an AMA or doxxing the
team is highly advised to provide more confidence and
trust to the community.

QU
COINSCOPE

S




el

Disclaimer

All the content provided in this document are for
general information only and should not be used as a
financial advice or a reason to buy any investment.

Coinscope team provides no guarantees against the
sale of team tokens or the removal of liquidity by the
project audited in this document. Always Do your own
research and protect yourselves from being
scammed.

Coinscope team has audited this project for general
information and only expresses their opinion based
on similar projects and checks from popular
diagnostic tools. Under no circumstances did
Coinscope receive a payment to manipulate those
results or change the awarding badge that we will be
adding in our website.

Always Do your own research and protect yourselves
from scams. This document should not be presented
as a reason to buy or not buy any particular token.

Coinscope team disclaims any liability for the
resulting losses.
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Thank youl!

https://www.coinscope.co

"0
COINSCOPE
V)

14’


https://www.coinscope.co/

