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Scope of Audit

The scope of this audit was to analyze and document the Wall Street
Games smart contract codebase for quality, security, and correctness.

Checked Vulnerabilities

Re-entrancy e ERC20 API violation
Timestamp Dependence e Malicious libraries

Gas Limit and Loops e Compiler version not fixed
DoS with Block Gas Limit e Redundant fallback function
Transaction-Ordering Dependence e Send Iinstead of transfer
Use of tx.origin e Style guide violation
Exception disorder e Unchecked external call
Gasless send e Unchecked math

Balance eqguality e Unsafe type inference

Byte array e Implicit visibility level

Transfer forwards all gas

Techniques and Methods

Throughout the audit of smart contracts care was taken to ensure:

The overall quality of code.

Use of best practices.

Code documentation and comments match logic and expected behaviour.
Token distribution and calculations are as per the intended behaviour
mentioned In the whitepaper.

Implementation of ERC-20 token standards.

Efficient use of gas.

Code Is safe from re-entrancy and other vulnherabilities.

The following technigues, methods and tools were used to review all the
smart contracts.




Structural Analysis

In this step we have analyzed the design patterns and structure of smart
contracts. A thorough check was done to ensure the smart contract is
structured in a way that will not result in future problems.

SmartCheck.

Static Analysis

Static Analysis of Smart Contracts was done to identify contract
vulherabilities. In this step a series of automated tools are used to test
security of smart contracts.

Code Review / Manual Analysis

Manual Analysis or review of code was done to identify new vulnerability
or verify the vulnerabilities found during the static analysis. Contracts were
completely manually analyzed, their logic was checked and compared with
the one described In the whitepaper. Besides, the results of automated
analysis were manually verified.

Gas Consumption

INn this step we have checked the behaviour of smart contracts In
production. Checks were done to know how much gas gets consumed and
possibilities of optimization of code to reduce gas consumption.

Tools and Platforms used for Audit
Remix IDE, Truffle, Truffle Team, Ganache, Solhint, Mythril, Slither,
SmartCheck.

Issue Categories

Every issue In this report has been assigned with a severity level. There
are four levels of severity and each of them has been explained below.




High severity issues

A high severity issue or vulnerability means that your smart contract can be
exploited. Issues on this level are critical to the smart contract’s

performance or functionality and we recommend these issues to be fixed
before moving to a live environment.

Medium level severity issues

The issues marked as medium severity usually arise because of errors and

deficiencies Iin the smart contract code. Issues on this level could potentially
bring problems and they should still be fixed.

Low level severity issues

Low level severity issues can cause minor impact and or are just warnings

that can remain unfixed for now. It would be better to fix these Issues at
some point in the future.

Informational

These are severity four issues which indicate an improvement request, a

general question, a cosmetic or documentation error, or a request for
iInformation. There is low-to-no impact.

Number of iIssues per severity

High Medium Low Informational

Open O 3 1 1

Closed O O O O




Introduction

During the period of June 06, 2021 to June 09, 2021 - QuillAudits Team
performed a security audit for Wall Street Games smart contracts.

The code for the audit was taken from following the official link:
https://bscscan.com/token/OxA58950F05FeA2277d2608748412bf9F80

2eA490]

Issues Found - Code Review / Manual Testing

High severity issues

No Issues found.

Medium severity issues

1. Duplicated initialize() functions can be called.

Line Function Names

625 function initialize(string memory name, string memory symbol, uint8
decimals) public initializer {
_hame = name;

~symbol = symbol;
~decimals = decimals;

}

Other initializes in the following functions:
Ownable

ERC20Detailed

ERC20Mintable

ERC20Pausable

~


https://bscscan.com/token/0xA58950F05FeA2277d2608748412bf9F802eA4901

initialize

initialize

initialize

Description:
Duplicated initialize() function can be called by the owner. If the owner

does not specify the number of the parameters correctly, he/she might
execute the wrong function to initiate the contract.

Remediation:
Set other initialize() functions to internal.

Status: Acknowledged by the auditee.

2. Business Logic

Line Code

1066 function() external payable {}

Description:
Contract with a payable function, but without a withdrawal capacity.

Therefore, every Ether sent to this contract will be lost.

Remediation:
Remove the payable attribute or add a withdraw function.

Status: Acknowledged by the auditee.




3. Missing zero address validation

Line Code

1068 function initialize(
string calldata name,
string calldata symbol,
uint8 decimals,
address tokenOwner
) external initializer {
Ownable.initialize(msg.sender);

tokenOwner = tokenOwner;
ERC20Detailed.initialize(name, symbol, decimals);

ERC20Mintable.initialize(address(this));
- removeMinter(address(this));
_addMinter(tokenOwner);

ERC20Pausable.initialize(address(this));
- removePauser(address(this));
~addPauser(tokenOwner);

_transferOwnership(tokenOwner);

}

Description:
Detected missing zero address validation.

Remediation:
The function should check if the address parameter is Zero.

Status: Acknowledged by the auditee.




Low level severity Issues

4. transferOwnership() function is callable.

Line Code

1029 function transferOwnership(address newOwner) public onlyOwner {

_transferOwnership(hewOwner);

}

Description:
The transferOwnership() function is callable by the current owner. While
the setOwner() function has been developed to carry out the function role.

If this function is accidentally called, the new owner must be changed to
the previous owner before other functions, such as Pause, unPause, Mint,
and so on, can be fully executed.

Remediation:
Set the transferOwnership() function to internal

Status: Acknowledged by the auditee.

Informational

5. Different pragma directives are used

Version used:
0.5.16
>=0.4.24<0.7.0
~0.5.0

Description:
It IS detected when different Solidity versions are used.

Remediation:
Use one Solidity version for all contracts. The pragma version 0.5.16 is
safe to use In this token.

Status: Acknowledged by the auditee.




Functional test

Function Names Testing results
Initialize Passed
setOwner Passed
transferOwnership Failed
Paused Passed
UnPaused Passed
addPauser Passed
addMinter Passed
transfer Passed
approve Passed
trasferFrom Passed




Automated Testing

Slither

IMNFO:Detectors.
Cantract locking ether found:
Contract JulPadToken (wsg.so0l#1@5&6-1181) has payable functions:
JulPadToken.fallback() (wsg.sol#l866)
But does not have a function to withdraw the ether
Reference: https:/S/github.comfcrytic/slitherfwiki/Detector-Documentation#contracts—-that-=lock-ether
INFO:Detectors:

! .I:I I...!II.. I

INFO:Detectors:

INFO:Detectors:

INFO:Detectors:




INFO I DeteCTOrs:

INFO:Datectors:

IMFO:Detectors:

INFODeteCIOTE

INFO:DeteETOES

INFO:Detectors:

INFO:S1itheriwsg.50]1 analyzed (15 contracts with & detectors), 7& result{s) found
INFO:S51ither:
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Theo

enderphanFenderphan ~ ¥ theo --rpc=http http://127.8.8.1:7
The account's private key (input hidden]

-

Contract to interact with

> dx8CCBda&BdEF&A3D1ESYEIFRZ256cBDSERTAC1FeBS35

Scanning for explolts in contract: @xBCCBda&tBdEF&63D15983F82546cBDEEBTACc1FeBE35
Connecting to HTTP: http://f127.8.8.1:7545.

&5

No exploits found. You're going to need to load some exploits.

Tools avalilable in the console:
15 an array of loaded exploits found by Mythril or read from a file
= w3 an 1initialized instance of web3py for the provided HTTP RPC endpoint

= ‘dump() writing a json representation of an object to

- "gxploits’

Check the readme for more info:
https://github.com/cleanunicorn/theo

Solhint Linter
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sEmMveEr requ irement

wsg.sol:72:1:

wsg.sol:103:1:

“B.3.80 does

requirement

wsg.sol:182:

requiremen I

wsg.501:341:]

“"Y.5.8 goes

requirement

o

wsg.sol:576:1:

requlirement

Error: Compiller version

.8 does not satistTy the r

d to use inline

le only in rare cases

'‘0.5.8

does not satistTy the r semver requlrement

Error: Compller version

Error: Compller version
'y the

satl r semver

not

Error: Compiler version

not satisty the r semver

Error: Compiler version
not satisfy the r semver

Error: Compliler version

not satisty the r semver

local file




Error: Compiller ver:

5.9 does not satisfy the r

requirement

wsg.sol:798:1: Error: Compiler version

“0.5.0 does not satisty the r semver

requlncmern t

50 .50 L: B¢

:_1 3 _|' : E. I;:ll;_:l B

requlirement

wsgQ.50L:922:1: Error: Compliler versiol

0.5.80 goes not satisTy the r semver

requirement

requlnrcmen t

wsg.50L:184/7:1: Error: Compller version
B.5.16 does not satisfy the r semver

requlirement

Solidity Static Analysis

Security

Inline assembly:

The Contract uses inline assembly, this is
only advised In rare cases.

Additionally static analysis modules do not
parse inline Assembly, this can lead to
wrong analysis results.

more

Pos: 62:4:




Closing Summary

Overall, smart contracts are very well written and adhere to guidelines.

No instances of Re-entrancy or Back-Door Entry were found in the
contract.

Numerous issues of various severity levels were discovered during the
audit. It is recommended to kindly go through the above-mentioned
details and fix the code accordingly.




Disclaimer

Quillhash audit is nhot a security warranty, investment advice, or an
endorsement of the Wall Street Games platform. This audit does not
provide a security or correctness guarantee of the audited smart contracts.
The statements made In this document should not be interpreted as
iInvestment or legal advice, nor should its authors be held accountable for
decisions made based on them. Securing smart contracts Is a multistep
process. One audit cannot be considered enough. We recommend that the
Wall Street Games Team put in place a bug bounty program to encourage
further analysis of the smart contract by other third parties.
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