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Scope of the Audit

The scope of this audit was to analyse and document the PathFund Staking
Token smart contract codebase for quality, security, and correctness.

Checked Vulnerabilities

PathFund - Audit Report

We have scanned the smart contract for commonly known and more
specific vulnherabilities. Here are some of the commonly known
vulnerabillities that we considered:

Re-entrancy

Timestamp Dependence
Gas Limit and Loops

DoS with Block Gas Limit
Transaction-Ordering Dependence
Use of tx.origin

Exception disorder

Gasless send

Balance eqguality

Byte array

Transfer forwards all gas
ERC20 API violation
Malicious libraries

Compiler version not fixed
Redundant fallback function
Send instead of transfer
Style guide violation
Unchecked external call
Unchecked math

Unsafe type inference

Implicit visibility level

audits.quillhash.com
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Techniques and Methods

Throughout the audit of smart contract, care was taken to ensure:

e The overall guality of code.

e Use of best practices.

e Code documentation and comments match logic and expected behaviour.

e Token distribution and calculations are as per the intended behaviour
mentioned INn the whitepaper.

e Implementation of ERC-20 token standards.

e Efficient use of gas.

e Code Is safe from re-entrancy and other vulnerabillities.

The tollowing technigues, methods and tools were used to review all the
smart contracts.

Structural Analysis

N this step, we have analysed the design patterns and structure of smart
contracts. A thorough check was done to ensure the smart contract is
structured In a way that will not result in future problems.

Static Analysis
Static analysis of smart contracts was done to identity contract

vulnerabilities. In this step, a series of automated tools are used to test the
security of smart contracts.

Code Review / Manual Analysis

Manual analysis or review of code was done to identity new vulherabilities
or verify the vulnerabillities found during the static analysis. Contracts were
completely manually analysed, their logic was checked and compared
with the one described In the whitepaper. Besides, the results of the
automated analysis were manually verified.

Gas Consumption

N this step, we have checked the behaviour of smart contracts in
production. Checks were done to know how much gas gets consumed
and the possiblilities of optimization of code to reduce gas consumption.

Tools and Platforms used for Audit
Remix IDE, Truffle, Truffle Team, Solhint, Mythril, Slither, Solidity statistic
analysis, Theo.

audits.quillhash.com
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Issue Categories

Every Issue In this report has been assigned to a severity level. There are
four levels of severity, and each of them has been explained below.

4 R
Risk-level Description

A high severity issue or vulnerability means that your smart
contract can be exploited. Issues on this level are critical to the
smart contract’s performance or functionality, and we
recommend these issues be fixed before moving to a live
environment.

Medium The iIssues marked as medium severity usually arise because of
errors and deficiencies in the smart contract code. Issues on

this level could potentially bring problems, and they should still
be fixed.

Low-level severity Issues can cause minor impact and
Oor are just warnings that can remain unfixed for now.
't would be better to fix these Issues at some point In
the future.

These are severity Issues that indicate an
Improvement request, a general question, a cosmetic
or documentation error, or a request for iInformation.

There Is low-to-no Impact.
N Y

Number of issues per severity

Type Medium

audits.quillhash.com
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Introduction

During the period of March 11, 2021 to March 19, 2021 - QuillAudits Team
performed a security audit for PathFund smart contract.

The code for the audit was taken from following the official link:
Codebase: Shared a zip file of the smart contract.

Mainnet address: Ox3COb6FCB2F62990f477d9AF611e4Da3fF1F08222

audits.quillhash.com
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Issues Found - Code Review / Manual Testing

Contract - PathFund

No Issues were found.

Medium severity issues
1. kkAirDrop function for loop upper bond check missing

The function for loop should be checked for the upper threshold of
address that can be incorporated In one single transaction and the for
loop should run for that

Status:

2. Missing check for address and amount array

The check for input length of address and amount should be equal In
KkAIrDrop.

Status:

3. Remove unused function isThisFrom_ KKteam

IsThisFrom function Is not been used anywhere we recommend to
remove the function.

Status:

4. Zero check’s missing

zero check lacks In setalrDropAddress, updateUniswapV2Router,
setFeesAddress arguments

Status:

audits.quillhash.com
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5. public functions should be set to external

setFeesAddress, setalrDropAddress, retunlList_excludedFee,
retunList_premarket, retunList_blacklist, should be external from private.

‘public’ functions that are never used within the contract should be
declared ‘external’ to save gas.

Reference

Status:

6. use uint256 instead of uint

By using uint256 the readabllity of the code get improved and user Is
able to identity the bytes length of it integer.

Status:

/7. emit events for state change.

Whenever there Is a state change we recommend to emit the same.

switchBlockMultiBuys, setFee, setSwapAndLiquify, set_maxLimits
should emit eventat the change of state.

Status:

audits.quillhash.com


https://ethereum.stackexchange.com/questions/19380/external-vs-public-best-practices

eThistRCI4aD2addaso: fooded SLLTRhEr PRCAFURSY vi.f0l
Compilatisn warnlngs/errors on PathFusd vi.fol:
FRIAQ: Contfacy £ode fLFe excoddi J437E Byled (@ LIEIE IATFeduced LA Spurlcus Dragoal. This Contract Say ROT be deployable oh Balhsel. Conilder Enabling the
sprimirer (With & Uow “runs™ valoe!), turslhg off revert sTFings, of eilhg LLIbBrErles.
==» PathFusd v2.801:133:1:

1
133 | comtract PatRFund ii ERC2O, Ownalle {
| ~ (Relévant dource part Ftarti Bgre and ipani acrodd sultiple Lissd).

Fathfund. sddLigquidity{wint I, ulat2%6) (PathFurd vI.50lP451-484] sends #th to arkitrary wser

fangeEraus <alls:

= yniswap¥iRouter, sddl lguid 18y TH{wvalue; bnbdsount }{sddress(this), tekenkagunt 8,8 LPiokenRec iver block, timestamp] (Fathfund %2, solfdY-461)
Pathfund.distributel iguifiedTokenlulnt256) [(PathFfund vI.5alB79-%03) send: eth o arbitrary user

angeErads calls:

= [suctess) = addressdevelopmsenthddress). call{value: developsentParthd] [(PathFund v7.s50L04349)

= [suctess) = sddressbuybackAddress).call{value: buysackPart}{} {PathFusd vI.solF498)
Reference: htipsifigithel, com/crytic/sliithe r/wiklfDetector-DocunentationdTunt leas-that-send—tthe r-to—arslt rary—oes t Lrat Lo

Azentrancy 1n FathFund. _transtTer(address, efdress, ulntiS6) (FathFurd vi.ZolESL1E-594 )
External calls:
= fuwapindligquity(tokensTeSwap) (PathFursd vI.50l8548)
= enlisapVikeuter.sdaliguldityETH{value: BnbAsSunt) (S8Sress(Thlis), vokenkssunt B, 0, LiFtokenfeciver Dlock. TinesTanp) (PathFusd viI.soled56-4463)
= enliwpVimsuter. wapEdactTokens FarETHIeppart ingFfecOnT ransferTokens( tokentnount 8, path addres s this) Block. TisesTand ) (PathFond vI.solerddl=44

' 1

= [(Suctess] = sodredslmarketinglddress] - call{wvalue: sarkgrisgParck(] [(PathFfund «2.5sLB482)
= [(fuctess] = sdAredildevelopasaTASdress) . cali{valioe: SevelspasntParth(] (Pathfund wd. LolFdpe)
= [(fuctess] = sddredilBuybichkASdradd ). Call{valivg: BuybatkPartd{) [(PathFund v2.i5LRddd]

Extarasl calls sendisg ath:

= fwspAndLiguity(tokeniTeSwap) [(PRthFutd vI.301F340)
- enliwapYimcyter, sddL iquid St yETH v lug: BnbAsounth (sddresslthis), tokenAssynt, @, 0. Lt okimAec Iver Block, tiasritens) (PethFesd v, so0loa56-483)
= [fuccets] » pddresilmgrket LnpAddrets] .call{value: marketisgPart}(] [(Pathfund w2, 4sLP4iR)
- [fucceds] = pddress(developaentiddress)  callidvalye; SevelspaentParth(] (Pathfund w2, LolaEpg)
- (fuccets] = pddresslbuybackAddress ), call{valiye;: BuybackPartld] (PathFund ¥7.501L0434)

State varishles written after the callis);

- super,_transfer! from, sddress(this), txfees)] (PathFfurd vI.501F5%77)
- _balssces|sender]| = senderBalance - smgunt (Pathfund w2.3alf1TR}
- _balsscesirecipient] += gmount (PathFusd vI.sol#i29)

- SupEr, _fransferdfrom, sddresslthish, fxfees scope 8] (Pafhfund vi.sel¥%ER)
- balsacesisender] = senderBalance — amsunt (Pathfund 2. 5al811E)
- bals<es|recipient] += amount |PathFusd vI.sol#FiZ9)

= guper,_transfer|{fros, to, anoent] [(Pathfund 2. 50l F%E9)
= pBalasCes|sender| = senderBalance - amdint (Fathfund vad.5elFlIE)
= BalaaLes|recipient] +«= aanunt {PathFied vI.zol#idl)

Reference: huips:!rriglivtheb. com/cryticlslivhe rfuiil fDetecrar-Docunentat isnfreent raady=vulnerabllitles

Fathfund.atstributellquifiedfokea(ulnt236) Success_scope @ (PathFosd vi.soled98) 13 & local variable never 1sitlalires
Fathfund.Slanributel lquirlealokealulntdS6)  Suctesd_sfope_L (PathFosd vi.s01#498) I3 & local varlable mever 1altlallred
Refergnoe: RTERd: figlibel. cod/erytLofal it rwiklfDetectar-DatuSentat Loafuninltisl i red=1lacal=var Labled

Pathfund.dddligquidity{uint s, ulat2s6) (PethFufd vI f0lP451-484] ignared fetufh walud By ohliwigViRsuter.addliquidityETH{value: BAbASSunt) (asdredi(this), taken
ASGust, 8,8, LPtekenlac lver, blcck.tinaitasp) [(PatBFund vi.iolraia—4Ld)
Rafarande: hRERd:FrgLibel, com/Cryt L il LV r ikl Dt acR o r-DoduBant it Isalunmisd-raturn

Pathfund.dellLiqFee (PRthFund v2.801F187] i3 writies in Bath
sellLigfee = 1ig (PathFusd vi.s0lrl4l]
sellLigfee = bupback [PathFund vI.solEM2]
Reference: hitps:/rgltbel, com/crytic/slitherfwikl/Detector-Docunentat londurite-after-write

Fathfund. switch8 lockMult iBuys [boal, uist2%6) |PathFurd vI.50l¥298-194] should emit an event Tor:
- secHgltilyy = sec [(Pathfund w2.30L0782)
PathFund.setFeelboal, uint 2%, ulnt 256, wint 58, uint 2% ) (PathFusd vI.s0l#329-34%] should emit an event Tor:
- buyBeyelepeentFee = development (Pathfund 2. 5218333}
= buyMarketingFee = parketing [(PFathfund vi.soleiild)
= puylLigFes = 1ig {FathFead vi.sol#335)

= buyBuyBackFee = buyback [FathFurd vi.sol#335)
totalBuyFfees = puyMarketingfes + BuyDevelopmentFee + buylLigFee + buyBuyBackFees (FathFend vi.301F33T)
ftElDeveiopaeatFee s developaent [FathFund v2-5o0LEXI)
selifarketingfee = marketing (PathFursd vI.solrid44]
seliLtgfes = Nin (FathFund wl.zolFidl)
seliLigFes = Buyback (PathFend vI.solsddl)
totalselifee = sellHarketingfee « sellbDevelopaentfes + sellligfes + sellLigfes (Fathfund wl.solFsdl)
Fathfund. setSwapAnl Lguify (ol uintris, uiat236, ulntdS8] (PathFund v2.50L0X50=-338) ihauld emlr an &went far:
= IAtervaliscondiForiwap = _iatgrvaliccondiferisag (PathFfod vi.30l8333)
= mlhispaTokeniBatoredwap » SinlseaTokeniBeforeduap @ 10 = Spclaais(] (PathFund wi.iolEli4e)
= TokendTadwap = _tokaniTodwap = 19 = gdgcimslald (PathFund vI. So010353)
PathFund. it _SaxLisiti{gintyds, uint23e, ulnt236) [(PathFund vI.40LF)d -388) i8ould ealt an fvent for:
- BaxBgyTeASount = Eaxbuy ® 19 *= gacimplil) [(PathFurd v2.3010385]
- maciel\TrASouat = saxiell & 19 = gecimglsl) (FathFend w2, 1olEdbG)
- mareallet = maxWall * 19 & decimglsil (PethFusd vI.201FI4T)
Reference: hitpd: rglthel., coarcrytle/siitherwikiDetecter-Docunentat londmliss ing-eventi-aritheet ic
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= BANNELLET = BaxSEll = 18 == dAerimalizl] [(FackFund vi.saleisT)
Referente: hiTpiz S iplthub.comroryricislither/wlkl /DeneLtor-Doomeniat loaMiss Lhg-venTi=RriThiET1C

Fathfund. setalmrephddreii(adareds) .adr [PathFund v2-S51K2333] lacki & rero-Check on &
= alfbropAddreis = adf (Fathfund w2.83LRr34)

FathFund. updateln iiwdpIRootar (addredd, Bal, addredd] . _unlivapViFalr (PathFusd viI.f0lF260-261) LAcki & fefo-Lheck on ©
= ufliwapViPalr = _cAlisapVIFale [PFatBFufd v2-f0l8382]

Fatsfund. updatelniiwapiRootar (addredd, Bal sddredd] .palr [(PatkFufd v2_falRI37) lacki a refo-check of ©
= uAliwapViFalr = palf (FatBFund w2.05LFred]

Patbfund. ietFeeihdd reid (B3draii, addradi, sddresd, Sddreii] .aarket Lhg [(PathFund v2_folel@9] Racki & rero-<hack on
= BarkgllfgAddredi = Sarkatisg (Fathfund v, LolFale)

Patbfund. det Feeihdd reid [ Badraii, sddradi, sddrddd, ddreid ) . Save lopaest {Pathfend v, iolddeR)l lecki & Ferc-chitk of |
= developsentAsdfeds = Sdveldpsast (PithFosd vi, 1alFill)

Fatbkfund. fatfeqifdd reid [ addreis, sddrail, dddradd, sddreis) - bBack [PREAFund wI #010389) lacki & refo-<hadk on
- BuybdckASdieis = SRack [PathFusd wi.ial@il2)

Patbkfund. iatFeqibdd reid [ addireds, pddraii  dddreid, sddreii] . Iptokfgc (Pathfund wi, isledd] lecki & rerg—chgck ¢n :
- LPRchen®es Llver = lptokAec (Pathfund vwa.iolrll)

Reference: hitpis frgithub. coaferytic/ilitherSwiki/Detector-Docosent st loadalid lng-Terd-addreii-validaticn

Variable ‘"PathFund, distribeteliqulfiedTohenioinkdd8] - dudieid (Pathfund w32, L0lldl} )’ in PRthFusd, distribyteliquif iedTokenlylntdd0) [PathFund vI. 40lMd70-331] o
tentially uied before declaration: (ducceiil = pddreid(developspntiddreis). . calli{valoe; developmentPart)(] (Pathfund w3, iolddsg)

Variable ‘PathFund, distribeteliquifiedToheniginkddf] sucoeid (Pathfund w3, Lolddi} )’ in PathFusd, distribgteliquif iedTokenlylntd36) [(PathFfund vI.40lMd79-333] po
tentially uied before declaration;: [ducceii] = pddreis(bupbackiddreis] .callivalee; buybackParth(] (Pathfyund vi.i0lRd54)

Reference: hitpi:z/frgithub.coafcrytic/ilitherSwiki/Detector-Docusentat leadpre-declarat lon-giage-af-local-variables

Reentrancy 1n PathFurd,.constructard)d (PathFesd vI.:010227-239]);
External calls:
- ynitwapW2Pair = IUniswapVIFactaryl _uniswapVIRouter, factoryl]l] .crestePairisddress(this), _wnitwapVYIRouter . WETH{1) (PathFusd vI,.5018228-229]
State variables written after the callisl:
- _mint{msg, sender totel_sueply) (PathPusd vI.so0l8238)]
- _balances[accaunt) += sappat (Fathfend ¥2. telflX5)
- _mint{msg, sender total_tueply) (PathPusd vI.sold238)]
= _totalSupply == smgunt [PathFurd vI.soléidd]
autoaatedMarkei®akerfalrsluniswapVaPair] = true [PathFfund vI.s50lEX37)
excludedf romfees (market Ingdddress] = frue (PFathFund w2, 3al8721)
exCcluded® romfees (deve lopesenthddress] = true [PathFund vI.5018237]
excluded® romfees (buybackbddress| = true [PathFund vZ.so014233)
excludedf romfees (addressithis) ] = true [PathFund vZI.5018334]
excludedfromfees{owneri]l] = true (FathFund w2.5al8235)
- presarketUser(osmerd)) = true [(PathFund vI.s0lEX36]
Aeentrancy in PathEFund, vvapdndliguifyluinti®El {FathFund 2, soiFSEd-58E0 |
Extermal Calls:
- saglokenzFerEthiamsomnt - tokenToligl (Fathfund vi.saliShs|
= unissapyiRouter. ssapEactTokensFarETHSuppartingFeeOnTransferToiens(tokenAnpent, b, path, sodress(thish , bleCk. Timestamp) [PathFurd viI.soledd43-44

91

= distribeteliquifiedTekenitokesToLig) (PathFend w2.sol#SeT)
- uniswapViRouter.addliguidityETH{valee: babAscunt}(addressithis), tokenAsaunt, @, 8, LProkenkeciver, block. tinestanp) [PathFund vI.sol#dS6-453]
= [success) = addressimarketinghsdress).call{value: marietisgParth{] [(PathFund vZ.soledaz)
= [success) = address|developmentAddress].callivales: develepmentPart}(] [PathFfund v2.solrdda]
- [success) = address|beybackAddress).callfvalee: buybackPart}{) [PathFurd vI.solf498)

Extermal calls sending eth:

= distribeteliquifiedTekenitokeaToLig) (PathFend w2.solsSeT)
- uniswapViRouter.addliguidityETH{valee: babAseunt)}iaddress(this), tokenAsaunt, 8,8, LProkenkec iver, block. tinestanp) [PathFund vI.solsdS6-4£3]
= [suCCess) = addressimarketinghsdress).call{value: marietisgParth{] [(PathFund vZ.soledal)

= [FUCLERs) = addresf{deve lopmentAddress)] - call{vales: SevelopaentFarthl] (Fartdfund vi.soledid)
= [SuCCess) = pidress|buybackAddress) .calif{valeme: BuybaikPart}{) [(PachFursd vI.soled9a)
STane variables sritres ateer o calligl:
= distribeteliquifiedTeien(tokeaToLig) (PathFund w2.5elase?)
- _allowances [suner) [speader] = asount (PathFusd v2.selside)
Reestrancy is ParhFund.updatelsiswsevlRouter(address, bool, address) (Pathfund vI.sole2s7-144):
External Calls:
= _uhifuagiPair = [UnlfwapVaFectary (unlivapVIfisuter. factaryl]) . createPair{address (This ), el pppViRauter . WETHI 1] (PachFund vI.folrhis=81)
STate variables writties aToer thae Call{g):
= putcaatedMarigtMaksrPalriuniswapViralr] = trug [(PaEBFund vI.ialEigl)
= URiSWRRNIPEIF = _uniswapViPair (PRthFusd v.sele2el)
Referance: hitpd:s S glthub.coarerytic/alither/wlki/Detdctor0Doiulsntat LeaRreent riady=vulnerablLiTiei=2

RSt rancy 1a PatkFund, trenifer(addreds, addredi, wintddl) (PatsFund vi-f0leiin-39]:
External <alla:
= PwlpARdL Lquilfy| tckensTadwag] (Fathfund wi. ioliri4d)
- yhlswapVIRguter. sddL iquldityETHIvalee ! tabAsSunt) (addredi(thils), tokenkasunt @, 0, LP1okenRec Lver, blatk, DiBnitasp) (FathFund vI-40LB4S36—44]]
= yhlfwapViRouter, waplaact TokeniforETHSupgort IngFeeinT rani e rToheni( tokisASoen T, 8, path, addredi(thin), blssk, Lingitasp) (PRtAFund vI. d0lRd443-44

71
= [duiceis) » sdreid(abreat inghddreds ), coll{value: sarigtisgParthi] [(PathFund vI.8010482)
= [ducceis) = dreid{dontlopaentAddreds) calldvalee;: SevelspasentParth(] (PatkFfund vI.501l0499)
= [duccess) = dreid|boybachAddreds] calldvalee: BoybackPartk{] [(PathFurd vI.3010430)
External <alls sending eth:
- pudpAndL iquify| tckeniTobuwag] (Pathfund i, sslri4l]
- gniswapViRouter, Bl i ldityETH{valee: tabhasynt}(addressithlis), tokenkasynt @, D . LPToRenRec iver, black, Eineitamp) (PathFfund vI.50LRSG—44]]
= [fucceis) = gddress{mprkeat inghddress ), call{value: marketisgPartli] [(PathFund vI.5010482)
- [ducceis) = sddress|{develcpmentAddress] callivalee; SevelspaentParth(] (PatbFfund vI.501L0499)
= [success) = gddress|buybackAddress] .callilvalee: BuybackPartl{] [(PathFurd vI.50104308])
Event saitted aftter the calilzl:

audits.quillhash.com



sdaLiguigiryitokeaTollg, Ligkare f 2) [(PacthFurd vI.SoLE4TE)

= chlisdpVilsuter. sasllquidinyfTH{value: bRabASoustliadtdreis(thidi], tekentsount, 8,8, LPtchenisciver, bilack.tineitasp) (PathFumd vI.50l@436-4487]
= [dut<eii) = Mdreif(sarketinghddredi).call{valuve: sarketingFareil) (PFathfund w2, ialFell)
= [ducdedil » Bddfeifldewdlopsentiddreis] . call{value: dévelopssntPart)() (PAthFoAd va. iol@apa)
= [futdiit) = Mddfeif|bupbackAddredd] -<allivales! boybachPart)l) (Pathfund w2, isledss)
Evant ealited &ftar the Sallis):
- BuyBackisllectedibuybackPart ] (Pathfund wd. Lolrise)
Erancy Lh Pathfynd. swapiadliqulfy(ulntaSt]) [(PathFund v 40 1r3ed-304):
Extersal calls:
- dwspTokesiForfthismount - tokenToligl (PathFesd v, 1ol8ied)
- gniveapVifguter, eapglxpct TokeniForE THSupport Lnglf eelnT rpns ferTokens [ toenkagunt @, path, sddress(this), block. tinestamp) (PathFund v, 30 Lrd43-d4

- distributeligalTiedToken] tekenTellg) [(PathFurd vI.50LFE7)
- gnivsap¥iRauter, sddl iguidisyITH{wvalue: bnbiaoust F{address|{this], tokendaount , 0,8, LPtekenBeciver, block. tinestaap) [PathFund vI.solfd456-483]
- [(success] = sddressimarket ingdddress) .calli{valee;: marketingPart}i)l (PathFesd vZ.soldd487)
- (success] = sddressidevelopmentibddress), call{value: developmsentPart}() (PathFurd vI.5018498)
- [success] = sddress(buyiackiddressl.call{value: buytackPFart}(} (FathFend vZ.sold45E)

Extermal calls sending £thi

= distributeliguiTiedToken| oeienTalig) [(PathFurd vZ.So0lF5487)
= Enissapyifauter. ol iguidlvyETH{ value: brtdmoust | address | this), tokendmaunt 8,0, LPtaken®eciver, black. T imestamp) [PathFund vi.solidss-4£3]
= [SUCCELEE] & lﬂrlli[-m-tii-pl.ﬂdrﬂl:l..l:lll{llllﬂ-l l.ll'li-ll!ll'llﬂ'F.ll't:l-H {FathFimd vr.zolF482)
= [fUCCess)] = aadress(developmenTiddress ). call{value: developsentParth]) (PathFusd vI.5o1845948)
= [SuCCess)] = paSress(buytackiddress).call{value: buyEackFart}(l {FathFend vi.:olFdRE)

Ewent eminted after the callis):

= Approvaliowner, ipender,ansmt] (Fatsfund «2.581K158)
= gisrributel LguirfiedTokea(rokenTolig) (PathFund w2.0slE587)

= BuySackCsllecred|{BuybeckPart) (Fathfund wi. talrSed)
= gistribunel lguiriedTokea(TokenTolig) (PathFund w2.slede?)

= DvelopsntCallected|SevelogasntPart ) (PathFfusd vI.5010492)
= gisnributellguifledTokea(takenTalig]l (Patsfund va.isle3et)

= Liguidityadded[ligPare / I tokeaTolLigl (Pathfend wi,iolBETT)
- glitributellguitiedTokes(TokenTalig]l (Patkfund w2.35L0387)

- HarkgtirgCollected(maretisgPart ) {PathFend v, 50lrdBd)
- gistributel lguifledTokea(tokenTalig]l C(PathFfund vi.i5lR397])

ETerence: hitps: figithal, cearscrytlcislither ikl Petector-Rocusentat ionfreent rancy-yuleerabilit ies-3

thfund. _transferfaddress . address, uintZ3} (Pathfend vI,:olfS18-390) uies tisestamg for comgarisans
CUNQEraus Comparisons ;
- regeireibool . strisglid{userLastTradebata [(fa). LastBuyTine + secMult iBuy <= block.tisestamp Multi-buy orders disabled.) (PathFusd vI.sol#53%)
= gyeErfinimmToeenbEslance &5 startTiseFfarSeap + infervalSecondtForieap <= block.timestamp (PathFund vI.zol#F54%]
aferencer httpsifiglitheb. coms/cryticfslither/wikl/Retector-Cocumentat ionFblock-T1nes T ang

thFund.eac ledeMultipleAdccountsFronfees {address [] bool) (PathFusd vI.sol&398-488] has costly operatisns inside a lsap:
= LenExcludedFes +a § {PFathFend viI.solF48]1)

thfund.edclesdsMultipleAccauntsFronfees{address (] .Bool) IPathFusd viI.so0l#F396-4488] has Costly operatliesns insice a laap:
= lenEac ludedFes == 1| {PathFend vi.soled85)

athFund-.slacklistMulripletccounts{asdressl ] Baal] [PFathFund vi.SoLlRdld4=435) ks CoSTly opeEratlions Insioe & Loog!
= lenBlackiise »= 1 [FathFund vI.50LR4l9]

athfund.slacklistMulniplepdccount il aadress] b2al) [PatRFund v2.S0LR404=438] hid CSATly Sperdtllosd LAfide & Loog!
= lenSlackiisn == 1 [PatkFund w2.5518433)
ETerence: RUEpE:S/gLlobul. ooa/crytLe/slinher ikl OdTectar-00CuBEN T IGARLAET Ly-0perat1ons=104 Lae-a=130p

ghteat. Sdghatal) (Pathfund v2.30lBd?=30) 1i Aever uled and dhowld b FeEdyed
RLT®, buffleddraid, ulatdb) (PathFusd v2.301F038-1435] I3 fmewvefd oied dnd ihould be reSdned
ference: RUEpdE: frgLebgl., coaycryt Lo ilinhar ikl et ector-Dasusentat ionfdead-<ode

thfund. totalBuyFee (PathFfend w2, 30l0l0) 18 et pre—cenifiructicn with & non-<onitant function &r $tate varleble:
- buyMarket ingfee + BuyDevelspaentfes = buyllgfes + BuyBeylacklfes

thfund.totalSel1fee (Pathfund «2,30L0181) 13 sef pre-<onstruckion with & non-<onstant function or state wariable:
- seliMarketingfes = teliDeveliopeentFes + sellligPfee + sellBuylackFes

thfund. tokess ToSwap (Pathfund 2, 5alf18k} 1s sef pre-<onstruction with & norn-constant function or state variable:
= minisunTekensleToreSwae

ETerence: hitprif/github.eadcrpticfslither/wikl/Detecior-Documentat ionffunct ion-initistliring-state

3 versiong. 8.9 (PathFusd vI.z0l#F3) mecessitates a wersion teo redent to e trested. Conslider deplioyleg with 8.6, 11/, 7.6
salc-8,. 8.9 15 not recommended Tor deploymsent
eferencer hittps: /7 fgithub. comdcrytic/slithermikiMetector-Docusentat lionfincor rect-versions-of-salidity

lewel call in Fathfund.distributeliquif iedToken (ulnt256) (PathFurd vi-zolrd78=-5483] @
= [$uCCess) = pidresiimarkevinghssress). call{valive: sarketing®arcy() (FathFund vi. solesfl)
= [TUCLERE) = pidress|developasntiddress] -call{value: developssntiPart}i(l (PathFend vl.zolrdib)
= [Fuctess) = sddress|buybackAddress] callivalue: buybackParth(] (Fathfund wi.soledid)
Terence: RUCpd: rQlubub. com/cryTlc/SlLnRer il O TECTOr-DaCUBENTAE 10nF I owr=18ve1=Lalls

unttion IUnlfwapVIRGUEEral . NETHL) (PFathFfend w2.4olrle) i3 83T 18 slssdChis

Srruct PathFusd. ugsroats (PathFosd v 501F286) L3 &31 18 Chplords

raliter Pathfund.kkAirOoroplsddredil), uistaS6l] ). _sddreds (Pathfund w3, isLlr24d) 14 not In sixedliss

ralptar PathFund. kkhirDrepiaddresill, uiat2Sél] ). _ssoust (PathFend vi,40l244) L3 Aot In SlxedCaid

raEptar Patbfund. treafdferforeignToen] Edredd, s8dred s, uLAtIS8] . _taken (PithFfend w2, oli268) 14 nat 1n alxsdCidie
rampter PathFfund.trefdferforeignToaken| Edress, p8dreds uLntIS8]) . _to (Pathfund w2.95L0P089] 14 not Lh aixzedlaie
raspter Pathfund.trafdferforeignToken| sidress, sddress , uLnt236) . _value (Pathfend w2, 50002080 18 no% 1n alxedCade
rampter Pathfund,. swlitchMarketACtive(bool, boal ). _state (Pathfund v2.50LF200] 1% net Ln elxedCaie

gter Pathfynd, switchMarketAct ivelboal, bosl ), salyviransifers [(Pathfund w2.5aL0TI9) 1% not in mixedfate

o
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= SllpwaeaceEs|owner| [spender] = aadunt (FathFund vZ2.5olEld49]
AeenTranty 18 PatRFurd. uplaTednlisapyIRouTer| s8dress, bosl , 83 ress |l (FathFund wi. saslrr5?=268):
Exrernal calis!
= _usigsapVifFalr = JisipsapVIFactorylunimagyekeuter. factaryl ) .createfalrisgsress(this b, uniswagyVikeuter . WETHI]) (FathFumsd vI.sole26b=-261)
STate variables writven after the callis):
= SutoEatedMarkecakerFairs [unisapiZPair] & tree (PathFond 2. 380F0E3)
= URiTWwapVIFRIr & _unifwapiv2Falr (Fathfund 2. 5slEred)
Aeterence! hLTps:/ glthub.comfCryt S SNATher il AOeTECTar-DaC e TaT LORFreent raniy=vulnerabl1iT les=2

Aeeatrandy 18 PathFurd. _transfer|sdress, eSdress, uIntd2BE) {PathFfand w2 SolrSle=5):
External calls:
= PulpAnillguiTy(tokeasToseap) [FathFusd vI.501F548)
= Unlfwapi2AseTer.adaliquisityETH{value: bAbABGUAT ) address| ThlL) , TokenAnsant, B, 8, LFtokenRed iver, Blaih. tinesitanp) (PathFusd vi.sol@qSb=-463)
= Unlfwapi2Rbeter-SwaptaactTokeniForETH uppertinyFecon T rans TerTokens| tokenAnouat , B, path, soaress(Thish, black. T imesTanp) (PFathFuetd vl tolFrsdi=-44

= {gufceif) = addredsimarketinglodresi) . callivalisng: marketingfartl(] (Fathfund vi-soleddl]
= {fufceid) = sddredi(adveliopseatAsdress). call{value: developmentiFareil] (Fathfund wi.sslrdde)
= (dutceif) = sddredsibuybaiiAsdreds ). calli{value: bupBackiFarth(] (Fathfund vi.saledda)
Extérnal Calli sesding &th:
= alpAnllguity{tokeadTokep) [(PathFusd vi.soles48)
= uhlfwapViRooter.sddligqulaityETH{value: bAbASSuST}|addrefd{tils), TokenASsunt @, 0, LFokenReclver, Dlath. ineitasp) (PathFusd va. so1@456-463)
= {dufceif} = addredsimarketinglodresi) . callivaling: sarketingfartl(] (Fathfund vi-foleddl]
= {fefceid) = sddrediladveliopaeatAddreds). call{value: developmentiFareil(] (Fathfund wi.sslrdde)
= (dufceif} = adaredsibuybacihadraii). call{value: buyback®arth(] (Fathfund vi-foled49d]
Event oEItTed aTtoer the Callig):
= Tranifer|{iender, recipleat, assunt) [PathFosd vi.#618L38)
= dupsr. _tranifer(fros, sddrgds(this), teFees) [(PathFusd v, 1018577T)
= Tranifer|{iender, recipleat, sssunt) (FathFosd viI.#al8L38)
= fupdr. tranifer(fros, 1o, Mount) (FathFund w2.iolrssy)
= Tranifer|tender, recipleat, assunt) (PathFusd vi.#olrLs0)
= fupdr. traniferifros, sddresithia), tofesd_icope 0] [PathFurd vI.sol8343)
RedSTFRRty 18 PRCAFuld. cesdtmeftor(] (PaThFund Wwi.islFrd2-23)):
Extarnal alls:
= ufitwapVIPRir = [Uniswapi2Fectory( ufidtwigVIRsuter.factary(l].createPalr(addresil(this), onlisipViMouter. WETH{]) {PathFosd i, iole2rE-220)
Eveht SEITTHE aTO&r the CALL{#):
= Tranifer|{sadreii(0) Scobunt , aesust] (Pathfund v2.45101346)
= Biat{sig. iendar, total_isgplyl (PathFond w2, iolr2le)
RSt fafly 18 PRERFusd, dIftFIsutel iquif ledfokealulat 2t (PathFosd vi. iol@4Te-3a%):
Extérnal £alls:
= BOdLlguidity(tokenTellg, Lighart & 2] (PatBFufd wI.80l8470)
= unlfwapilRooter.addl iIquidityETH{value: bAbASouST}laddreii]tali), tokinAsognt @, 0, L takenhes bver, black. tisgitasp) (PathFusd vi.i0l@4bE-4435)
Event oEITTHS aTOer e CRlLL{d):
= LiguidityAsded(iigPert 7 4, tckanfoligh {Pathfond wi, iolidTY)
Rppstfandy 18 PathFfund diftridutel iquil iedfokenlulnti36) (PathFosd v, dol@dTe-303):
Extarnal calls:
- BSILlguidity(tohanTol lg, LLgPert F 2] (PatBFund vI.401B476)
= unifwapiVIRoeter. addl iquidityETH{value: bAbASOuST}{addredii|tali), tokenAsoynt @, 0, L takenkes iver, blatk. tisqitasp) (PathFusd wi.ioloabe-403)
= {imfceii]l = addredilBarkgt ingAddredi) coll{valye: sarketingParth(] (PathFund v2.d0lr482)
Event eEItTed aTier the Call{i):
- Harkat inglol lected{sarket LngPart) (PathFusd v, iolmand)
Reestrafdy 18 PRtRFusd, diftFituteliquil ledfokealulatist) (PathFusd vl iol@4Te-2030;
External calls;
- BSdLlguidity(tohenTol lg, LiqPert 5 2] [(PatBFund vI.401B470)
- yhlswapViRooter. addliquidityETH{value: bAbAsoust}iaddreti{thlsl, tokeAScunt @, 0, LPtokenRec iver blogk., biseitasp) (PathFusd v, i0l@asE-401)
- {imfceid]l = addredilmarket ingAddredi) coll{valye: sarketingParth(] (PathFund vi.do0lrda3)
- {imfceii]l = addreiildavelopagntiddreis). . coll{value: dentlopsentPart)(] (Pathfund vi.ialRd3]
Event eaitted after the Callish:
- Dewtlopsentiollected(deve lopaeniPary) (PathFusd v, i018497)
Reestrandy 18 Pathfund, distrituteliquif ledfokealulatdst) (PathFesd v, tol@4Te-2030;
External <alld;
- BSdLiguidity(tokenTol g, LigPart 5 2] (Pathfund vI.80lB470)
- uniswapViRogter. addLigquidityETH{valye: brbisopat}iaddreii{thli], tokeniaognt @, 0, L tokenRes iver, bleck, tineitaap) (PathFusd wi,i0lld3E-481)
- {dmiceis] = pddreisimarietinghddreis) . calli{value: sarketingParthl] (PathFund vi.s0lr483)
- {imicesi] = addreiildevelopaentiddress ). call{value: dewelopsentPart) (] (Pathfund vi.i51R499)
- {dmicesd] = addreisibuybackhddress) . call{value: boybackParthl] (PathFund vi.t0lE430)
Event eaitted after the Callish:
- Buplackiollected [ bupbackPart) (PathFend v, i0lfB)
Regntrandy im PathFund, veaphndd LguiTy(einf238) (PathFund vI.35010394-390);
External calls;
- vuapTokeniforEihlancunt - tokenTedlgl (PathFusd wi,1old58b)
- uniswapViRowter. swaplzactTokeniForf THSupport ingfeeinTrans ferTokens i tokendaopat , 0, path, addresilthish, bleck. tinestampl (PathFend w2, rolldd)-44

11

9]
- gistribgteliquif iedTokenitokenTol ig]l (PathPund vI.5010547)
- yniswapVIRogter . addLiguiditylTH{value: bnbAsopat}{addrest{thls)  tokenksount @, 0, LPtokenRes iver, bleck, tineitaap] (PathFusd vI,.toldask-461]
- {twicess) = gddressimarketingiddress] .calld{valve; sarketing®arti(] (Pathfund v2.35010482)
- {vwcess) = gddressidevelopaentiddress ), call{value; developmentPFartd(]l (Pathfund w2.55 L0499 )
- {vwicess) = gddressibuybickbddress ), call{value; buybackParth(] (Patdfund v7.5010490)
External calls sesding eth;
- distributeliguifiedTokenltokenTolig)l [(PathFurd v2.350105487])
- yniswapVIRowter.addligquidityETH{value: bnbdascpatli{addrestithls]  tokenAssunt . @, 0. LPtokenRec iver, bleck, tinestanp) [PathFusd vI,so0lda%0-4613)
- {vwicess) = gddressimarketingiddress] call{valve; sarketing®arti(] (Pathfund v2.350L0482)
- {vecess)h = gddressidevelopsentiddress ), call{value; developmentP®arsi(] (Fathfund w2, s53lP439)
- {vwcessl = addressibuybackbadress . call{value; buybackParti(] (Patdfund vI.50104390)
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- [(successl = sddress|{buybackhddress] .call{valwe; buybackParth(} {PathFund w2.:o0l8438]
ference: Rttpsiffgithub.conscrytic/slither ikl fDetector-Dormmentat iond los=-Llevel-talls

uRCT inn IUsifwvapVIRsuTerid WETHL ) (Pathfund vI.50LF18) L mOT EA SlxddChie

Siredt PatBFund.uierDates (PathPfesd vI.40lr2p8) i3 not i Capesrdd

Parameter PathFund. kkAirBropladdress (] . wint2%60) ). _sddress (PathFund ¥2.3018244] 1% not in mizxedlase

Parameter PathFund.kkiirDropladdress([] . wint2%60) }. _amoent (Pathfund ¥2.301#244) 13 mat in mivedCase

Paraseter PathFund.transferforeigaToken(address address uint 358, _teken |(PathFund wv2.solFPES) is sat in mixedCase

araEstar FAThFund.trangferforeigaTokeniaddress addreis, uLATISE), 1o (PathFesd v2.45LP260) 15 not in slxedCase
résgter PathFund. traniferforeigaTokeniaddress , addreds, ulnt e )., _valee (PRtEFund v2.201L0289) 13 &5t Ln mixedCaie

Parameter PathFund,switchtarketAct ivelbesl, booll) . _state [(Pathfund vI.saol#ZBE) iz nat In mixedCase

farameter FathFund.switchfarkethot ivedboal, bool)._onlytransfers (Pathfund vi.solErBdl 13 ot LIn mixedCase

FarameTer FathFund. switchBlockMulT iBuys(Baol, uinat256) . _state (FathFusd v2.5olF298) 15 not in elxeSiase

arasd1er FAThFund. SwlichlisliSells(boall, state [Pathfund vI.S0LFIRE) L BOT LA SlxsdCaie
resgter POthFund, dwltchl isltBuys (bool) . _itate (Pathfend vI.40LlE2SR) i3 not In aixedCaie
farameter FathFund.setFeelbool, wint2%6, wintd%6, wintd% wintIse), 15_buy (Pathfund vI.sol®XFS) i3 nat in mixedCase
Parameter PathFurd.setFesStatusibool,bool bool)._state [FathFend vi.sol#34B) iz not in mixedCaze
Farameter PathFund.seTSwapAndl 1geity|boal, uLnSE, ULNE2S5E, ulnt256) . _state (PathFund w2.30lF351] 15 not 1m mixeslase

araseter PAThFund. S8 5uapAndl 1ol fy|boal uLhtI5E, uLlntdSE, ulatdS6] . Iatervaidacondifariuap (Fathfosd vI_42LF351) i4 not in sloedCaie
re@gter POthFund, detSuipdndligeifyl{boal , ulnt s, ulnt238, uintdd8) . sinlspaTokeniBeforebuip [Pathfund vI. 45183510 1i ndt In eizedCaie

Parameter FathFund,setSwapdndligeifyl{boal, ulntd38, ulnt 256, ulnt256) . _tokensToSwap {FathFund w2, 301F151] i3 not in mixedCase

unction PathFund.set_aliFeez{ulntdS6, uintdS6  uint256 oint£56  wint 56 udntr5E ulnt 56, uintd56) (PathFund ¥2.3:01#357=-3610 iz not In mixedCase

unCTion PathFund.set_maclinits{eint2S6, winteS6, uwintiie) (FathFund vI.50l83E1=-368] 15 not in mixesCase
Brasgtar FAThFUnS. editPreagrkatUsar|aa3arass, boal)., _varget (PathFund v, #0lo3T4) 1§ fat 1n BixedCais
resgter PRthFund.editPresgreetiiec| sadresy, basl), _status (PRthFund w2, 5010374) 14 not Ln sixedCiie
Parameter FathFund,editExe ludedlFroafees(address bool]l._target [(PathFend vI.sasld3B8%] i not in eicedCase
Parameter PathFund.edltExcl\udedFroaFees (address bool) . _status (PathFead vI.sol#3B%) iz not in mimedCaze

Farameter FPathFund.sditiutosatesarketMaerfalirs(address, bool) . _target (FathFund vI.soleddd) 13 moT Ln mlxedCase

BraEsTar FATHFUGS . sdltAUTSasTeINrkstMaErPalrs (sddress, boal) ., _svates (Pathfund vI.Soledld) L Aot Ln SlxsdChis
résgter PRthFund. BlacklistAccomnt (addreds, bodl), _target (PathFund v2.3010402) 13 &6t Ln mixedCaie

Paraseter PathFund.blacklistAccosnt (addrest, boal ), _status (Pathfund v2.5018402) 1% mat in mixedCase

PAramEtTEr F.I'I:I'IFLrH-I.I-III:hll!I‘tI'I-IJII'EI.I-'I:l.ll:-E-Iimtﬂ-II-IrIII|I..I-|:I-I:I1]-_'I:II'|;|-EI:-I- [FathFend vI.sol#did4]) iz nbot in mixedCase

Farameter PathFurd.BlacklistMultipleAccountsiasdiress|] poal)._state (FathFusd v2.50lFd24] 15 not 1a BixesCase
unRttion PRThFund. retunList_Bleckiistd] [(PathFesd v2.40L0506-880) 18 mot Ln mixsdCais

uRttion PELRFund. retunList _préeasrketd] (PathFesd v2.45L0003-887) 1% mot LIn aixedCiie

unction PathPund. retunList exclededFesl) (Pathfund vI.soldb@R-612) is not in mdixedlate

unCtion FathFund. isThisFros ExXteas| ] (FathFurd v2.30lAE14-617) 1T ot in mimediase

ariable PathFund.LPtokenleciver (FathFemd vi.salFLTE] i3 noft in mipedCaie

ariakle PRTRFuRd.total_fogply (PAThFuRd ¥i.0lFiAl) 15 ot 18 Slxedliis
pdifler PRERFURD. FadtTx() [Pathfund vi.d0lPeb5—a89] 1% not 16 slxedlade
ference: https:zffgithub.conscrytic/slitherwikis/Detector-Documentat jonfconformance-to-solidity-naalng—tonvent ions

Sendant eapressisa “this [(Pavthfund vi-sole4B)™ InContext (PathFund w2.ioledd=51)
ferance: BTTpEs/rglthub. comyoryt ic/Rlithar NWiki Dt e tar-Dotudantat onFrbSendant-itaToBeaT §

riable PathFund.set_aliFfess{uint2S6, wint25%6. wint2%6,. oint 2%  wint F%  uint TS, ulnt 58, ulnt256) . bpeve Lopeent (Pathfund vZ.:0l8X57) 13 teo similar to PathFund
T allFeesiwintZSE . uinTrSs ulntSE, ulnt 2SS, ulnt 258, ulnt 358, ulntdS6, uintd%h ) . slevelopeent (FathFurnd vd. s0lFIST)

ariable PathFund.distribetelliquifiedToken{ulntlSs) . success _scope @ (FathFumnd v2.30UR4048) 15 too simllar to Fathfund.distributeliguifisdToken(uwintdSE) . sucoe
iedge_1 (PathFurd v, folr498)
pristle ERCER. _totalSupply (Pathfyund wI.50LEE)) 1f 0o #L8106F to PREhFund.total_teggly (PathFund wi,3:0lFiN1)

ference: httpi:Sigithub.comfcrytic/slithermiki/Detector-Documentat iondvariable-namet-are-too-5imilar

PathFund. slitherCeastructarvariables|] (FathFurd v2.50WFL53=-61%) uses lLiterals with To0 may diglts:

= BExBUYTEASGUNRT = J0B00E = 18 == § (PathFund w2, #0lF192)
#thfynd, ilitherCeadt ructarvar Labled{] (MathFond vi,i0l@l33-619) uies Literald with too aksy digits:
- maaSel1TaAngunt = JIBNNG_8 * 13 ** 5 (FathFesd vi.solE183)
Fathfund. slitherfeastructaryariablesd] (FathFurd v2.3olF153-619) uses Literals with too saevy diplis:
= EAxWallet = Zobigad = 18 ** § [(FathFesd vi.galrlid)
ferance: BTTpasSrglthub. coayorytic/ilithearNWiki Dt tar-Dofulantat onmTob-aany-2igLT

PatEfund.manalletdctive (FathFesd v2.5a0FL6Y] should B+ constant
fathfund. sellBuyBackFee (FathFurd vi.s0iFIB9) should b Constant

ference: Ritps:/fgithub.confcrytic/slither niki/Detectar-Docmmentat iondstate=variables=that=could=be=dec lared=constant

gncelumerihipl ) thould be declared external:
- wnable. renouncedwnershipl] (PathFund w2, 301887-TH]
gEiTime| ] should B declared external:

= Qunable.getTime( ) (PathFund vI.50lFTE=T8]
[} should ba SElared sxtarnal:
= ERCID, npm [ ] (PEthFund w2, i0lrsg-32]
all] shaguld be declared external;
= ERCZ6.5ymbold) (FathFuesd vi.solFR3=-350
otalSupplyl) should be SeLlared external:
= ERC2N.tatalSupplyl] (PathFund w2, salei=101)
résdferisddress. wint2s8) should Be declared external:
- ERCZD.Eransferiaddress  wint 7% (Pathfund vI.so0lfld-108]
1lewance{add ress, address) should be declared external:

= ERC2B.allm@ance(address  addiress )l |PatEFund vr.5o0lFlde=-111)
pprevi{ sddrasd,  uiAt2S6] Ahould B decilared extErnal:

- ERC2N. Epprovelsidress, wint2%6) (Pathfend vZ.46L011T-115]
rassterfromladdress, address, ulnt2568] shauld be declared external;
- FRCZA.transTerFrom| address  address, uintdS58)] (FathFosd vi.solFl16-122)

petairiroplddress{address) should be declared external:
-
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Eedundsnt xpréfiles “ihis (Fathfund wi.golPd4E)™ iaContext [FathFufd vI-fol@43-31}
Referenda: RIUpE:! AL hel, o/ Cryt Lo/ S L1CRE Al i1 /Ot eL T r-0aduld Al 4T LoARMoSundRat -4 04T SlEnT i

Variable PathFosd. iet BUlFeef(ulSTISE, UIALISE, ULAEISE, wiAR IS, w0, IAT 2SS, AT 256, ULALLSE)  bDewe Lopaent (PAthFusd va.101M15T) Li toa fisllaf to PRthFusd.d
at_alifead(ulnbdSt, olnld30, oint I38, uIATTRE, AT 208 ULALISE, ULALISE, ciARISE ) - iDdvelopsent (PatBFund vI- 4018357

Varieble PethFesd. distriButel lquil LadTokia(uiat238) ., tuddaid_icoga 0 [PREhFusd vI.4018498) L tod fisller 0o PRthFund diftribuoteligulf isdTokenlulnta3f) . duciedi
SSfope L (Fathfund wil.ioledsd)

Variable ERCIO. _totaliupgly (PaRBFund wIi S0lPE)] 14 08 dimiler to Pathfund.total_iupgly (Pathfund vi.40lF181)

Beferedda: RT9EE: Frglthel, com/Cryt Lo A LARRaf fwik ] /Oetedtor-0ocument 4t Loslvar Jab 1e-nabgi-sre-tog—-iiml Lar

PEthFesd, sl itherComit ructorvariablesll (PathFfend w2, 16lll33-019) uied litersls with Eo0 aany Sigles:;
- maxByyTeASount = JRQREE = 1§ == g {(Fathfynd 2. 4600152

PethPesd, sl itherConst ructorvariablesl ) (Pathfend w2, 50l0l3)-019) uied litersls with to0 aany Siglts;
- maxSellTeASOUaET = JO000G 0 & 18 == § (PethFesd vI.30l8L92)

PethPusd, siitherConst ructorvariadlesi ) (Pathfend w2, 50013 )-019) uiedt litersis with oo sany Sigles;
- maxuglilet = YN & 1§ == g (Pathfund v2.5aL0154)

Reference: hites: /fglthel, coarcryticrilitheriwiki/Tetector-Documentat Londtoo-nany-digits

PathFend . maxWalletictive (PathFusd v, cold16)) sheuld Be centiant
PathFend, sel 1 BeylackFfes [(PathFfurd vI.50lF189) showld b constant
Feference: hitps:/fglthel, comfcrytic/slither/wikiDetector-Doowmentat Llondstate-varisbles-that-could-be-declared-constant

renouncelwmeryhipl] showld b declared external;

- Qwnable. renouscewnershipi) (PathFusd vI.sol@ET-79]
PEtTime]l] should be declared external:

- Cwnable.petTimel] [(Pathfund vi.sol#FTS-TED
nameEd ] thowld bW declared eExternal!

- ERCHB. name[] (Fathfund vi.50LFM-91)
svebollf should be declared edternal:

= ERCHb.xymdald) ({PathFusd viI.zolF3-55)
etaliupplyl)] should be declared external:

= ERCHb.totalSupplyll {PathFend vi.zoiFii=-1081)
transfer| afdress, ulnatdSEl shauld BbE Seclared external:

= ERCH. traasTer(address ulntdSE) [(PathFusd vI.zo|FLES=-108)
allwanceEdaddress, address]l should be declarsd exXternal:

= EACTE.allwanie | a8 ress, s88ress) {PathFfond ve. 3olrlée-111)
apEroeE [ a8Sress, ulntdSE) Thauld B2 declared ExTEAAL?
= ERCIHO.approvelsddress, mintdSs) (ParhFund v2.5o0lFii2=115]

vransferFros| sSdreds, s8Areis, ULlnT256) shewld B deflared SxTennNl:
= ERCH.traasTerfrom(sodress, address, aintliss] (Farkfund v2.io0lelis=123]
ietalriropiddress| BSdress ] fhould Be declared external:
= Fathfund. istalriregAddreis(address) (PathFumsd vI.So1l@253=155]
ieTFetfASares i addres s, Sddmeis, S reis, B reds ) AhUld B SEClared exTErnal:
= Pathfund. fistFesihSdredd (M8 reii, s0ared i, sodreds, addreis] (Patefund v2.40lrJa9=317]
Eettarfraniferdunarshipladdress) should b declarmed extarnnl:
= Pathfund.BatterTraadTerowne rihig(ad8dredal (Pathfend w2, L0l@d1e=-22T)
it SuieAndl Iguify{bsol, wint i, uintdiE, uint e ) ibsuld Ba SEclared sxternal:
= Pathfund. SetSephAsdl 1gul Ty (BOGT ULAtIS0, oLAtISE, mint e ] (PatkFund w2 .801lF3S1=Y341]
et _BliFees (ulat St ulnt a0, gLt Sl aintdsg, viInt s, U128, ulataSE ULAt2S6] dhewld B¢ declared extarngl:
= Pathfynd. fet _SllFesd{uintdds, uint2Ss uilat 256, uLnt 296, uintdS eint sl vintIss, uint 234 ) (PFathfend w1, 0LPR3T-341)
it ekl isiti{wintdss, vintdds, uistidE) ibculd be Seclared external:
= Fathfynd. fet SexLisite(ulnt2 6, wlntdSl, uint X ] (Pathfund v32.49510)2-344 ]
g LsseMu 1t ipleAscegnt il roaFeeddaddress [ ool ) itauld be declared external:
- Fathfynd. exclsdeMult LpieAccountiF realfees (address i), besal] (PatRFund w7 .501L0334—494]
retunlist Blackiist() should be declared external:
- Fathfynd. retusl i3t Blecklist{] (PathFund vI.50Lr390-4492]
retunList _pressrkef() should be declared external:
- Fathfund. retusl i3t presgrket(] (PatkFund v7.50L080-4487]
retunlist_exclwdedFes|] showld be declared externsl;
- Fathlfund. retusl 13t excivdedeel ) (PathFend vZ, solGRE-811)
15ThisFrom_ EKKfeaad] showld b declared external;
- Fathfund. isThisFrom Kxteaal ) {(FathFfend w2, 3old614-617)
Feference: hifps:Afiglihel, comilcryticfelither/wiklfCetector-Cocument 3t londpub Le-funcE fon-that-could-be-declared—exiernal
PathFend vZ.30l analyred I8 contracts with 75 detectors), 189 resultis] Tourd

Results

No maj es were found.
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Closing Summary

Overall, smart contracts are very well written and adhere to
guldelines.Good to deploy on BSC chain.
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Disclaimer

Quillhash audit Is not a security warranty, investment advice, or
endorsement of the PathFund platform. This audit does not provide a
security or correctness guarantee of the audited smart contracts. The
statements made In this document should not be Interpreted as
Investment or legal advice, nor should its authors be held accountable for
decisions made based on them. Securing smart contracts is a multistep
process. One audit cannot be considered enough. We recommend that the
PathFund Team put in place a bug bounty program to encourage further
analysis of the smart contract by other third parties.
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