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Review

Contract Name ZeroXPad

Compiler Version v0.8.9+commit.e5eed63a

Optimization 200 runs

Explorer https://bscscan.com/address/0xbbb603da8a209188b1d083a6f7a6f66d4
992a5f4

Address 0xbbb603da8a209188b1d083a6f7a6f66d4992a5f4

Network BSC

Symbol ZXP

Decimals 9

Total Supply 10,000,000

Audit Updates

Initial Audit 19 Jan 2023

Corrected Phase 2 23 Jan 2023

Corrected Phase 3 25 Jan 2023

Corrected Phase 4 27 Jan 2023


https://bscscan.com/address/0xbbb603da8a209188b1d083a6f7a6f66d4992a5f4
https://bscscan.com/address/0xbbb603da8a209188b1d083a6f7a6f66d4992a5f4
https://github.com/cyberscope-io/audits/blob/main/zxp/v1/audit.pdf
https://github.com/cyberscope-io/audits/blob/main/zxp/v2/audit.pdf
https://github.com/cyberscope-io/audits/blob/main/zxp/v3/audit.pdf
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Source Files

Filename SHA256

3336287f7d96d6a4f328723285df50d0d23a893096429672ce9a3bb985d14
38f

ZeroXPad.sol
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Analysis
e Critical Medium Minor / Informative e Pass
Severity Code Description Status
o ST Stops Transactions Passed
® OCTD Transfers Contract's Tokens Passed
® OTuUT Transfers User's Tokens Passed
® ELFM Exceeds Fees Limit Passed
® ULTW  Transfers Liquidity to Team Wallet Passed
o MT Mints Tokens Passed
® BT Burns Tokens Passed

[ BC Blacklists Addresses Passed
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Diagnostics

Severity Code

BLC

LO4

L18

L19

@® Critical Medium Minor / Informative
Description Status
Business Logic Concern Unresolved
Conformance to Solidity Naming Conventions Unresolved
Multiple Pragma Directives Unresolved
Stable Compiler Version Unresolved
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BLC - Business Logic Concern

Criticality Minor / Informative

Location ZeroXPad.sol#L.1368

Status Unresolved

Description

The implementation may not follow the expected behavior. The disable trade
variable disables only the buy transactions.

function transfer (
address from,
address to,
uint256 amount
) internal virtual override
if (isExcludedFromFees [from] || isExcludedFromFees [to] ||
msg.sender == owner ()) {
super. transfer (from, to, amount);
} else if (from == pancakePair ) {
require (tradingEnabled , "OxPad: trading is currently disabled");
uint256 fees = amount.mul (buyFee ) .div (10000);
uint256 rest = amount - fees;

super. transfer (from, treasury , fees);
super. transfer (from, to, rest);
} else if (to == pancakePair ) {
uint256 fees = 0;
if (protectionEnabled ) {
uint256 penaltyPercentage = sellFee .add(
sellFee .mul (protectionModifier )
) 7
fees = amount.mul (penaltyPercentage) .div (10000) ;
} else {

fees amount.mul (sellFee ) .div (10000) ;

}
uint256 rest = amount - fees;
super. transfer (from, treasury , fees);
super. transfer (from, to, rest);
} else {
super. transfer (from, to, amount);
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Recommendation

The team is advised to carefully check if the implementation follows the expected
business logic. It is recommended to disable trading for buy and sell transactions.
For instance,

if (!isExcludedFromFees [from] || !isExcludedFromFees [to]) {
require (tradingEnabled , "OxPad: trading is currently disabled");
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LO4 - Conformance to Solidity Naming
Conventions

Criticality Minor / Informative

Location ZeroXPad.sol#L8

Status Unresolved

Description

The Solidity style guide is a set of guidelines for writing clean and consistent Solidity
code. Adhering to a style guide can help improve the readability and maintainability
of the Solidity code, making it easier for others to understand and work with.

The followings are a few key points from the Solidity style guide:

1. Use camelCase for function and variable names, with the first letter in
lowercase (e.g., myVariable, updateCounter).

2. Use PascalCase for contract, struct, and enum names, with the first letter in
uppercase (e.g., MyContract, UserStruct, ErrorEnum).

3. Use uppercase for constant variables and enums (e.g., MAX_VALUE,

ERROR_CODE).

Use indentation to improve readability and structure.

Use spaces between operators and after commas.

Use comments to explain the purpose and behavior of the code.

N o o s

Keep lines short (around 120 characters) to improve readability.

function WETH () external pure returns (address);

Recommendation

By following the Solidity naming convention guidelines, the codebase increased the
readability, maintainability, and makes it easier to work with.

Find more information on the Solidity documentation
https://docs.soliditylang.org/en/v0.8.17/style-guide.html#naming-convention.


https://docs.soliditylang.org/en/v0.8.17/style-guide.html#naming-conventions
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L18 - Multiple Pragma Directives

Criticality Minor / Informative

Location ZeroXPad.sol#L4,102,148,171,401,428,513,598,628,1019,1060,1097

Status Unresolved

Description

If the contract includes multiple conflicting pragma directives, it may produce
unexpected errors. To avoid this, it's important to include the correct pragma
directive at the top of the contract and to ensure that it is the only pragma directive
included in the contract.

pragma solidity >=0.6.2;
pragma solidity >=0.5.0;
pragma solidity 70.8.0;
pragma solidity 0.8.9;

Recommendation

It is important to include only one pragma directive at the top of the contract and to
ensure that it accurately reflects the version of Solidity that the contract is written in.

By including all required compiler options and flags in a single pragma directive, the
potential conflicts could be avoided and ensure that the contract can be compiled
correctly.
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L19 - Stable Compiler Version

Criticality Minor / Informative

Location ZeroXPad.sol#L171,401,428,513,598,628,1019,1060

Status Unresolved

Description

The » symbol indicates that any version of Solidity that is compatible with the
specified version (i.e., any version that is a higher minor or patch version) can be
used to compile the contract. The version lock is a mechanism that allows the
author to specify a minimum version of the Solidity compiler that must be used to
compile the contract code. This is useful because it ensures that the contract will be
compiled using a version of the compiler that is known to be compatible with the
code.

pragma solidity 70.8.0;

Recommendation

The team is advised to lock the pragma to ensure the stability of the codebase. The
locked pragma version ensures that the contract will not be deployed with an
unexpected version. An unexpected version may produce vulnerabilities and
undiscovered bugs. The compiler should be configured to the lowest version that
provides all the required functionality for the codebase. As a result, the project will
be compiled in a well-tested LTS (Long Term Support) environment.
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Functions Analysis

Contract Type Bases

Function Name Visibility Mutability Modifiers

IUniswapV2Ro Interface

uterO1
factory External -
WETH External -
addLiquidity External v -
addLiquidityETH External Payable -
removeLiquidity External v -
removeLiquidityETH External v -
removeLiquidityWithPermit External v -
removeLiquidityETHWithPermit External v -
swapExactTokensForTokens External v -
swapTokensForExactTokens External v -
swapExactETHForTokens External Payable -
swapTokensForExactETH External v -
swapExactTokensForETH External v -
swapETHForExactTokens External Payable -
quote External -
getAmountOut External -
getAmountin External -
getAmountsOut External -
getAmountsin External -

IUniswapV2Ro Interface IUniswapV2

uter02 Router01
removeLiquidityETHSupportingFeeOn  External v -

TransferTokens
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IUniswapV2Fa
ctory

SafeMath

removeLiquidityETHWithPermitSuppo
rtingFeeOnTransferTokens

swapExactTokensForTokensSupporti
ngFeeOnTransferTokens

swapExactETHForTokensSupporting
FeeOnTransferTokens

swapExactTokensForETHSupporting
FeeOnTransferTokens

Interface

feeTo
feeToSetter
getPair
allPairs
allPairsLength
createPair
setFeeTo

setFeeToSetter

Library
tryAdd
trySub
tryMul
tryDiv
tryMod
add
sub
mul
div
mod
sub

div

External

External

External

External

External

External

External

External

External

External

External

External

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Payable

4

12
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Context

Ownable

IERC20

IERC20Metad
ata

ERC20

mod

Implementation
_msgSender

_msgData

Implementation

owner
_checkOwner
renounceOwnership
transferOwnership

_transferOwnership

Interface
totalSupply
balanceOf
transfer
allowance
approve

transferFrom

Interface

name
symbol

decimals

Implementation

Internal

Internal

Internal

Context
Public
Public
Internal
Public
Public

Internal

External
External
External
External
External

External

IERC20

External
External

External

Context,
IERC20,
IERC20Met
adata

13

onlyOwner

onlyOwner
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ERC20Burnabl
e

ERC20Capped

name
symbol

decimals

totalSupply
balanceOf

transfer

allowance

approve

transferFrom
increaseAllowance
decreaseAllowance
_transfer

_mint

_burn

_approve
_spendAllowance
_beforeTokenTransfer

_afterTokenTransfer

Implementation

burn

burnFrom

Implementation

cap

_mint

Public
Public
Public
Public
Public
Public
Public
Public
Public
Public
Public
Public
Internal
Internal
Internal
Internal
Internal
Internal

Internal

Context,
ERC20

Public

Public

ERC20
Public
Public

Internal

14
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ZeroXPad Implementation ERC20,

ERC20Capp

ed,

ERC20Burn

able,

Ownable

Public v ERC20Capped

ERC20

decimals Public -
setBuyFee Public v onlyOwner
setSellFee Public v onlyOwner
setProtectionModifier Public v onlyOwner
enableTrading Public v onlyOwner
disableProtection Public v onlyOwner
excludeFromFees Public v onlyOwner
includelnFees Public v onlyOwner
setPancakePair Public v onlyOwner
_transfer Internal v

_mint Internal v



Oxpad Audit 16

It

IERC20Metadata

Inheritance Graph




Flow Graph
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Summary

Oxpad is an interesting project that has a friendly and growing
community. The Smart Contract analysis reported no compiler errors or
critical issues. The Contract Owner can access some admin functions
that can not be used in a malicious way to disturb the users’
transactions. The contract includes a protection fee, causing the fees to
be set at 24% until the owner disables the protection. There is also a
limit of max 3% fee.
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Disclaimer

The information provided in this report does not constitute investment, financial or
trading advice and you should not treat any of the document's content as such. This
report may not be transmitted, disclosed, referred to or relied upon by any person
for any purposes nor may copies be delivered to any other person other than the
Company without Cyberscope’s prior written consent. This report is not nor should
be considered an “endorsement” or “disapproval” of any particular project or team.
This report is not nor should be regarded as an indication of the economics or value
of any “product” or “asset” created by any team or project that contracts
Cyberscope to perform a security assessment. This document does not provide any
warranty or guarantee regarding the absolute bug-free nature of the technology
analyzed, nor do they provide any indication of the technologies proprietors'
business, business model or legal compliance. This report should not be used in
any way to make decisions around investment or involvement with any particular
project. This report represents an extensive assessment process intending to help
our customers increase the quality of their code while reducing the high level of risk
presented by cryptographic tokens and blockchain technology.

Blockchain technology and cryptographic assets present a high level of ongoing risk
Cyberscope’s position is that each company and individual are responsible for their
own due diligence and continuous security Cyberscope’s goal is to help reduce the
attack vectors and the high level of variance associated with utilizing new and
consistently changing technologies and in no way claims any guarantee of security
or functionality of the technology we agree to analyze. The assessment services
provided by Cyberscope are subject to dependencies and are under continuing
development. You agree that your access and/or use including but not limited to
any services reports and materials will be at your sole risk on an as-is where-is and
as-available basis Cryptographic tokens are emergent technologies and carry with
them high levels of technical risk and uncertainty. The assessment reports could
include false positives false negatives and other unpredictable results. The services
may access and depend upon multiple layers of third parties.



About Cyberscope

Cyberscope is a blockchain cybersecurity company that was founded with the
vision to make web3.0 a safer place for investors and developers. Since its launch,
it has worked with thousands of projects and is estimated to have secured tens of
millions of investors’ funds.

Cyberscope is one of the leading smart contract audit firms in the crypto space and
has built a high-profile network of clients and partners.

The Cyberscope team

https://www.cyberscope.io



https://www.cyberscope.io
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Review
Contract Name KToken
Testing Deploy https://testnet.bscscan.com/address/0x97a58f296b5e75d5907fbca9575
f8296dd458be4d
Symbol TST
Decimals 9
Total Supply 0

Audit Updates

Initial Audit 19 Jan 2023


https://testnet.bscscan.com/address/0x97a58f296b5e75d5907fbca9575f8296dd458be4
https://testnet.bscscan.com/address/0x97a58f296b5e75d5907fbca9575f8296dd458be4
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v

Source Files

Filename

@openzeppelin/contracts/access/Ownable.sol
@openzeppelin/contracts/security/Pausable.sol
@openzeppelin/contracts/token/ERC20/ERC20.sol

@openzeppelin/contracts/token/ERC20/extension
s/ERC20Burnable.sol

@openzeppelin/contracts/token/ERC20/extension
s/ERC20Capped.sol

@openzeppelin/contracts/token/ERC20/extension
s/IERC20Metadata.sol

@openzeppelin/contracts/token/ERC20/IERC20.s0
|

@openzeppelin/contracts/utils/Context.sol
@openzeppelin/contracts/utils/math/SafeMath.sol

@uniswap/v2-core/contracts/interfaces/IUniswap
V2Factory.sol

@uniswap/v2-periphery/contracts/interfaces/IUnis
wapV2Router01.sol

@uniswap/v2-periphery/contracts/interfaces/IUnis
wapV2Router02.sol

contracts/KToken.sol

SHA256

9353af89436556f7ba8abb3f37a6677249
aa4df6024fbfaa94f79ab2f44£3231

2072248d2f79e661c149fd6a6593a8a3f0
38466557c9b75e50e0b001bcb5cfo7

bce14c3fd3b1a668529e375f6b70ffdf9ce
f8c4e410ae99608be5964d98fa701

0344809a1044e11ece2401b4f7288f414e
a41fa9d1dad24143c84b737c9fc02e

00d9364a71bfb7590fdeb7e097fe84159f
4fc002c4f603b036¢c61f91e6368861

af5c8a77965cc82c33b7{f844deb982616
6689e55dc037a7f2f790d057811990

94f23e4af51a18c2269b355b8c7cf4db80
03d075c9c541019eb8dcf4122864d5

1458c260d010a08e4c20a4a517882259a
23a4baaOb5bd9add9fb6d6al1549814a

0dc33698a1661b22981abad8e5c6f5ebe
a0dfe5ec14916369a2935d888ff257a

51d056199e3f5e41cb1a9f11ce581aale
90cc982db5771ffeef8d8d1f962a0d

0439ffe0fd4abe1f4e22d71ddbda76d63d
61679947d158cbadee0alda60cf663

a2900701961cb0b6152fc073856b97256
4f7c798797a4a044e83d2ab8f0e8d38

62a79e90baedcd55a294ea3729180537b
e7bb6fdfb0c2f9016d7669f922869c4
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Analysis
e Ciritical Medium e Minor / Informative e Pass

Severity Code Description Status
ST Stops Transactions Unresolved

® OCTD Transfers Contract's Tokens Passed

® OTUT Transfers User's Tokens Passed
ELFM Exceeds Fees Limit Unresolved

o ULTW Transfers Liquidity to Team Wallet Passed
® MT Mints Tokens Unresolved

o BT Burns Tokens Passed

L BC Blacklists Addresses Passed
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ELFM - Exceeds Fees Limit

Criticality Minor / Informative

Status Unresolved

Description

The contract is initialized with sel1PenaltyEnabled enabled. As a result, the
fees are over the allowed limit of 25% to 33%. The owner can disable the sell
penalty by calling the disableSellPenalty function.

bool public sellPenaltyEnabled = true;

function disableSellPenalty () public onlyOwner {
require (
sellPenaltyEnabled == true,
"KToken: sell penalty is already disabled"
) 7
sellPenaltyEnabled = false;
}

Recommendation

We strongly recommend a powerful security mechanism that will prevent a single
user from accessing the contract admin functions. That risk can be prevented by
temporarily locking the contract or renouncing ownership.
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ST - Stops Transactions

Criticality Minor / Informative

Location contracts/KToken.sol#L141
Status Unresolved
Description

The contract owner has the authority to pause and unpause the transactions for all
users. The owner may take advantage of it by calling the pause function.

function beforeTokenTransfer (
address from,
address to,
uint256 amount
) internal override whenNotPaused {
super. beforeTokenTransfer (from, to, amount);

Recommendation

The team should carefully manage the private keys of the owner’s account. We
strongly recommend a powerful security mechanism that will prevent a single user
from accessing the contract admin functions. That risk can be prevented by
temporarily locking the contract or renouncing ownership.
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MT - Mints Tokens

Criticality Critical

Location contracts/KToken.sol#L98
Status Unresolved
Description

The contract owner has the authority to mint tokens. The owner may take
advantage of it by calling the mint function. As a result, the contract tokens will be
highly inflated.

function mint (address to, uint256 amount) public onlyOwner ({
_mint (to, amount);

}

Recommendation

The team should carefully manage the private keys of the owner’s account. We
strongly recommend a powerful security mechanism that will prevent a single user
from accessing the contract admin functions. That risk can be prevented by
temporarily locking the contract or renouncing ownership.
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Diagnostics
® Ciritical Medium Minor / Informative
Severity Code Description Status
BLC Business Logic Concern Unresolved
LO2 State Variables could be Declared Constant Unresolved
LO7 Missing Events Arithmetic Unresolved
L11 Unnecessary Boolean equality Unresolved
L19 Stable Compiler Version Unresolved
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BLC - Business Logic Concern

Criticality Minor / Informative

Location contracts/KToken.sol#L62
Status Unresolved
Description

The implementation may not follow the expected behavior. The function
setSellFee changes the buyFee = sellFee; instead of the sellFee .

function setSellFee (uint256 sellFee) public onlyOwner {
require (
sellFee > 0 && sellFee < 300,
"KToken: buy fee must be between 0 and 300"
) 7
buyFee = sellFee;

Recommendation

The team is advised to carefully check if the implementation follows the expected
business logic.
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LO2 - State Variables could be Declared Constant

Criticality Minor / Informative

Location contracts/KToken.sol#L17
Status Unresolved
Description

State variables can be declared as constant using the constant keyword. This
means that the value of the state variable cannot be changed after it has been set.
Additionally, the constant variables decrease gas consumption of the corresponding
transaction.

uint256 public sellFee = 300

Recommendation

Constant state variables can be useful when the contract wants to ensure that the
value of a state variable cannot be changed by any function in the contract. This
can be useful for storing values that are important to the contract's behavior, such
as the contract's address or the maximum number of times a certain function can
be called. The team is advised to add the constant keyword to state variables that
never change.
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LO7 - Missing Events Arithmetic

Criticality Minor / Informative

Location contracts/KToken.sol#L59,67

Status Unresolved

Description

Events are a way to record and log information about changes or actions that occur
within a contract. They are often used to notify external parties or clients about
events that have occurred within the contract, such as the transfer of tokens or the
completion of a task.

It's important to carefully design and implement the events in a contract, and to
ensure that all required events are included. It's also a good idea to test the contract
to ensure that all events are being properly triggered and logged.

buyFee = buyFee
buyFee sellFee

Recommendation

By including all required events in the contract and thoroughly testing the contract's
functionality, the contract ensures that it performs as intended and does not have
any missing events that could cause issues with its arithmetic.
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L11 - Unnecessary Boolean equality

Criticality Minor / Informative

Location contracts/KToken.sol#L71,76,107

Status Unresolved

Description

Boolean equality is unnecessary when comparing two boolean values. This is
because a boolean value is either true or false, and there is no need to compare two
values that are already known to be either true or false.

it's important to be aware of the types of variables and expressions that are being
used in the contract's code, as this can affect the contract's behavior and
performance. The comparison to boolean constants is redundant. Boolean
constants can be used directly and do not need to be compared to true or false.

require (tradingEnabled == false, "KToken: trading is already enabled")
require (
sellPenaltyEnabled == true,

"KToken: sell penalty is already disabled"
)

require (tradingEnabled == true, "KToken: trading is currently

disabled")

Recommendation

Using the boolean value itself is clearer and more concise, and it is generally
considered good practice to avoid unnecessary boolean equalities in Solidity code.
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L19 - Stable Compiler Version

Criticality Minor / Informative

Location contracts/KToken.sol#L2
Status Unresolved
Description

The ~ symbol indicates that any version of Solidity that is compatible with the
specified version (i.e., any version that is a higher minor or patch version) can be
used to compile the contract. The version lock is a mechanism that allows the
author to specify a minimum version of the Solidity compiler that must be used to
compile the contract code. This is useful because it ensures that the contract will be
compiled using a version of the compiler that is known to be compatible with the
code.

pragma solidity 70.8.9;

Recommendation

The team is advised to lock the pragma to ensure the stability of the codebase. The
locked pragma version ensures that the contract will not be deployed with an
unexpected version. An unexpected version may produce vulnerabilities and
undiscovered bugs. The compiler should be configured to the lowest version that
provides all the required functionality for the codebase. As a result, the project will
be compiled in a well-tested LTS (Long Term Support) environment.
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Functions Analysis

Contract Type Bases
Function Name Visibility
Ownable Implementation Context
Public
owner Public
_checkOwner Internal
renounceOwnership Public
transferOwnership Public
_transferOwnership Internal
Pausable Implementation Context
Public
paused Public
_requireNotPaused Internal
_requirePaused Internal
_pause Internal
_unpause Internal
ERC20 Implementation Context,
IERC20,
IERC20Met
adata
Public
name Public
symbol Public
decimals Public

totalSupply Public

Mutability

15

Modifiers

onlyOwner

onlyOwner

whenNotPaus
ed

whenPaused



? Jelo]o sl KToken Audit

ERC20Burnabl
e

ERC20Capped

IERC20Metad
ata

balanceOf

transfer

allowance

approve
transferFrom
increaseAllowance
decreaseAllowance
_transfer

_mint

_burn

_approve
_spendAllowance
_beforeTokenTransfer

_afterTokenTransfer

Implementation

burn

burnFrom

Implementation

cap

_mint

Interface

name
symbol

decimals

Public

Public

Public

Public

Public

Public

Public

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Context,
ERC20

Public

Public

ERC20

Public

Public

Internal

IERC20

External

External

External

16
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IERC20

Context

SafeMath

IUniswapV2Fa
ctory

Interface
totalSupply
balanceOf
transfer
allowance
approve

transferFrom

Implementation
_msgSender

_msgData

Library
tryAdd
trySub
tryMul
tryDiv
tryMod
add
sub
mul
div
mod
sub
div

mod

Interface

feeTo

External

External

External

External

External

External

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

External

17



KToken Audit

feeToSetter External
getPair External
allPairs External
allPairsLength External
createPair External 4
setFeeTo External 4
setFeeToSetter External v

IUniswapV2Ro Interface

uter01

factory External

WETH External

addLiquidity External v
addLiquidityETH External Payable
removelLiquidity External v
removeLiquidityETH External v
removeLiquidityWithPermit External v
removeLiquidityETHWithPermit External v
swapExactTokensForTokens External v
swapTokensForExactTokens External v
swapExactETHForTokens External Payable
swapTokensForExactETH External v
swapExactTokensForETH External v
swapETHForExactTokens External Payable
quote External

getAmountOut External

getAmountin External
getAmountsOut External

getAmountsin External
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IUniswapV2Ro Interface IUniswapV2

uter02 Router01
removeLiquidityETHSupportingFeeO External v -
nTransferTokens
removeLiquidityETHWithPermitSupp External v -

ortingFeeOnTransferTokens

swapExactTokensForTokensSupporti ~ External v -
ngFeeOnTransferTokens

swapExactETHForTokensSupporting External Payable -
FeeOnTransferTokens
swapExactTokensForETHSupporting External v -
FeeOnTransferTokens
KToken Implementation ERC20,

ERC20Capp

ed,

ERC20Burn

able,

Pausable,

Ownable

Public v ERC20Capped

ERC20

decimals Public -
setBuyFee Public v onlyOwner
setSellFee Public v onlyOwner
enableTrading Public v onlyOwner
disableSellPenalty Public v onlyOwner
excludeFromFees Public v onlyOwner
includelnFees Public v onlyOwner
setPancakePair Public v onlyOwner
mint Public v onlyOwner
_transfer Internal v
_mint Internal v
_beforeTokenTransfer Internal v whenNotPaus

ed
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Inheritance Graph

@ SafeMath IUniswapVZFactory IUniswapV2Routerd2

L
IUniswapV2Routerd1
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Flow Graph
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Summary

There are some functions that can be abused by the owner like stop
transactions, manipulate the fees and mint tokens. if the contract owner
abuses the mint functionality, then the contract will be highly inflated. A
multi-wallet signing pattern will provide security against potential hacks.
Temporarily locking the contract or renouncing ownership will eliminate
all the contract threats. There is also a limit of max 2% for buy
transaction fees and 3% for sell transaction.
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Disclaimer

The information provided in this report does not constitute investment, financial or
trading advice and you should not treat any of the document's content as such. This
report may not be transmitted, disclosed, referred to or relied upon by any person
for any purposes nor may copies be delivered to any other person other than the
Company without Cyberscope’s prior written consent. This report is not nor should
be considered an “endorsement” or “disapproval” of any particular project or team.
This report is not nor should be regarded as an indication of the economics or value
of any “product” or “asset” created by any team or project that contracts
Cyberscope to perform a security assessment. This document does not provide any
warranty or guarantee regarding the absolute bug-free nature of the technology
analyzed, nor do they provide any indication of the technologies proprietors'
business, business model or legal compliance. This report should not be used in
any way to make decisions around investment or involvement with any particular
project. This report represents an extensive assessment process intending to help
our customers increase the quality of their code while reducing the high level of risk
presented by cryptographic tokens and blockchain technology.

Blockchain technology and cryptographic assets present a high level of ongoing risk
Cyberscope’s position is that each company and individual are responsible for their
own due diligence and continuous security Cyberscope’s goal is to help reduce the
attack vectors and the high level of variance associated with utilizing new and
consistently changing technologies and in no way claims any guarantee of security
or functionality of the technology we agree to analyze. The assessment services
provided by Cyberscope are subject to dependencies and are under continuing
development. You agree that your access and/or use including but not limited to
any services reports and materials will be at your sole risk on an as-is where-is and
as-available basis Cryptographic tokens are emergent technologies and carry with
them high levels of technical risk and uncertainty. The assessment reports could
include false positives false negatives and other unpredictable results. The services
may access and depend upon multiple layers of third parties.



About Cyberscope

Cyberscope is a blockchain cybersecurity company that was founded with the
vision to make web3.0 a safer place for investors and developers. Since its launch,
it has worked with thousands of projects and is estimated to have secured tens of
millions of investors’ funds.

Cyberscope is one of the leading smart contract audit firms in the crypto space and
has built a high-profile network of clients and partners.

The Cyberscope team

https://www.cyberscope.io
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Review

Contract Name ZeroXPad

Compiler Version v0.8.9+commit.e5eed63a

Optimization 200 runs

Explorer https://bscscan.com/address/0x0693f4676fd114e649calaaaa819898df

4d25129

Address 0x0693f4676fd114e649ca9aaaa819898df4d25129
Network BSC

Symbol ZXP

Decimals 9

Total Supply 10,000,000

Audit Updates

Initial Audit 19 Jan 2023

Corrected Phase 2 23 Jan 2023

Source Files
Filename SHA256
ZeroXPad.sol be36e1f6e2525764bad3cdff33¢c683e2006bddcd68c0582e0d62dcas6692

€896


https://bscscan.com/address/0x0693f4676fd114e649ca9aaaa819898df4d25129
https://bscscan.com/address/0x0693f4676fd114e649ca9aaaa819898df4d25129
https://github.com/cyberscope-io/audits/blob/main/zxp/v1/audit.pdf
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Analysis
e Ciritical Medium e Minor / Informative e Pass
Severity Code Description Status
o ST Stops Transactions Passed
® OCTD Transfers Contract's Tokens Passed
® OTUT Transfers User's Tokens Passed
® ELFM Exceeds Fees Limit Passed
o ULTW Transfers Liquidity to Team Wallet Passed
® MT Mints Tokens Passed
o BT Burns Tokens Passed

L BC Blacklists Addresses Passed
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Diagnostics

Severity Code

BLC

LO4

L18

L19

@® Critical Medium Minor / Informative
Description Status
Business Logic Concern Unresolved
Conformance to Solidity Naming Conventions Unresolved
Multiple Pragma Directives Unresolved
Stable Compiler Version Unresolved
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BLC - Business Logic Concern

Criticality =~ Medium

Location ZeroXPad.sol#L.1209,1217

Status Unresolved

Description

The implementation may not follow the expected behavior. The contract excludes
and includes the variable msg. sender from the fees. As a result, the only excluded
or included address would be the owner and not the holder variable.

function excludeFromFees (address holder) public onlyOwner {
require (
holder != address(0),
"OxPad: holder can not be a null address"
) ;

isExcludedFromFees [msg.sender]| = true;

function includeInFees (address holder) public onlyOwner ({
require (
holder != address(0),
"OxPad: holder can not be a null address"
) 7

isExcludedFromFees [msg.sender| = false;

Recommendation

The team is advised to carefully check if the implementation follows the expected
business logic. One solution could be to replace the use of msg. sender with the
holder variable.
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LO4 - Conformance to Solidity Naming
Conventions

Criticality Minor / Informative

Location ZeroXPad.sol#L8

Status Unresolved

Description

The Solidity style guide is a set of guidelines for writing clean and consistent Solidity
code. Adhering to a style guide can help improve the readability and maintainability
of the Solidity code, making it easier for others to understand and work with.

The followings are a few key points from the Solidity style guide:

1. Use camelCase for function and variable names, with the first letter in
lowercase (e.g., myVariable, updateCounter).

2. Use PascalCase for contract, struct, and enum names, with the first letter in
uppercase (e.g., MyContract, UserStruct, ErrorEnum).

3. Use uppercase for constant variables and enums (e.g., MAX_VALUE,

ERROR_CODE).

Use indentation to improve readability and structure.

Use spaces between operators and after commas.

Use comments to explain the purpose and behavior of the code.

N o o s

Keep lines short (around 120 characters) to improve readability.

function WETH () external pure returns (address);

Recommendation

By following the Solidity naming convention guidelines, the codebase increased the
readability, maintainability, and makes it easier to work with.

Find more information on the Solidity documentation
https://docs.soliditylang.org/en/v0.8.17/style-guide.html#naming-convention.


https://docs.soliditylang.org/en/v0.8.17/style-guide.html#naming-conventions
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L18 - Multiple Pragma Directives

Criticality Minor / Informative

Location ZeroXPad.sol#L4,102,148,171,401,428,513,598,628,1019,1060,1097

Status Unresolved

Description

If the contract includes multiple conflicting pragma directives, it may produce
unexpected errors. To avoid this, it's important to include the correct pragma
directive at the top of the contract and to ensure that it is the only pragma directive
included in the contract.

pragma solidity >=0.6.2;
pragma solidity >=0.5.0;
pragma solidity 70.8.0;
pragma solidity 0.8.9;

Recommendation

It is important to include only one pragma directive at the top of the contract and to
ensure that it accurately reflects the version of Solidity that the contract is written in.

By including all required compiler options and flags in a single pragma directive, the
potential conflicts could be avoided and ensure that the contract can be compiled
correctly.
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L19 - Stable Compiler Version

Criticality Minor / Informative

Location ZeroXPad.sol#L171,401,428,513,598,628,1019,1060

Status Unresolved

Description

The » symbol indicates that any version of Solidity that is compatible with the
specified version (i.e., any version that is a higher minor or patch version) can be
used to compile the contract. The version lock is a mechanism that allows the
author to specify a minimum version of the Solidity compiler that must be used to
compile the contract code. This is useful because it ensures that the contract will be
compiled using a version of the compiler that is known to be compatible with the
code.

pragma solidity 70.8.0;

Recommendation

The team is advised to lock the pragma to ensure the stability of the codebase. The
locked pragma version ensures that the contract will not be deployed with an
unexpected version. An unexpected version may produce vulnerabilities and
undiscovered bugs. The compiler should be configured to the lowest version that
provides all the required functionality for the codebase. As a result, the project will
be compiled in a well-tested LTS (Long Term Support) environment.
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Functions Analysis

Contract Type Bases

Function Name Visibility Mutability Modifiers

IUniswapV2Ro Interface

uter01
factory External -
WETH External -
addLiquidity External v -
addLiquidityETH External Payable -
removeLiquidity External v -
removeLiquidityETH External v -
removeLiquidityWithPermit External v -
removeLiquidityETHWithPermit External v -
swapExactTokensForTokens External v -
swapTokensForExactTokens External v -
swapExactETHForTokens External Payable -
swapTokensForExactETH External v -
swapExactTokensForETH External v -
swapETHForExactTokens External Payable -
quote External -
getAmountOut External -
getAmountin External -
getAmountsOut External -
getAmountsin External -

IUniswapV2Ro Interface IUniswapV2

uter02 Router01
removeLiquidityETHSupportingFeeO External v -

nTransferTokens
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IUniswapV2Fa
ctory

SafeMath

removeLiquidityETHWithPermitSupp
ortingFeeOnTransferTokens

swapExactTokensForTokensSupporti
ngFeeOnTransferTokens

swapExactETHForTokensSupporting
FeeOnTransferTokens

swapExactTokensForETHSupporting
FeeOnTransferTokens

Interface

feeTo
feeToSetter
getPair
allPairs
allPairsLength
createPair
setFeeTo

setFeeToSetter

Library
tryAdd
trySub
tryMul
tryDiv
tryMod
add
sub
mul
div
mod
sub

div

External

External

External

External

External

External

External

External

External

External

External

External

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Payable

4

10
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Context

Ownable

IERC20

IERC20Metad
ata

ERC20

mod

Implementation
_msgSender

_msgData

Implementation

owner
_checkOwner
renounceOwnership
transferOwnership

_transferOwnership

Interface
totalSupply
balanceOf
transfer
allowance
approve

transferFrom

Interface

name
symbol

decimals

Implementation

Internal

Internal

Internal

Context
Public
Public
Internal
Public
Public

Internal

External
External
External
External
External

External

IERC20

External
External

External

Context,
IERC20,
IERC20Met
adata

11

onlyOwner

onlyOwner
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ERC20Burnabl
e

ERC20Capped

name
symbol

decimals

totalSupply
balanceOf

transfer

allowance

approve

transferFrom
increaseAllowance
decreaseAllowance
_transfer

_mint

_burn

_approve
_spendAllowance
_beforeTokenTransfer

_afterTokenTransfer

Implementation

burn

burnFrom

Implementation

cap

_mint

Public
Public
Public
Public
Public
Public
Public
Public
Public
Public
Public
Public
Internal
Internal
Internal
Internal
Internal
Internal

Internal

Context,
ERC20

Public

Public

ERC20
Public
Public

Internal

12
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ZeroXPad Implementation ERC20,

ERC20Capp

ed,

ERC20Burn

able,

Ownable

Public v ERC20Capped

ERC20

decimals Public -
setBuyFee Public v onlyOwner
setSellFee Public v onlyOwner
setProtectionModifier Public v onlyOwner
enableTrading Public v onlyOwner
disableProtection Public v onlyOwner
excludeFromFees Public v onlyOwner
includelnFees Public v onlyOwner
setPancakePair Public v onlyOwner
_transfer Internal v

_mint Internal v
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Inheritance Graph

[UniswapV2Router)2 IUniswapVZFactory ZeroXPad
k
IUniswapV2Router(dl ERC20Burnable ERC20Capped
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Flow Graph
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Summary

Oxpad is an interesting project that has a friendly and growing
community. The Smart Contract analysis reported no compiler errors or
critical issues. The Contract Owner can access some admin functions
that can not be used in a malicious way to disturb the users’
transactions. The contract includes a protection fee, causing the fees to
be set at 21% until the owner disables the protection. There is also a
limit of max 3% fee.
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Disclaimer

The information provided in this report does not constitute investment, financial or
trading advice and you should not treat any of the document's content as such. This
report may not be transmitted, disclosed, referred to or relied upon by any person
for any purposes nor may copies be delivered to any other person other than the
Company without Cyberscope’s prior written consent. This report is not nor should
be considered an “endorsement” or “disapproval” of any particular project or team.
This report is not nor should be regarded as an indication of the economics or value
of any “product” or “asset” created by any team or project that contracts
Cyberscope to perform a security assessment. This document does not provide any
warranty or guarantee regarding the absolute bug-free nature of the technology
analyzed, nor do they provide any indication of the technologies proprietors'
business, business model or legal compliance. This report should not be used in
any way to make decisions around investment or involvement with any particular
project. This report represents an extensive assessment process intending to help
our customers increase the quality of their code while reducing the high level of risk
presented by cryptographic tokens and blockchain technology.

Blockchain technology and cryptographic assets present a high level of ongoing risk
Cyberscope’s position is that each company and individual are responsible for their
own due diligence and continuous security Cyberscope’s goal is to help reduce the
attack vectors and the high level of variance associated with utilizing new and
consistently changing technologies and in no way claims any guarantee of security
or functionality of the technology we agree to analyze. The assessment services
provided by Cyberscope are subject to dependencies and are under continuing
development. You agree that your access and/or use including but not limited to
any services reports and materials will be at your sole risk on an as-is where-is and
as-available basis Cryptographic tokens are emergent technologies and carry with
them high levels of technical risk and uncertainty. The assessment reports could
include false positives false negatives and other unpredictable results. The services
may access and depend upon multiple layers of third parties.



About Cyberscope

Cyberscope is a blockchain cybersecurity company that was founded with the
vision to make web3.0 a safer place for investors and developers. Since its launch,
it has worked with thousands of projects and is estimated to have secured tens of
millions of investors’ funds.

Cyberscope is one of the leading smart contract audit firms in the crypto space and
has built a high-profile network of clients and partners.

The Cyberscope team

https://www.cyberscope.io
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Review
Contract Name ZeroXPad
Compiler Version v0.8.9+commit.e5eed63a
Optimization 200 runs
Explorer https://bscscan.com/address/0x15153e3cfa74fd82e5f0ce6d16ce3f250d
89d978
Address 0x15153e3cfa74fd82e5f0ce6d16ce3f250d89d978
Network BSC
Symbol ZXP
Decimals 9
Total Supply 10,000,000

Audit Updates

Initial Audit 19 Jan 2023

Corrected Phase 2 23 Jan 2023
https://github.com/cyberscope-io/audits/blob/main/zxp/v2/audit.pdf

Corrected Phase 3 25 Jan 2023


https://bscscan.com/address/0x15153e3cfa74fd82e5f0ce6d16ce3f250d89d978
https://bscscan.com/address/0x15153e3cfa74fd82e5f0ce6d16ce3f250d89d978
https://github.com/cyberscope-io/audits/blob/main/zxp/v1/audit.pdf
https://github.com/cyberscope-io/audits/blob/main/zxp/v2/audit.pdf
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Source Files
Filename SHA256
ZeroXPad.sol €1a669d0c60ee90240d7dc5070f632464

21cbal36fd452fbcadafb32818adeb88
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Analysis
e Ciritical Medium e Minor / Informative e Pass
Severity Code Description Status
o ST Stops Transactions Passed
® OCTD Transfers Contract's Tokens Passed
® OTUT Transfers User's Tokens Passed
® ELFM Exceeds Fees Limit Passed
o ULTW Transfers Liquidity to Team Wallet Passed
® MT Mints Tokens Passed
o BT Burns Tokens Passed

L BC Blacklists Addresses Passed
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Diagnostics
® Ciritical Medium Minor / Informative
Severity Code Description Status
LO4  Conformance to Solidity Naming Conventions Unresolved
L18  Multiple Pragma Directives Unresolved

L19  Stable Compiler Version Unresolved
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LO4 - Conformance to Solidity Naming
Conventions

Criticality Minor / Informative

Location ZeroXPad.sol#L8

Status Unresolved

Description

The Solidity style guide is a set of guidelines for writing clean and consistent Solidity
code. Adhering to a style guide can help improve the readability and maintainability
of the Solidity code, making it easier for others to understand and work with.

The followings are a few key points from the Solidity style guide:

1. Use camelCase for function and variable names, with the first letter in
lowercase (e.g., myVariable, updateCounter).

2. Use PascalCase for contract, struct, and enum names, with the first letter in
uppercase (e.g., MyContract, UserStruct, ErrorEnum).

3. Use uppercase for constant variables and enums (e.g., MAX_VALUE,

ERROR_CODE).

Use indentation to improve readability and structure.

Use spaces between operators and after commas.

Use comments to explain the purpose and behavior of the code.

N o o s

Keep lines short (around 120 characters) to improve readability.

function WETH () external pure returns (address);

Recommendation

By following the Solidity naming convention guidelines, the codebase increased the
readability, maintainability, and makes it easier to work with.

Find more information on the Solidity documentation
https://docs.soliditylang.org/en/v0.8.17/style-guide.html#naming-convention.


https://docs.soliditylang.org/en/v0.8.17/style-guide.html#naming-conventions
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L18 - Multiple Pragma Directives

Criticality Minor / Informative

Location ZeroXPad.sol#L4,102,148,171,401,428,513,598,628,1019,1060,1097

Status Unresolved

Description

If the contract includes multiple conflicting pragma directives, it may produce
unexpected errors. To avoid this, it's important to include the correct pragma
directive at the top of the contract and to ensure that it is the only pragma directive
included in the contract.

pragma solidity >=0.6.2;
pragma solidity >=0.5.0;
pragma solidity 70.8.0;
pragma solidity 0.8.9;

Recommendation

It is important to include only one pragma directive at the top of the contract and to
ensure that it accurately reflects the version of Solidity that the contract is written in.

By including all required compiler options and flags in a single pragma directive, the
potential conflicts could be avoided and ensure that the contract can be compiled
correctly.
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L19 - Stable Compiler Version

Criticality Minor / Informative

Location ZeroXPad.sol#L171,401,428,513,598,628,1019,1060

Status Unresolved

Description

The » symbol indicates that any version of Solidity that is compatible with the
specified version (i.e., any version that is a higher minor or patch version) can be
used to compile the contract. The version lock is a mechanism that allows the
author to specify a minimum version of the Solidity compiler that must be used to
compile the contract code. This is useful because it ensures that the contract will be
compiled using a version of the compiler that is known to be compatible with the
code.

pragma solidity 70.8.0;

Recommendation

The team is advised to lock the pragma to ensure the stability of the codebase. The
locked pragma version ensures that the contract will not be deployed with an
unexpected version. An unexpected version may produce vulnerabilities and
undiscovered bugs. The compiler should be configured to the lowest version that
provides all the required functionality for the codebase. As a result, the project will
be compiled in a well-tested LTS (Long Term Support) environment.



@ Jelo]o sl Oxpad Audit 9

Functions Analysis

Contract Type Bases

Function Name Visibility Mutability Modifiers

IUniswapV2Ro Interface

uterO1
factory External -
WETH External -
addLiquidity External v -
addLiquidityETH External Payable -
removeLiquidity External v -
removeLiquidityETH External v -
removeLiquidityWithPermit External v -
removeLiquidityETHWithPermit External v -
swapExactTokensForTokens External v -
swapTokensForExactTokens External v -
swapExactETHForTokens External Payable -
swapTokensForExactETH External v -
swapExactTokensForETH External v -
swapETHForExactTokens External Payable -
quote External -
getAmountOut External -
getAmountin External -
getAmountsOut External -
getAmountsin External -

IUniswapV2Ro Interface IUniswapV2

uter02 Router01
removeLiquidityETHSupportingFeeOn  External v -

TransferTokens
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IUniswapV2Fa
ctory

SafeMath

removeLiquidityETHWithPermitSuppo
rtingFeeOnTransferTokens

swapExactTokensForTokensSupporti
ngFeeOnTransferTokens

swapExactETHForTokensSupporting
FeeOnTransferTokens

swapExactTokensForETHSupporting
FeeOnTransferTokens

Interface

feeTo
feeToSetter
getPair
allPairs
allPairsLength
createPair
setFeeTo

setFeeToSetter

Library
tryAdd
trySub
tryMul
tryDiv
tryMod
add
sub
mul
div
mod
sub

div

External

External

External

External

External

External

External

External

External

External

External

External

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Payable

4

10



? eloJolsW Oxpad Audit

Context

Ownable

IERC20

IERC20Metad
ata

ERC20

mod

Implementation
_msgSender

_msgData

Implementation

owner
_checkOwner
renounceOwnership
transferOwnership

_transferOwnership

Interface
totalSupply
balanceOf
transfer
allowance
approve

transferFrom

Interface

name
symbol

decimals

Implementation

Internal

Internal

Internal

Context
Public
Public
Internal
Public
Public

Internal

External
External
External
External
External

External

IERC20

External
External

External

Context,
IERC20,
IERC20Met
adata

11

onlyOwner

onlyOwner
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ERC20Burnabl
e

ERC20Capped

name
symbol

decimals

totalSupply
balanceOf

transfer

allowance

approve

transferFrom
increaseAllowance
decreaseAllowance
_transfer

_mint

_burn

_approve
_spendAllowance
_beforeTokenTransfer

_afterTokenTransfer

Implementation

burn

burnFrom

Implementation

cap

_mint

Public
Public
Public
Public
Public
Public
Public
Public
Public
Public
Public
Public
Internal
Internal
Internal
Internal
Internal
Internal

Internal

Context,
ERC20

Public

Public

ERC20
Public
Public

Internal

12
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ZeroXPad Implementation ERC20,

ERC20Capp

ed,

ERC20Burn

able,

Ownable

Public v ERC20Capped

ERC20

decimals Public -
setBuyFee Public v onlyOwner
setSellFee Public v onlyOwner
setProtectionModifier Public v onlyOwner
enableTrading Public v onlyOwner
disableProtection Public v onlyOwner
excludeFromFees Public v onlyOwner
includelnFees Public v onlyOwner
setPancakePair Public v onlyOwner
_transfer Internal v

_mint Internal v
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IERC20Metadata

Inheritance Graph
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Summary

Oxpad is an interesting project that has a friendly and growing
community. The Smart Contract analysis reported no compiler errors or
critical issues. The Contract Owner can access some admin functions
that can not be used in a malicious way to disturb the users’
transactions. The contract includes a protection fee, causing the fees to
be set at 24% until the owner disables the protection. There is also a
limit of max 3% fee.
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Disclaimer

The information provided in this report does not constitute investment, financial or
trading advice and you should not treat any of the document's content as such. This
report may not be transmitted, disclosed, referred to or relied upon by any person
for any purposes nor may copies be delivered to any other person other than the
Company without Cyberscope’s prior written consent. This report is not nor should
be considered an “endorsement” or “disapproval” of any particular project or team.
This report is not nor should be regarded as an indication of the economics or value
of any “product” or “asset” created by any team or project that contracts
Cyberscope to perform a security assessment. This document does not provide any
warranty or guarantee regarding the absolute bug-free nature of the technology
analyzed, nor do they provide any indication of the technologies proprietors'
business, business model or legal compliance. This report should not be used in
any way to make decisions around investment or involvement with any particular
project. This report represents an extensive assessment process intending to help
our customers increase the quality of their code while reducing the high level of risk
presented by cryptographic tokens and blockchain technology.

Blockchain technology and cryptographic assets present a high level of ongoing risk
Cyberscope’s position is that each company and individual are responsible for their
own due diligence and continuous security Cyberscope’s goal is to help reduce the
attack vectors and the high level of variance associated with utilizing new and
consistently changing technologies and in no way claims any guarantee of security
or functionality of the technology we agree to analyze. The assessment services
provided by Cyberscope are subject to dependencies and are under continuing
development. You agree that your access and/or use including but not limited to
any services reports and materials will be at your sole risk on an as-is where-is and
as-available basis Cryptographic tokens are emergent technologies and carry with
them high levels of technical risk and uncertainty. The assessment reports could
include false positives false negatives and other unpredictable results. The services
may access and depend upon multiple layers of third parties.



About Cyberscope

Cyberscope is a blockchain cybersecurity company that was founded with the
vision to make web3.0 a safer place for investors and developers. Since its launch,
it has worked with thousands of projects and is estimated to have secured tens of
millions of investors’ funds.

Cyberscope is one of the leading smart contract audit firms in the crypto space and
has built a high-profile network of clients and partners.

The Cyberscope team

https://www.cyberscope.io
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