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Introduction

EtherAuthority was contracted by Undoomed to perform the Security audit of the
Undoomed Protocol smart contracts code. The audit has been performed using manual
analysis as well as using automated software tools. This report presents all the findings
regarding the audit performed on April 30th, 2022.

The purpose of this audit was to address the following:
- Ensure that all claimed functions exist and function correctly.

- Identify any security vulnerabilities that may be present in the smart contract.

Project Background

The Undoomed Contracts have functions like _setlnitializedVersion, getAdventures,
adventure, redeemCoin, mint, addMinter, _exists, recycle, tokenBylndex, etc. The
Undoomed Initializable standard smart contracts from the OpenZeppelin library. These
OpenZeppelin contracts are considered community-audited and time-tested, and hence

are not part of the audit scope.
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Audit scope

Name Code Review and Security Analysis Report for
Undoomed Protocol Smart Contracts

Platform Astar / Solidity

File 1 Adventure.sol

File 1 MD5 Hash 83D6C474603466B15CF525BF6B77BBEO

File 2 Building.sol

File 2 MD5 Hash B34ED2C79065D047A296E170E477A044

File 3 CroesusToken.sol

File 3 MD5 Hash B959509CB6B52D240F535E404B03C902

File 4 CrystalToken.sol

File 4 MD5 Hash E550AFEF2D1808D9C7570BDOA6FF3CE6G

File 5 ERC721.sol

File 5 MD5 Hash BDEBC24FE78668F84429B655540F88C4

File 6 Hero.sol

File 6 MD5 Hash 89B3C762E7E970D6D4F77CC163F70085

File 7 Item.sol

File 7 MD5 Hash 82FB9B34BDD5D161C3373AED81157616

File 8 heroCoupon.sol

File 8 MD5 Hash 1C198530A9E0786534A093E413B320E7

Audit Date April 30th,2022
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https://github.com/undoomedgamefi123/undoomed-contracts/blob/main/contracts/croesusToken.sol
https://github.com/undoomedgamefi123/undoomed-contracts/blob/main/contracts/crystalToken.sol
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Claimed Smart Contract Features

Claimed Feature Detail

Our Observation

File 1 Adventure.sol
e USDT Decimals:6
e Maximum Points: 1 Billion
e Adventure has functions like:
getSummonersTotalPoints,

getAdventures, etc.

YES, This is valid.

File 2 Building.sol
e DAY: 1 days
e Half Award Duration:15
e Building has functions like: getPledgelnfo,

updateWallet, etc.

YES, This is valid.

File 3 CroesusToken.sol
e Name: CROESUS
e Symbol: COSS
e Decimals: 18

e Maximum Supply: 21 Million

YES, This is valid.

File 4 CrystalToken.sol
e Name: CRYSTAL-UNDOOMED
e Symbol: CRYSTAL

e Decimals: 18

YES, This is valid.

File 5 ERC721.sol
e ERC721 has functions like: balanceOf,

ownerOf, approve, getApproved, etc.

YES, This is valid.

File 6 Hero.sol
e Name: Undoomed-Hero
e Symbol: UDH
e USDT Decimals: 6

YES, This is valid.
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File 7 Item.sol YES, This is valid.
e Name: Undoomed-Iltem
e Symbol: UDI
e USDT Decimals: 6

File 8 HeroCoupon.sol YES, This is valid.
e Name: HeroCoupon
e Symbol: HeroCoupon

e Maximum Supply: 20,000

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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"Audit Summary

According to the standard audit assessment, Customer's solidity smart contracts are
“Secured”. Also, these contracts do contain owner control, which does not make them
fully decentralized.

Insecure Poor secured Secure Well-secured

You are here

We used various tools like Slither, Solhint and Remix IDE. At the same time this finding is
based on critical analysis of the manual audit.

All issues found during automated analysis were manually reviewed and applicable
vulnerabilities are presented in the Audit overview section. General overview is presented
in AS-IS section and all identified issues can be found in the Audit overview section.

We found 0 critical, 0 high, 0 medium and 1 low and some very low level issues.

Investors Advice: Technical audit of the smart contract does not guarantee the ethical
nature of the project. Any owner controlled functions should be executed by the owner with
responsibility. All investors/users are advised to do their due diligence before investing in

the project.

This is a private and confidential document. No part of this document should
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Technical Quick Stats

Main Category Subcategory Result

Contract Solidity version not specified Passed

Programming Solidity version too old Passed

Integer overflow/underflow Passed

Function input parameters lack of check Passed

Function input parameters check bypass Passed

Function access control lacks management Passed

Critical operation lacks event log Passed

Human/contract checks bypass Passed

Random number generation/use vulnerability N/A

Fallback function misuse Passed

Race condition Passed

Logical vulnerability Passed

Features claimed Passed

Other programming issues Passed

Code Function visibility not explicitly declared Passed

Specification Var. storage location not explicitly declared Passed

Use keywords/functions to be deprecated Passed

Unused code Passed

Gas Optimization “Out of Gas” Issue Passed
High consumption ‘for/while’ loop

High consumption ‘storage’ storage Passed

Assert() misuse Passed

Business Risk The maximum limit for mintage not set Passed

“Short Address” Attack Passed

“‘Double Spend” Attack Passed

Overall Audit Result:

PASSED

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Code Quality

This audit scope has 8 smart contract files. Smart contracts contain Libraries, Smart

contracts, inherits and Interfaces. This is a compact and well written smart contract.

The libraries in the Undoomed Protocol are part of its logical algorithm. A library is a
different type of smart contract that contains reusable code. Once deployed on the
blockchain (only once), it is assigned a specific address and its properties / methods can

be reused many times by other contracts in the Undoomed Protocol.

The Undoomed team has not provided unit test scripts, which would have helped to

determine the integrity of the code in an automated way.

Code parts are not well commented on smart contracts.

Documentation

We were given an Undoomed Protocol smart contract code in the form of a github

weblink. The hash of that code is mentioned above in the table.
As mentioned above, code parts are not well commented. So it is not easy to quickly
understand the programming flow as well as complex code logic. Comments are very

helpful in understanding the overall architecture of the protocol.

Another source of information was its official website https://undoomed.space/ which

provided rich information about the project architecture and tokenomics.

Use of Dependencies

As per our observation, the libraries are used in this smart contracts infrastructure that are

based on well known industry standard open source projects.

Apart from libraries, its functions are used in external smart contract calls.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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AS-IS overview

Adventure.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | initializer modifier Passed No Issue
3 | reinitializer modifier Passed No Issue
4 | onlylnitializing modifier Passed No Issue
5 disablelnitializers internal Passed No Issue
6 setlnitializedVersion write Passed No Issue
7 |initialize write Passed No Issue
8 [ updateWallet external access only Owner No Issue
9 [ getSummonersTotalPoint | external Passed No Issue
S
10 | getAdventures external Passed No Issue
11 | getSummonersLastAdve external Passed No Issue
nture
12 | adventure external
13 | armyLevelByld internal Passed No Issue
14 | updateAdventureResult external Passed No Issue
15 | openltem write Passed No Issue
16 | updateRankingList write Passed No Issue
17 | getDailyRankingList external Passed No Issue
18 | getWeeklyRankingList external Passed No Issue
19 | publishDailyRanking external Passed No Issue
20 | publishWeeklyRanking external Passed No Issue
21 | recieveDailyRankingUsdt | external Passed No Issue
Award
22 | recieveWeeklyRankingUs | external Passed No Issue
dtAward
23 | arryaPush write Passed No Issue
24 | queryAwardCroesus read Passed No Issue
25 | getAwardCroesusHistory external Passed No Issue
26 | calcPagelnfo write Passed No Issue
27 | recieveCroesus external Passed No Issue
28 | addCoresusMinter external access only Owner No Issue
29 | updateltemAddress external access only Owner No Issue
30 | removeCoresusMinter external access only Owner No Issue
31 | addRankingPublisher external access only Owner No Issue
32 | removeRankingPublisher | external access only Owner No Issue
33 | mintCroesus external Passed No Issue
34 | isCoresusMinter read Passed No Issue
35 | isRankingPublisher read Passed No Issue

This is a private and confidential document. No part of this document should
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36 | addAllowedUpdateAdven external access only Owner No Issue
tureAddresses
37 | removeAllowedUpdateAd | external access only Owner No Issue
ventureAddresses
38 | _isCallFromAllowedUpda read Passed No Issue
teAdventureAddresses
39 | isApprovedOrOwnerOfS read Passed No Issue
ummoner
40 | arrayContains write Passed No Issue
41 | addressesContains write Passed No Issue
42 | addressArrayDelete internal Passed No Issue
43 | getTimestampDay write Passed No Issue
44 | getTimestampWeek write Passed No Issue
45 | onlyOwner modifier Passed No Issue
Building.sol
Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | initializer modifier Passed No Issue
3 | reinitializer modifier Passed No Issue
4 | onlylnitializing modifier Passed No Issue
5 disablelnitializers internal Passed No Issue
6 setlnitializedVersion write Passed No Issue
7 |initialize write Passed No Issue
8 | getPledgelnfo external Passed No Issue
9 | updateBuildingConfigAddr | external | access only Owner No Issue
€ss
10 | updateWallet external | access only Owner No Issue
11 | init external Passed No Issue
12 | create external Passed No Issue
13 | consumeCroesus write Passed No Issue
14 | getArmyBuildingProduceR | external Passed No Issue
ateAndStorageLimit
15 | _calcArmyBuildingProduc read Passed No Issue
eRateAndStoragelLimit
16 | redeemCoin write Passed No Issue
17 | multiRedeemCoin external Passed No Issue
18 | multiReceiveCrystal external Passed No Issue
19 | prepareRecieveCrystal write Passed No Issue
20 | changePledgeCoin write Passed No Issue
21 | multiChangePledgeCoin external Passed No Issue
22 | calculateCurrentAward internal Passed No Issue
23 | getCurrentAwards read Passed No Issue
24 | getCurrentAward read Passed No Issue
25 | calculateAwardBaseRate | internal Passed No Issue

This is a private and confidential document. No part of this document should
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26 | getPledgeRate internal Passed No Issue
27 | pledgeHero write Passed No Issue
28 | multiPledgeHero external Passed No Issue
29 | redeemHero write Passed No Issue
30 | multiRedeemHero external Passed No Issue
31 | getOwnedBuildings read Passed No Issue
32 | getOwnedBuildingCount external Passed No Issue
33 | _isApprovedOrOwnerOfSu | internal Passed No Issue
mmoner
34 | arrayDelete internal Passed No Issue
35 | arrayContains write Passed No Issue
36 [ onlyOwner modifier Passed No Issue
CroesusToken.sol
Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | owner read Passed No Issue
3 | onlyOwner modifier Passed No Issue
4 [ renounceOwnership write access only Owner No Issue
5 | transferOwnership write access only Owner No Issue
6 mint internal Passed No Issue
7 transfer internal Passed No Issue
8 | delegate external Passed No Issue
9 [ delegateBySig external Passed No Issue
10 | getCurrentVotes external Passed No Issue
11 | getPriorVotes external Passed No Issue
12 | delegate internal Passed No Issue
13 | moveDelegates internal Passed No Issue
14 | writeCheckpoint internal Passed No Issue
15 | safe32 internal Passed No Issue
16 | getChainld internal Passed No Issue
17 | mint write access only Minter No Issue
18 | addMinter write access only Owner No Issue
19 [ delMinter write access only Owner No Issue
20 | getMinterLength read Passed No Issue
21 | isMinter read Passed No Issue
22 | getMinter read access only Owner No Issue
23 | onlyMinter modifier Passed No Issue
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CrystalToken.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | owner read Passed No Issue
3 [ onlyOwner modifier Passed No Issue
4 | renounceOwnership write access only Owner No Issue
5 | transferOwnership write access only Owner No Issue
6 mint internal Passed No Issue
7 transfer internal Passed No Issue
8 [ delegate external Passed No Issue
9 | delegateBySig external Passed No Issue
10 | getCurrentVotes external Passed No Issue
11 | getPriorVotes external Passed No Issue
12 | delegate internal Passed No Issue
13 | moveDelegates internal Passed No Issue
14 [ writeCheckpoint internal Passed No Issue
15 | safe32 internal Passed No Issue
16 | getChainid internal Passed No Issue
17 | mint write access only Minter No Issue
18 | addMinter write access only Owner No Issue
19 | delMinter write access only Owner No Issue
20 | getMinterLength read Passed No Issue
21 | isMinter read Passed No Issue
22 | getMinter read access only Owner No Issue
23 | onlyMinter modifier Passed No Issue

ERC721.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 [ balanceOf read Passed No Issue
3 | ownerOf read Passed No Issue
4 baseURI internal Passed No Issue
5 | approve write Passed No Issue
6 | getApproved read Passed No Issue
7 | setApprovalForAll write Passed No Issue
8 isContract internal Passed No Issue
9 [isApprovedForAll read Passed No Issue
10 | transferFrom write Passed No Issue
11 | safeTransferFrom write Passed No Issue
12 | safeTransfer internal Passed No Issue
13 | exists internal Passed No Issue
14 | isApprovedOrOwner internal Passed No Issue
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15 | safeMint internal Passed No Issue
16 | safeMint internal Passed No Issue
17 | mint internal Passed No Issue
18 | burn internal Passed No Issue
19 | transfer internal Passed No Issue
20 | approve internal Passed No Issue
21 | _checkOnERC721Receiv write Passed No Issue
ed
22 | beforeTokenTransfer internal Passed No Issue
Hero.sol
Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 |initializer modifier Passed No Issue
3 [ reinitializer modifier Passed No Issue
4 | onlylnitializing modifier Passed No Issue
5 disablelnitializers internal Passed No Issue
6 setlnitializedVersion write Passed No Issue
7 | getOwnerdTokens read Passed No Issue
8 | getOwnedTokensByAddr read Passed No Issue
ess
9 [ tokenOfOwnerBylndex read Passed No Issue
10 | totalSupply read Passed No Issue
11 | tokenBylndex read Passed No Issue
12 | beforeTokenTransfer internal Passed No Issue
13 | _addTokenToOwnerEnu write Passed No Issue
meration
14 | _addTokenToAllTokensEn write Passed No Issue
umeration
15 | _removeTokenFromOwn write Passed No Issue
erEnumeration
16 | _removeTokenFromAllTo write Passed No Issue
kensEnumeration
17 | supportsinterface external Passed No Issue
18 | initialize write Passed No Issue
19 | mergeSummoners external Passed No Issue
20 | setSummonerName external Passed No Issue
21 | recycle external Passed No Issue
22 | isWorking read Passed No Issue
23 | level up external Passed No Issue
24 | consumeCroesus write Passed No Issue
25 | summoners external Passed No Issue
26 | abilityScores external Passed No Issue
27 | summon external Passed No Issue
28 | summonByCoupon external Passed No Issue
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29 | summonRoll write Passed No Issue
30 [ summon write Passed No Issue
31| roll write Passed No Issue
32 | getlnitAbility write Passed No Issue
33 [ randomBetween write Passed No Issue
34 | setPledged external Passed No Issue
35 [ setAdventuring external Passed No Issue
36 | addAllowedPledgeFromA | external access only Owner No Issue
ddress
37 | removeAllowedPledgeFro [ external access only Owner No Issue
mAddress
38 | updateWallet external access only Owner No Issue
39 | _isCallFromAllowedPledg write Passed No Issue
eFromAddresses
40 | addAllowedUpdateAdven | external access only Owner No Issue
turingAddresses
41 | removeAllowedUpdateAd | external access only Owner No Issue
venturingAddresses
42 | isCallFromAllowedUpda read Passed No Issue
teAdventuringAddresses
43 | random write Passed No Issue
44 | beforeTokenTransfer internal Passed No Issue
45 | setltemAddress external access only Owner No Issue
46 | addressArrayDelete internal Passed No Issue
47 | addressesContains write Passed No Issue
48 | tokenURI external Passed No Issue
49 | toBytes internal Passed No Issue
50 [ onlyOwner modifier Passed No Issue
Item.sol
Functions
Sl. Functions Type Observation Conclusion
1 [ constructor write Passed No Issue
2 [initializer modifier Passed No Issue
3 | reinitializer modifier Passed No Issue
4 | onlylnitializing modifier Passed No Issue
5 disablelnitializers internal Passed No Issue
6 setlnitializedVersion write Passed No Issue
7 | getOwnerdTokens read Passed No Issue
8 [ getOwnedTokensByAddr read Passed No Issue
€ss
9 | tokenOfOwnerByIndex read Passed No Issue
10 | totalSupply read Passed No Issue
11 | tokenBylndex read Passed No Issue
12 | beforeTokenTransfer internal Passed No Issue
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13 | _addTokenToOwnerEnu write Passed No Issue
meration

14 | _addTokenToAllTokensEn write Passed No Issue
umeration

15 | _removeTokenFromOwn write Passed No Issue
erEnumeration

16 | _removeTokenFromAllTo write Passed No Issue
kensEnumeration

17 | supportsinterface external Passed No Issue

18 | initialize write Passed No Issue

19 | mergeltems external Passed No Issue

20 | consumeCroesus write Passed No Issue

21 | updateCroesus external access only Owner No Issue

22 | updateWallet external access only Owner No Issue

23 | open external Passed No Issue

24 | open write Passed No Issue

25 | mintltem write Passed No Issue

26 | openltemRandom write Passed No Issue

27 | recycle external Passed No Issue

28 | items external Passed No Issue

29 | summonersWithltems read Passed No Issue

30 | getSummonersWeardlte read Passed No Issue
ms

31 | getWearingltems read Passed No Issue

32 [isUsing read Passed No Issue

33 | removeltem write Passed No Issue

34 | wearltem write Passed No Issue

35 [ wearltems external

36 | removeAllExpiredltems external Passed No Issue

37 | clearWearingltems external Passed No Issue

38 clearWearingltems write Passed No Issue

39 | addAllowedOpenltemAdd | external access only Owner No Issue
ress

40 | removeAllowedOpenltem | external access only Owner No Issue
Address

41 | isCallFromAllowedOpen read Passed No Issue
ltemAddresses

42 | arrayFirstZerolndex write Passed No Issue

43 | arrayContains write Passed No Issue

44 | roll write Passed No Issue

45 | beforeTokenTransfer internal Passed No Issue

46 | isApprovedOrOwnerOfS internal Passed No Issue
ummoner

47 | _isApprovedOrOwnerOflt internal Passed No Issue
em

48 | random write Passed No Issue

49 | addressesContains write Passed No Issue
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50 | addressArrayDelete internal Passed No Issue
51 | tokenURI read Passed No Issue
52 | toBytes internal Passed No Issue
53 | onlyOwner modifier Passed No Issue
HeroCoupon.sol
Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | owner read Passed No Issue
3 | onlyOwner modifier Passed No Issue
4 | renounceOwnership write access only Owner No Issue
5 | transferOwnership write access only Owner No Issue
6 | mint write access only Minter No Issue
7 | transfer write access only Owner No Issue
8 | transferFrom write access only Hero No Issue
Contract
9 | setHeroAddress write access only Owner No Issue
10 | addMinter write access only Owner No Issue
11 | delMinter write access only Owner No Issue
12 | getMinterLength read Passed No Issue
13 | isMinter read Passed No Issue
14 | getMinter read access only Owner No Issue
15 | onlyMinter modifier Passed No Issue
16 | onlyHeroContract modifier Passed No Issue
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Severity Definitions

Description

Critical vulnerabilities are usually straightforward to exploit
and can lead to token loss etc.

High-level vulnerabilities are difficult to exploit; however,
they also have significant impact on smart contract
execution, e.g. public access to crucial

Medium-level vulnerabilities are important to fix;
however, they can’t lead to tokens lose

Low-level vulnerabilities are mostly related to outdated,
unused etc. code snippets, that can’t have significant
impact on execution

Lowest-level vulnerabilities, code style violations and info
statements can’t affect smart contract execution and can
be ignored.

This is a private and confidential document. No part of this document should
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Audit Findings

Critical Severity

No Critical severity vulnerabilities were found.

No High severity vulnerabilities were found.

Medium

No Medium severity vulnerabilities were found.

Low

(1) Infinite loops possibility:

As array elements will increase, then it will cost more and more gas. And eventually, it will
stop all the functionality. After several hundreds of transactions, all those functions
depending on it will stop. We suggest avoiding loops. For example, use mapping to store
the array index. And query that data directly, instead of looping through all the elements to

find an element.

Resolution: Adjust logic to replace loops with mapping or other code structure.
Adventure.sol

e adventure() - _armys.length
Item.sol

e wearltems() - _excluded.length.

Very Low / Informational / Best practices:

(1) Unused struct: Building.sol

struct BuildingPledgeSummoners {
address owner;
uint256 buildingId;
uint256[] summoners;

This is a private and confidential document. No part of this document should
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uint256
uint256
uint256
uint256
uint256
uint256
uint256
uint256
uint256
uint256

struct EconomyRecord {

buildingld;

pledgeTimestamp;
lastRecieveAwardTimestamp;
startTimestamp;

endTimestamp;

award;

currentTimestamp;
pledgeCoinRuleChangeTimestamp;
pledgelleeks;

pledgeCoins;

structs are defined but not used in code:

1. EconomyRecord

2. BuildingPledgeSummoners

Resolution: We suggest removing unused struct.

This is a private and confidential document. No part of this document should
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Centralization

This smart contract has some functions which can be executed by the Admin (Owner)
only. If the admin wallet private key would be compromised, then it would create trouble.

Following are Admin functions:

e updateCroesus: Iltem owner can update croesus address.

e updateWallet: ltem owner can update address.

e addAllowedOpenltemAddress: Item owner can add allowed open item address.

e removeAllowedOpenltemAddress: Item owner can remove allowed open item
address.

e updateWallet: Adventure owner can update address.

e addCoresusMinter: Adventure owner can add coresus minter address.

e updateltemAddress: Adventure owner can update item address.

e removeCoresusMinter: Adventure owner can remove coresus minter address.

e addRankingPublisher: Adventure owner can add ranking publisher address.

e removeRankingPublisher: Adventure owner can remove ranking publisher address.

e addAllowedUpdateAdventureAddresses: Adventure owner can add allowed update
adventure addresses.

e removeAllowedUpdateAdventureAddresses: Adventure owners can remove allowed
update adventure addresses.

e updateBuildingConfigAddress: Building Owner can update config address.

e updateWallet: Building Owner can update wallet address.

e addMinter: CroesusToken owner can add minter address.

e delMinter: CroesusToken owner can remove minter address.

e getMinter: CroesusToken owner can get minter address.

e addMinter: CrystalToken owner can add minter address.

e delMinter: CrystalToken owner can remove minter address.

e getMinter: CrystalToken owner can get minter address.

e addAllowedPledgeFromAddress: Hero owner can add allowed pledge from
address.

e removeAllowedPledgeFromAddress: Hero owner can remove allowed pledge from
address.

e updateWallet: Hero owner can update wallet address.
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e addAllowedUpdateAdventuringAddresses: Hero owner can add allowed update
adventure addresses.

e removeAllowedUpdateAdventuringAddresses: Hero owner can remove allowed
update adventure addresses.

e setltemAddress: Hero owner can set item address.

e getMinter: HeroCoupon owner can get minter address.

e delMinter: HeroCoupon owner can remove minter address.

e addMinter: HeroCoupon owner can add minter address.

e setHeroAddress: HeroCoupon owner can set hero address.

e transfer: HeroCoupon owner can transfer amount.

To make the smart contract 100% decentralized, we suggest renouncing ownership in the

smart contract once its function is completed.
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Conclusion

We were given a contract code in the form of files. And we have used all possible tests
based on given objects as files. We had observed some issues in the smart contracts, but
they were resolved in the revised smart contract code. So, the smart contracts are

ready for the mainnet deployment.

Since possible test cases can be unlimited for such smart contracts protocol, we provide
no such guarantee of future outcomes. We have used all the latest static tools and manual

observations to cover maximum possible test cases to scan everything.

Smart contracts within the scope were manually reviewed and analyzed with static
analysis tools. Smart Contract’s high-level description of functionality was presented in the

As-is overview section of the report.

Audit report contains all found security vulnerabilities and other issues in the reviewed

code.

Security state of the reviewed contract, based on standard audit procedure scope, is

“Secured”.
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Our Methodology

We like to work with a transparent process and make our reviews a collaborative effort.
The goals of our security audits are to improve the quality of systems we review and aim
for sufficient remediation to help protect users. The following is the methodology we use in

our security audit process.

Manual Code Review:

In manually reviewing all of the code, we look for any potential issues with code logic, error
handling, protocol and header parsing, cryptographic errors, and random number
generators. We also watch for areas where more defensive programming could reduce the
risk of future mistakes and speed up future audits. Although our primary focus is on the
in-scope code, we examine dependency code and behavior when it is relevant to a

particular line of investigation.

Vulnerability Analysis:

Our audit techniques included manual code analysis, user interface interaction, and
whitebox penetration testing. We look at the project's web site to get a high level
understanding of what functionality the software under review provides. We then meet with
the developers to gain an appreciation of their vision of the software. We install and use
the relevant software, exploring the user interactions and roles. While we do this, we
brainstorm threat models and attack surfaces. We read design documentation, review
other audit results, search for similar projects, examine source code dependencies, skim

open issue tickets, and generally investigate details other than the implementation.
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Documenting Results:

We follow a conservative, transparent process for analyzing potential security
vulnerabilities and seeing them through successful remediation. Whenever a potential
issue is discovered, we immediately create an Issue entry for it in this document, even
though we have not yet verified the feasibility and impact of the issue. This process is
conservative because we document our suspicions early even if they are later shown to
not represent exploitable vulnerabilities. We generally follow a process of first documenting
the suspicion with unresolved questions, then confirming the issue through code analysis,
live experimentation, or automated tests. Code analysis is the most tentative, and we
strive to provide test code, log captures, or screenshots demonstrating our confirmation.

After this we analyze the feasibility of an attack in a live system.

Suggested Solutions:

We search for immediate mitigations that live deployments can take, and finally we
suggest the requirements for remediation engineering for future releases. The mitigation
and remediation recommendations should be scrutinized by the developers and
deployment engineers, and successful mitigation and remediation is an ongoing

collaborative process after we deliver our report, and before the details are made pubilic.
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Disclaimers

EtherAuthority.io Disclaimer

EtherAuthority team has analyzed this smart contract in accordance with the best industry
practices at the date of this report, in relation to: cybersecurity vulnerabilities and issues in
smart contract source code, the details of which are disclosed in this report, (Source
Code); the Source Code compilation, deployment and functionality (performing the
intended functions).

Due to the fact that the total number of test cases are unlimited, the audit makes no
statements or warranties on security of the code. It also cannot be considered as a
sufficient assessment regarding the utility and safety of the code, bugfree status or any
other statements of the contract. While we have done our best in conducting the analysis
and producing this report, it is important to note that you should not rely on this report only.
We also suggest conducting a bug bounty program to confirm the high level of security of
this smart contract.

Technical Disclaimer

Smart contracts are deployed and executed on the blockchain platform. The platform, its
programming language, and other software related to the smart contract can have their
own vulnerabilities that can lead to hacks. Thus, the audit can’t guarantee explicit security
of the audited smart contracts.
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Appendix

Code Flow Diagram - Undoomed Protocol

Adventure Diagram
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Building Diagram
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CroesusToken Diagram
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Delegate ERCEZQ
Ownabile

EEnumerableSet for EnumerableSet AddressSet

EnumerableSet AddressSet _minters
UirtZ56 maxSupply

_ constructor___ ()
mirt{y

adcilimter)
delMinter{)
SLgetimMimterLengthi)
isMinter()

S gethiinter:) \

pedoode |00

(©) DelegateERC20

ERCE20
| W
LYl

| @ Enumerableset| “r address=s-address _delegates
f < address==ma|

B _add()
| B _remowvell)

m O, contains()
| m T Jength()

iNng WiMt3Z==Checkpoirnt checkpoints
O address=>uinMt32 numChsckpoints

O bytes32 DOMAIN_TYPEHASH
= bytes3Z2 DELEGATION TYFEHASH
O address=>uint256 nonces

| | O _=t) < _mintd)
| < add() < _transfer()
| < remowvel) @ delegatel)
< Oecontains() @ delegateBySigl)
| < Clengthl) @ QugetCurrentvotes)
| < Sat) @ O getPriorvotes()

< _delegate()

< _mowveDelegates{)
< _wwriteCheckpoint()
< D safe3I20)

o a getChainla()

|
@ Dwnable

Context

O address _owner

< _ constructor__ ()
@ Sowwner()

@ renouncelwnershipl)
@ transferOwnership()

) E"RC2CI
1

Context
\ IERCZ0
|

anSafelMath for wint2568
\ A ddress for address
|

O address==uirMt256 _balances
O address=>=ma
|

ing address==>uLiM25&

_allowances
O uiM256 _totalSupply
\ O string _name
|

O string _symbol
1 O uirt2 _decimals
!

@ _ constructor_ ()
| @ namel)
@ Qsymboll)
\ @ Qudecimals()
| @ QtotalSupply()
| @ Qbalance )
@ transfer()

@ Qallowance()
| o approve()
| @ transferFrom)
| @ increaselllowance)
@ decreasedllowance()
| < _transfer()
|

it
| < _lurn)
| A P _approvel)
'I A _setupDecimals()
| e < _bheforeTokenTransfer()
| o T
\ S
1

"

]
:ifor wint256

b Jor address

| \
Wi

< Y. <J
@ serczo (A sarenatn (R Adaress
[ : ) Context I
1 2 &L";ﬂf;‘gg‘%’ < Caddl) < AisComtract()
<o _msgSender() @ transfer() © Asubl) “ sendvalue()
< o Dat = aall o aumul) < functionCall()
SneaR Ay @ apir‘:,\::(?ceﬂ © Selivi) & functionCallVith v alue()
@ transferFram() O umocd() B _functionCallith'alue()

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




CrystalToken Diagram
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ERC721 Diagram
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Hero Diagram
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Item Diagram
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HeroCoupon Diagram
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Slither Results Log

Slither log >> Adventure.sol

INFO:Detectors:
Item.1initialize(address,address, =55, 255,23 255 ). _walletAddr ({Adven

Hero.initialize(

ture

ess-validation

ture.sol#541)
eclaration:

ture.so
eclaration:

ore declaration:

etector-Documentation#pre-declaration-usar
INFD Detectors
Reentrancy in Item.mergeItems(uint256,uint256[5]) (Adventure.sol#1993
calls:

constant
approve(address,uint256)
setAppro

transferFrom(
) - ERC
sateTranster

external:
enture.so 1«1c -1991)

"‘tCer-rc|sa
- Item.
initialize(a

b.com/crytic/slither/wiki/Detector-Documentation#public-functien-that-could
INFO: Sltther Adventure so anelyzed (16 contracts wtth 75 detectors), 393 result(s) found
INFO:Slither:Use https://c diti tors

INFO:Detectors:
Item.initialize ess,address,address,address,address) . lack

Hero.initialize( _wallet (Building.sol#2711)

E
Building. initialize(address,addre 2 s ess)._walletAddr {Building.sol#3612)

)’ in ERC721._
reason.length ==

in ERC72
ert{uint2s6, Lllt“

of-local-variables
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Building.halfawardDuration (Building.sol#3548) 1is never used in Building (Building.sal |
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#unused-state-variables
INFO:Detectors:
Building.totoalPledgedCroesus (Building.sol#3578) should be constant
Hero._seed (Building.sol#2682) should be constant
Item. seed (Building.sol#1911) should be constant
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#state-variables-that-could-be-declared-constant
INFO:Detectors:
approve(address,uint256) should be declared extern

- ERC721. approve(address,uint256) tBUIIjlng sol#234-244)
setApprovalForAll{address,bool) should be declared external:

- ERC721.setApprovalForAll{address,bool) iBuilding.sol#EEl—z?D}
transferFrom(address,address,uint256) should be declared externa

- ERC721.tra hSTQIFIDW'ajjI_SS,ajjIQSS uint256
afeTransferFrom{address,address,uint256) should be declared externa

- ERC721.safeT IaHSTQIFloﬁlajjIQSS address,uint256) (Building. SDl#s“J 316)
getOwnerdTokens() should be declared external:

- ERC721Enumerable.getOwnerdTokens() {Building.sol#
getOwnedTokensByAddress{address) should be declared externa

- ERC721Enumerable.getOwnedTokensByAddress(address) IButlﬂlng sol#6
token0fOwnerByIndex{address,uint ) should be declared external:

- ERCTElEnuwe'able.tokeanDhne|ByIndextaddress,uintzS;) {Building.sol#648
tokenByIndex({uint256) sheuld be declared external:

- ERC721Enumerable.tokenByIndex{uint256) (Building.sol#672-634)
initialize(address,address,address,address,address) should be jacla red external:

- Itew.initiallzetajjless,ajjless aﬂjless,ajjless,ajjless; (Building.sol#1976-1990)
openItemRandom({address,uint256) should be declared external:

- Item.openItemRandom{address,uint256) (Building.sol#2181-2132)
summonersWithItems(uint 1) should be declared externa

- Item.summonersWithItems(uint256[]) {Building.sol#2172-2192
getSummonersWeardItems (uint256[]) should be declared external:

- Item.getSummonersWeardItems(uint256[]) (Building.sol#2194-2213)
initialize(address,address,address,address,address,address) should be declared externa

- Hero.initializeiaddress,address,address,address,address,ajj|ess} {Building.sol#2
initialize(a dress,address,address,address) should be declared external:

AdnawCDlulu1nt4=C,u1nt4 n. IBu11j1ng sol#3745-3802)

changePledgeCDln uint ,uint256,uint256) should be declared externa

- Building.changePledgeCoin[uintEEE,uintE“ﬁ,uintZEJ) [Building.sol#%SS
getCurrentAwards{uint256[]) should be declared external:

- Building.getCurrentAwards{uint 1) {Building.sol#3956-
getCurrentAward{uint256) should be declar externa

- Building.getCurrentAward{uint256) (Building.sol#3973
pledgeHero{uint256,uint256) should be declared external:

- Building.pledgeHero({uint256,uint256) IBu11j1ng s0l#4060-4099)
redeemHero{uint25 should be declared exte 3

- Building.redeemdero(uint256) (Building.sol#4115-4138)
getOwnedBuildings({address) should be declared external:

- Building.getOwnedBuildings{address) (Building.sol#4147-4165)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#public-function-that-could-be-declared-externa
INFO:S5lither: Bu11 g. sol analyzed (1? contracts wtth 75 detectors) 312 result(s) found
INFO:Slither: 0 T i ors and

INFO:Detectors:
Low lewel call in Address.sendValue({address,uint256) (CroesusToken.sol#424-446):
- (success) = recipient.call{value: amount}({) (CreoesusToken.sol#441)
Low level call in Address. TuthlDHCallulthualqua ,bytes ,uint256,string)
- (success,returndata) = target.call lue: f j oesusT
Reference: https://github. cowfclutlc/sllth=|/wlklfDatactDr Documentation#low-level -calls
INFO:Detectors:
Variable DelegateERC20. delegates (CroesusToken.sol# )} is not in mixedCase
- CroesusT ddress ,uint ). to lClDﬂsus oken.sol#1530) is not in mixedCase
- CroesusT mint{address,uint amount {(CroesusToken.sol#1530) 1is not in mixedCase
- CroesusToke ddMinter({address ). inter {(CroesusToken.sol#1542) is not in mixedCase
- CroesusToken.delMinter(a _delMinter (CroesusToken.sol#155 is not in mixedCase
CroesusToken.getMinter{uint2s _index {(CroesusToken.sol#1566) is not in mixedCase
tant CroesusToken.maxSupply (Croesus sol#1525) 1is not in UPPER_CAS ITH_UNDERSCORES
R-=1'-=| ence: https://github.com/crytic /slltllél /wiki/Detector-Documentation#¥conformance-to-solidity-naming-conventions
INFO:Detectors:
Redundant expression "this (CroesusToken.sol#14)" inContext (CroesusToken.sol#8-18)
Reference: https://github.com/cryticsslither/wiki/Detector-Documentation#redundant-statements
INFO:Detectors:
CroesusToken. sllthal(ons ConstantVariables({) (CroesusToken.sol#1522-1579) uses literals with too many digits:
- maxSupply * 1e1s (CroesusToken.sol#152 5)
Reference: https://github.com/crytic/slither/wiki/Detector- Documentation#too- many-digits
INFO:Detectors:
owner{ ) should be declared external:
ner{) {CroesusToken.sol# 4)
rencuncefwnership( should be declared external:
- Ownabl (CroesusToken.sol#83-86)
transferD\ ! ) e de ed externa
Ownable.transferOwner ship(address) (CroesusToken.sol#93-100)
symbol() sloulj be jﬂclalﬂ external:
- ERC28.sy () 1 esusToken.sol#
decimals() sho be decla external:
- ERC208.decimals({) {CroesusToken.sol#
transfer{address,uint256) should be declared ext g
transfer({address,uint256) {(CroesusToken.sol#

ress) should be declared external:
ce(address ,address) {CroesusToken.sol#670-6
should be declared external:
(address,uint256) (CroesusTok sol#688
dress,uint256) should be decl d exter
transferFrom{address ,address,uint2 tCl)esus
increaseAllon ce{address, ulut‘ ) should be de d externa

- ERC2 Al ade 2 (CroesusToken.sol#7
decreaseallo in = ed external:

- ERCZ2 2 A L HCQladeQSS uintz {CroesusToken.sol#769-783)
mint({address ,u should be declared ﬂ;tﬂr 3

~ CroesusToken. mint{address ,uint25 = Token.sol#1530-1548)
addMinter(address) should be declared external:

Token.addMinter( dress) {(CroesusToken.sol#1542-1548)
delMinter{address) should be declared external:

Token.delMinter{address) (CroesusToken.sol#1550-1556)
getMinter{uint2 should be declared external:

- CroesusToken.getMinter{uint256) (CroesusToken.sol#1566-1572)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#public-function-that-could-be-declared-externa
INFO:SLlither: CroesusToken.sol analyzed (9 contracts WLth 75 detectors), 58 result(s) found
INFO:S5lither:u h 1//c o ss to C ors C

ate and confidential document. No part of this document should
sed to third party without prior written permission of EtherAuthority.
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Slither log >> CrystalToken.sol

INFO: Detectors
) shadows:

shadows :
ocal-variable-shadowing

(CrystalToken.sol#1118-1159) uses timestamp for comp

’ B X eBy 3 ature expir {CrystalToken.sol#1157)
= Ittr b. c/slither/wiki/Detec cume n#block-timestamp
INFD Detectors
Address.1isContract(
- INLINE ASM
Accress._TLr TI-IC 11d1t| 2 2 s,uint256,string) (CrystalToken.sol#458-472) uses assembly

- IILIIE
=: http
INFD Detectors
_functionCallwWithvalue( 255, es,uint256, ing) (CrystalToken.sol# )i 2 should be remove
.funct ( i 2
.functio
.functio
.functio
INFO:Detectors:
ndant »/r|»551cr "this (Cr
INFD Detectors

owner() should be

renounce

transfero

st 1 oken.sol#69-7

allowance(
appr

transfer

ystél oken.sol#64
Token.sol#1300-1306)

.sol#1308-1311)

= [ ki/De T--T-I—E--LF-\T=T1-I*FL|11'—TLI-TI'I—T|cT—lLL1P-k‘ declared-external
INFD slither: CrystalToken sol analyzed (9 contracts with 75 detectors), 57 result(s) found
INFO:Slither:Use https://crytic.io/ to get acce to additional detectors and Github integration

INFO:Detectors:
ERC721._1isContract(address) { 721.501#178-184) uses assembly
- INLINE ACV L : )
ERC721. c »-kleRC o ess,uint256,bytes) (ERC721.s0l#432-462) uses assembly
E
/wiki/Detector-Documentation#assembly-usage
cessitates a version too recent to be trusted. Consider deploying with 8.6.12
ent
slither/wiki/Detector-Documentation#incorrect-versions-of-solidity
15 not 1n mixedCase

nventions

setApprova
transferFroml

) - ERC
safeTransferF

'tatl n#public-function-that-could-be-declared-external
24 result(s) found

rs

is a private and confidential document. No part of this document should
losed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




Slither log >> Hero.sol

INFO: Detectors

clared-constant

ress,uint256) (Hero.sol#385-311)

summonersWithItems{uint2
- Item.summonersWithItems(uint

Reference: Ittr
INFO:Slither: Hero
INFO:Slither:

clared-external

ce: vik i/Detector-Documentation#state-variables-that-could-be-«
INFD Detectors
approve{address,uint2

safeTransfer
- ERC
getDwrerc'ckersi_

ress,uint256) (Item.sol#640-652)

- It%F.CLrIIt?FRéIL m d .
summonersWithItems(uint256[]) SF:LI. be

- Item.summonersWithItems{uint
getSummonersWeardItems (uint256[])

= It em. “‘t‘er-rc|sa»c|"

github.com/ c/slither/wiki/Detecto F.E--LF~IT t1-r+|LI11-—TLr tion-that-could-be-declared-externa
INFO: SlLther Item sol analyzed (15 contracts thh 75 detectors) 266 result(s) found

0-117)

1.501#1460-1469)
upon.sol#1448-1458)

oupon.sol#1479-1481)

xternal
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Solidity Static Analysis

Adventure.sol
Security

Transaction origin:

Use of tx.origin: "tx.origin" is useful only in very exceptional cases. If you use it for authentication,
you usually want to replace it by "msg.sender”, because otherwise any contract you call can act on
your behalf.

more

Pos: 625:42:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in
Adventure.recieveDailyRankingUsdtAward(): Could potentially lead to re-entrancy vulnerability.
MNote: Modifiers are currently not considered by this static analysis.

more

Pos: 3890:2:

Block timestamp:

Use of "block.timestamp™: "block.timestamp” can be influenced by miners to a certain degree. That
means that a miner can "choose" the block.timestamp, to a certain degree, to change the outcome
of a transaction in the mined block.

Pos: 3618:40:

Gas & Economy

Gas costs:

Gas requirement of function Adventure.recieveWeeklyRankingUsdtAward is infinite: If the gas
requirement of a function is higher than the block gas limit, it cannot be executed. Please avoid
loops in your functions or actions that modify large areas of storage (this includes clearing or
copying arrays in storage)

Pos: 3897:39:

For loop over dynamic array:

Loops that do not have a fixed number of iterations, for example, loops that depend on storage
values, have to be used carefully. Due to the block gas limit, transactions can only consume a
certain amount of gas. The number of iterations in a loop can grow beyond the block gas limit
which can cause the complete contract to be stalled at a certain point. Additionally, using
unbounded loops incurs in a lot of avoidable gas costs. Carefully test how many items at maximum
you can pass to such functions to make it successful.

more

Pos: 4196:10:
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Miscellaneous

Constant/View/Pure functions:

Adventure.getAwardCroesusHistory(address,uint256,uint256,bool) : Is constant but potentially
should not be. Note: Modifiers are currently not considered by this static analysis.

more

Pos: 3976:11:

Similar variable names:

Adventure.publishWeeklyRanking(uint256) : Variables have very similar names "amount" and

"amount2". Note: Modifiers are currently not considered by this static analysis.
Pos: 3861:19:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance {(apart from a bug in
your code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external
component.

more

Pos: 4101:6:

Delete from dynamic array:

Using "delete" on an array leaves a gap. The length of the array remains the same. If you want to
remove the empty position you need to shift items manually and update the "length" property.
maore

Pos: 792:8:

Data truncated:

Division of integer values yields an integer value again. That means e.g. 10/ 100 = 0 instead of 0.1
since the result is an integer again. This does not hold for division of (only) literal values since those
yield rational constants.

Pos: 4231:14:

Building.sol

Transaction origin:

Use of tx.origin: "tx.origin" is useful only in very exceptional cases. If you use it for authentication,
you usually want to replace it by "msg.sender”, because otherwise any contract you call can act on
your behalf.

more

Pos: 4129:32:
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Block timestamp:

Use of "block.timestamp™: "blocktimestamp" can be influenced by miners to a certain degree. That
means that a miner can "choose" the block.timestamp, to a certain degree, to change the outcome
of a transaction in the mined block.

more

Pos: 3919:0:

Gas costs:

(Gas requirement of function Building.getOwnedBuildings is infinite: If the gas requirement of a
function is higher than the block gas Limit, it cannot be executed. Please avoid loops in your
functions or actions that modify large areas of storage (this includes clearing or copying arrays in
storage)

Pos: 4152:11:

For loop over dynamic array:

Loops that do not have a fixed number of iterations, for example, loops that depend on storage
values, have to be used carefully. Due to the block gas limit, transactions can only consume a
certain amount of gas. The number of iterations in a loop can grow beyond the block gas limit
which can cause the complete contract to be stalled at a certain point. Additionally, using
unbounded loops incurs in a lot of avoidable gas costs. Carefully test how many items at maximum
you can pass to such functions to make it successful.

more

Pos: 4215:6:

Miscellaneous

Similar variable names:

Building.redeemHero(uint256) : VVariables have very similar names "bc" and "he". Note: Modifiers
are currently not considered by this static analysis.
Pos: 4121:23:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in

your code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external
component.

more
Pos: 4121:1:

Data truncated:

Division of integer values yields an integer value again. That means e.g. 10/ 100 = 0 instead of 0.1
since the result is an integer again. This does not hold for division of {only) literal values since those
yield rational constants.

Pos: 4062:6:
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CroesusToken.sol

Inline assembly:

The Contract uses inline assembly, this is only advised in rare cases. Additionally static analysis
modules do not parse inline Assembly, this can lead to wrong analysis results.

more

Pos: 1500:8:

Gas costs:

Gas requirement of function CroesusToken.getMinter is infinite: If the gas requirement of a function
is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or
actions that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 1566:4:

Miscellaneous

Constant/View/Pure functions:

CroesusToken.getMinter{uint256) : Is constant but potentially should not be. Note: Modifiers are
currently not considered by this static analysis.
more

Pos: 1566:4:

Similar variable names:

DelegateERC20._writeCheckpoint(address,uint32,uint256,uint256) : Variables have very similar
names "numCheckpoints" and "nCheckpoints". Note: Modifiers are currently not considered by this
static analysis.

Pos: 1483:12:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in
your code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external
component.

maore

Pos: 1576:8:

Data truncated:

Division of integer values yields an integer value again. That means e.g. 10/ 100 = 0 instead of 0.1
since the result is an integer again. This does not hold for division of (only) literal values since those
yield rational constants.

Pos: 1411:36:
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CrystalToken.sol

Inline assembly:

The Contract uses inline assembly, this is only advised in rare cases. Additionally static analysis
modules do not parse inline Assembly, this can lead to wrong analysis results.

maore

Pos: 1279:8:

Gas & Economy

Gas costs:

Gas requirement of function CrystalToken.getMinter is infinite: If the gas requirement of a function is
higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or

actions that modify large areas of storage (this includes clearing or copying arrays in storage)
Pos: 1326:4:

Miscellaneous

Constant/View/Pure functions:

CrystalToken.getMinter{uint256) : Is constant but potentially should not be. Note: Modifiers are
currently not considered by this static analysis.
more

Pos: 1326:4:

Similar variable names:

DelegateERC20._writeCheckpoint(address,uint32,uint256,uint256) : Variables have very similar
names "numCheckpoints" and "nCheckpoints". Note: Modifiers are currently not considered by this

static analysis.
Pos: 1266:40:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in
your code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external
component.

more

Pos: 1333:8:

Data truncated:

Division of integer values yields an integer value again. That means e.g. 10/ 100 = 0 instead of 0.1
since the result is an integer again. This does not hold for division of (only) literal values since those
yield rational constants.

Pos: 1207:36:
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ERC721.sol
Security

Transaction origin:

Use of tx.origin: "tx.origin" is useful only in very exceptional cases. If you use it for authentication,
you usually want to replace it by "msg.sender”, because otherwise any contract you call can act on
your behalf.

more

Pos: 530:42:

Gas & Economy

Gas costs:

Gas requirement of function ERC721.approve is infinite: If the gas requirement of a function is
higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or
actions that modify large areas of storage (this includes clearing or copying arrays in storage)
Pos: 140:4:

Miscellaneous

Constant/View/Pure functions:

ERC/21. _isContract(address) : Is constant but potentially should not be.
more
Pos: 178:4:

Similar variable names:

ERC721.balanceOf(address) : Variables have very similar names "_owners" and "owner".
Pos: 118:25:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in
your code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external
component.

more

Pos: 259:8:

Delete from dynamic array:

Using "delete" on an array leaves a gap. The length of the array remains the same. If you want to
remove the empty position you need to shift items manually and update the "length” property.
more

Pos: 373:8:

No return:

IERC165.supportsinterface(bytes4): Defines a return type but never explicitly returns a value.
Pos: 11:4:
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Hero.sol

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in

Hero.mergeSummoners (uint256[5],string): Could potentially lead to re-entrancy vulnerability. Note:
Modifiers are currently not considered by this static analysis.

Pos: 2726:32:

Block hash:

Use of "blockhash": "blockhashuint blockNumber)" is used to access the last 256 block hashes. A
miner computes the block hash by "summing up" the information in the current block mined. By
"summing up" the information cleverly, a miner can try to influence the outcome of a transaction in

the current block. This is especially easy if there are only a small number of equally likely outcomes.
Pos: 3089:26:

Gas & Economy

Gas costs:

Gas requirement of function ltem.tokenURI is infinite: If the gas requirement of a function is higher
than the block gas limit, it cannot be executed. Please avoid loops in your functions or actions that
modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 3143:25:

For loop over dynamic array:

Loops that do not have a fixed number of iterations, for example, loops that depend on storage
values, have to be used carefully. Due to the block gas limit, transactions can only consume a
certain amount of gas. The number of iterations in a loop can grow beyond the block gas limit
which can cause the complete contract to be stalled at a certain point. Additionally, using
unbounded loops incurs in a lot of avoidable gas costs. Carefully test how many items at maximum
you can pass to such functions to make it successful.

more

Pos: 3136:0:

Miscellaneous

Constant/View/Pure functions:

Baseb4.encode(bytes) : Is constant but potentially should not be. Note: Modifiers are currently not
considered by this static analysis.

more

Pos: 3206:26:
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Similar variable names:

Hero._getInitAbility{uint256,uint256) : Variables have very similar names "hc" and "it". Note:
Modifiers are currently not considered by this static analysis.
Pos: 3003:11:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance {(apart from a bug in
your code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external
component.

Pos: 3196:4:

Data truncated:

Division of integer values yields an integer value again. That means e.g. 10/ 100 = 0 instead of 0.1
since the result is an integer again. This does not hold for division of (only) literal values since those
yield rational constants.

Pos: 3213:38:

Item.sol

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in ltem.mergeltems(uint256,uint256[5]):
Could potentially lead to re-entrancy vulnerability. Note: Modifiers are currently not considered by
this static analysis.

more

Pos: 2694.78:

Block timestamp:

Use of "block.timestamp™: "blocktimestamp" can be influenced by miners to a certain degree. That
means that a miner can "choose" the block.timestamp, to a certain degree, to change the outcome
of a transaction in the mined block.

maore

Pos: 2942:9:

Gas & Economy

Gas costs:

Gas requirement of function ltem.wearltems is infinite: If the gas requirement of a function is higher
than the block gas limit, it cannot be executed. Please avoid loops in your functions or actions that

modify large areas of storage (this includes clearing or copying arrays in storage)
Pos: 2990:7:
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For loop over dynamic array:

Loops that do not have a fixed number of iterations, for example, loops that depend on storage
values, have to be used carefully. Due to the block gas limit, transactions can only consume a
certain amount of gas. The number of iterations in a loop can grow beyond the block gas limit
which can cause the complete contract to be stalled at a certain point. Additionally, using
unbounded loops incurs in a lot of avoidable gas costs. Carefully test how many items at maximum
you can pass to such functions to make it successful.

maore

Pos: 3191:0:

Miscellaneous

Constant/View/Pure functions:

ltem.addAllowedOpenltemAddress{address) : Potentially should be constant/Aview/pure but is not.
MNote: Modifiers are currently not considered by this static analysis.

maore

Pos: 3065:27:

Similar variable names:

Item._beforeTokenTransfer(address,address,uint256) : Variables have very similar names "he" and
"to". Note: Modifiers are currently not considered by this static analysis.
Pos: 3144:16:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in
your code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external
component.

more

Pos: 2838:31:

Data truncated:

Division of integer values yields an integer value again. That means e.g. 10/ 100 = 0 instead of 0.1
since the result is an integer again. This does not hold for division of (only) literal values since those
yield rational constants.

Pos: 2745:2:

Data truncated:

Division of integer values yields an integer value again. That means e.g. 10/ 100 = 0 instead of 0.1
since the result is an integer again. This does not hold for division of (only) literal values since those
yield rational constants.

Pos: 2746:3:
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Adventure.sol

Inline assembly:

The Contract uses inline assembly, this is only advised in rare cases. Additionally static analysis
modules do not parse inline Assembly, this can lead to wrong analysis results.

more

Pos: 1417:8:

Gas costs:

(Gas requirement of function HeroCoupon.getMinter is infinite: If the gas requirement of a function is
higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or

actions that modify large areas of storage (this includes clearing or copying arrays in storage)
Pos: 1507:4:

Miscellaneous

Constant/View/Pure functions:

HeroCoupon.getMinter(uint256) : Is constant but potentially should not be. Note: Modifiers are
currently not considered by this static analysis.

maore

Pos: 1507:4:

Similar variable names:

DelegateERC20._writeCheckpoint(address,uint32,uint256,uint256) : Variables have very similar
names "numCheckpoints" and "nCheckpoints". Note: Modifiers are currently not considered by this
static analysis.

Pos: 1400:40:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in
your code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external
component.

more

Pos: 1517:8:

Data truncated:

Division of integer values yields an integer value again. That means e.g. 10/ 100 = 0 instead of 0.1
since the result is an integer again. This does not hold for division of (only} literal values since those
yield rational constants.

Pos: 1328:36:
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Solhint Linter

Adventure.sol

Adventure.sol:2:1: Error: Compiler version 70.8.4 does not satisfy
the r semver requirement

Adventure.sol:275:9: Error: Avoid using inline assembly. It is
acceptable only in rare cases

Adventure.so0l:549:21: Error: Avoid using inline assembly. It 1is
acceptable only in rare cases

Adventure.sol:577:24: Error: Code contains empty blocks
Adventure.sol:625:43: Error: Avoid to use tx.origin
Adventure.sol:627:69: Error: Avoid to use tx.origin
Adventure.sol:871:28: Error: Avoid using low level calls.
Adventure.sol:1021:17: Error: Avoid using inline assembly. It is
acceptable only in rare cases

Adventure.sol:1510:5: Error: Function name must be in mixedCase
Adventure.sol:1514:5: Error: Function name must be in mixedCase

Building.sol

Building.sol:1517:5: Error: Function name must be in mixedCase
Building.so0l:1878:5: Error: Function name must be in mixedCase
Building.so0l:1884:1: Error: Contract has 19 states declarations but
15
Error: Constant name must be in capitalized

Error: Constant name must be in capitalized

:1896:5: Error: Explicitly mark visibility of state
:1896:20: Error: Constant name must be in capitalized
SNAKE CASE
Building.so0l:1910:5: Error: Explicitly mark visibility of state
Building.so0l:1930:5: Error: Event name must be in CamelCase
Building.so0l:2237:38: Error: Avoid to make time-based decisions in
your business logic
Building.sol:2654:1: Error: Contract has 23 states declarations but
15
Error: Variable name must be in mixedCase
Error: Constant name must be in capitalized

Error: Constant name must be in capitalized
SNAKE CASE
Building.sol :5: Error: Explicitly mark visibility of state
Building.so0l:2669: : Error: Constant name must be in capitalized
SNAKE CASE
Building.so0l:2685:5: Error: Event name must be in CamelCase
Building.so0l:2803:9: Error: Variable name must be in
mixedCaseBuilding.so0l:3216:9: Error: Avoid to use inline assembly.
is acceptable only in rare cases
Building.sol:3222:26: Error: Code contains empty blocks
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Building.sol:3374:5:
Building.sol:3527:1:
allowed no more than
Building.sol:3547:5:
Building.sol:3548:5:

Building.sol:3548:22:

SNAKE CASE

Building.sol:3737:26:

your business logic

Building.sol:3840:55:
Building.sol:3846:53:

your business logic

Building.so0l:3939:59:
Building.sol:3946:57:

your business logic

Building.so0l:3989:32:

your business logic

Building.sol:4055:38:
Building.so0l:4092:46:

your business logic

BRuilding.so0l:4126:26:
Building.so0l:4129:56:

CroesusToken.sol

CroesusToken.sol:6:1:

satisfy the r semver

CroesusToken.sol:941:
CroesusToken.sol:1361:17:

Function name must be in mixedCase
Contract has 19 states declarations but

Error:
Error:
15
Error:
Error:
Error:

Explicitly mark visibility of state
Explicitly mark visibility of state
Constant name must be in capitalized
Error: Avoid to make time-based decisions in
Avoid
Avoid

to
to

Error:
Error:

use tx.origin
make time-based decisions

Avoid
Avoid

to
to

Frror:
Frror:

use tx.origin

make time-based decisions
Error: Avoid to make time-based decisions
Avoid

Avoid

to
to

Error:
Error:

use tx.origin
make time-based decisions

Avoid
Avoid

to
to

Error:
Error:

use tx.origin
use tx.origin

Error: Compiler version 70.6.12 does not
requirement
24: Error:

Error:

Code contains empty blocks
Avoid to make time-based decisions

in your business logic

CroesusToken.so0l:1500:9:

Error: Avoid using inline assembly. It is

acceptable only in rare cases

CroesusToken.so0l:1525:30:

SNAKE CASE

CroesusToken.sol:1527:51:

CrystalToken.sol

CrystalToken.sol:6:1:

satisfy the r semver

CrystalToken.sol:786:
CrystalToken.sol:1157:17:

Error: Constant name must be in capitalized

Error: Code contains empty blocks

Error: Compiler version 70.6.12 does not
requirement
96: Error:

Error:

Code contains empty blocks
Avoid to make time-based decisions

in your business logic

CrystalToken.sol:1279:9:

Error: Avoid to use inline assembly. It is

acceptable only in rare cases

CrystalToken.sol:1295:30:

SNAKE CASE

CrystalToken.sol:1296:62:

Error: Constant name must be in capitalized

Error: Code contains empty blocks
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ERC721.sol

ERC721.s0l:2:1: Error: Compiler version "0.8.4 does not satisfy the
semver requirement

ERC721.501:180:9: Error: Avoid using inline assembly. It 1is
acceptable only in rare cases

ERC721.s01:454:21: Error: Avoid using inline assembly. It is
acceptable only in rare cases

FERC721.s01:482:24: Error: Code contains empty blocks
FERC721.s501:530:43: Error: Avoid to use tx.origin

ERC721.s501:532:69: Error: Avoid to use tx.origin

Hero.sol

.501:275:9: Error: Avoid using inline assembly. It is acceptable
in rare cases
.s01:549:21: Error: Avoid using inline assembly. It is acceptable
in rare cases
.s01:577:24: Error: Code contains empty blocks
.501:625:43: Error: Avoid to use tx.origin
.501:627:69: Error: Avoid to use tx.origin
.501:871:28: Error: Avoid using low level calls.
.501:1021:17: Error: Avoid using inline assembly. It is
acceptable only in rare cases
Hero.so0l:1510:5: Error: Function name must be in mixedCase

Item.sol:2:1: Error: Compiler version 70.8.4 does not satisfy the r
semver requirement

.501:275:9: Error: Avoid using inline assembly. It is acceptable

in rare cases

.501:549:21: Error: Avoid using inline assembly. It is acceptable

in rare cases

.s01:577:24: Error: Code contains empty blocks

.s01:616:43: Error: Avoid to use tx.origin

.501:618:69: Error: Avoid to use tx.origin

.501:862:28: Error: Avoid using low level calls.

.501:990:51: Error: Avoid using low level calls.

.s01:1012:17: Error: Avoid using inline assembly. It is
acceptable only in rare cases
Item.s0l:1603:5: Error: Function name must be in
mixedCaseltem.sol:1615:5: Error: Function name must be in mixedCase
Item.s0l:1619:5: Error: Function name must be in mixedCase

HeroCoupon.sol

HeroCoupon.sol:6:1: Error: Compiler version 70.6.12 does not satisfy
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HeroCoupon. :85¢ 4: Error: Code contains empty blocks

HeroCoupon. : :17: Error: Avoid to make time-based decisions in
your business

HeroCoupon. Error: Avoid using inline assembly. It is

acceptable only in rare cases
HeroCoupon.sol:1443:30: Error: Constant name must be in capitalized
SNAKE CAS

HeroCoupon.sol:1445:60: Error: Code contains empty blocks

Software analysis result:
These software reported many false positive results and some are informational issues.

So, those issues can be safely ignored.
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